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Background
Securitization refers to the simultaneous oversimplification and exaggeration of complex national
security-related policy concerns. In recent decades, the U.S. government has exploited sociopolitical anxieties to justify a disproportionate response to terrorism at home and abroad. As a securitized community, Arab Americans face discriminatory national security policies and inordinate
threats to important constitutional protections, particularly in regard to First and Fourth Amendment rights.
Excessive surveillance of targeted communities, including Arab Americans and American Muslims, is one example of securitization in the domestic sphere. While the U.S. government has
justified serious transgressions of constitutional rights in defense of national security throughout
its history,1 this dynamic has only intensified since the tragic terror attacks on 9/11. In regard to
surveillance, national security frameworks advanced under the Bush and Obama administrations—and now under President Trump—have each posed distinct challenges to the civil rights and
civil liberties of securitized communities.
Surveillance under the Bush Administration
Under the Bush Administration and in the aftermath of 9/11, Congress passed national security
legislation empowering the executive branch to conduct mass surveillance of American citizens
and lawful permanent residents. Prior to 9/11, the Intelligence Community’s surveillance capabilities were limited, though not sufficiently, under two legal authorities: the Foreign Intelligence
Surveillance Act (FISA) of 19782; and Executive Order 12333, which President Reagan signed in
1981.3 Both the USA PATRIOT Act of 2001 and the FISA Amendments Act (FAA) of 2008, which
added Section 702 to the foreign surveillance law, authorized further incursions into Americans’
privacy.
In accordance with FISA, the Foreign Intelligence Surveillance Court (FISA Court) reviews individual requests from the U.S. government to conduct surveillance relating to “foreign intelligence”
within the United States.4 Section 215 of the Patriot Act expanded FISA Court-authorized surveillance to include “bulk collection” of Americans’ communications and other data.5 Section 702 of
the FAA likewise increased the U.S. government’s surveillance capabilities, removing the longstanding requirement that it obtain a warrant to monitor communications between U.S. persons
and suspected foreign targets.6 This form of warrantless surveillance resulted in the “incidental
collection” of innocent Americans’ communications.7
The Homeland Security Act of 2002 established the Department of Homeland Security (DHS)
to advance a coordinated national strategy—at the federal, state, and local level—for combating
terrorism and other public safety concerns.8 A central component of this strategy is the development of fusion centers, which form a decentralized network of state, local, and regional institutions designed for intelligence sharing between: the Intelligence Community; federal, state, and
local law enforcement; and the private sector.9 Dozens of fusion centers were established under
the Bush Administration, each with limited accountability and oversight. While publicly available
information is limited, reports suggest fusion centers gathered intelligence on constitutionally
protected speech and activities, targeting American Muslim organizations and communities for
no ostensible reason.10
Surveillance under the Obama Administration
Mass surveillance conducted under the Bush Administration did not cease with the inauguration
of President Obama in 2009. Revelations of government overreach, however, inspired calls for
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accountability and, in some cases, reform. In 2013, the whistleblower Edward Snowden disclosed
the National Security Agency’s (NSA) bulk collection of Americans’ call records, or telephone
metadata, under Section 215 of the Patriot Act.11 The USA Freedom Act of 2015 prohibited this
form of bulk collection, requiring increased accountability and transparency of U.S. government
surveillance activities, while extending certain provisions of the Patriot Act to December 2019.12
President Bush permanently reauthorized most of the law’s provisions in 2006.13
To complement the traditional surveillance architecture advanced under the Bush Administration,
the U.S. government under President Obama launched a community-level component to its
national security strategy. Known as Countering Violent Extremism (CVE), this flawed, damaging
program targets securitized communities through: community intervention; deeper engagement
from law enforcement and government; and counter-messaging.14 A product of sociopolitical
anxieties relating to the emergence of the self-proclaimed Islamic State of Iraq and the Levant
(ISIL), online proliferation of terrorist propaganda, and threat of “self-radicalization,” CVE is
designed to prevent Americans deemed at risk of “radicalization” from resorting to “violent
extremism.” CVE programs have disproportionately targeted Arab Americans and American
Muslims, damaging communities and wasting government resources in the process. In this
respect, CVE threatens basic constitutional rights and perpetuates cultural and religious biases
on the basis of flawed theoretical assumptions.15
The national security frameworks advanced under the Bush and Obama Administrations pose
distinct challenges to the civil rights and civil liberties of Arab Americans and other securitized
communities. Limited Obama-era reforms partially curtailed the post-9/11 mass surveillance
architecture established during the Bush Administration. Under FISA Section 702 and EO 12333,
however, warrantless surveillance of American citizens and lawful permanent residents persists,
with limited oversight and significant implications for First and Fourth Amendment rights.16 The
continued proliferation of fusion centers—a component of DHS’s coordinated national security
strategy—warrants similar concerns surrounding government accountability and transparency.17
Established under President Obama, CVE produced a new dimension of securitization and
surveillance that disproportionately targets Arab Americans and American Muslims. Empirical
research demonstrates that CVE not only threatens basic constitutional rights and perpetuates
damaging stereotypes, but is also ineffective, as it creates fear and distrust of government and
diverts resources from proven counterterrorism strategies.18
Surveillance under the Trump Administration
Signs indicate the Trump Administration will advance the most damaging elements of its
predecessors’ national security frameworks. In January 2018, Congress passed the FISA
Amendments Reauthorization Act, which extends Section 702 authorities to December 2023
without significant privacy reforms.19 Citing the need for an “integrated approach to use
data held across national security components,” President Trump signed a memorandum
establishing the National Vetting Center (NVC) the following month.20 When considered
alongside contemporaneous developments across federal agencies, the memorandum reveals
the president’s intention to centralize, enhance, and deregulate the nation’s intelligence sharing
infrastructure. In recent months, the Trump Administration has published reports promoting
severe infractions of constitutional and human rights. These publications, which include an
interagency DOJ/DHS report on terrorism and a leaked DHS Customs and Border Protection
(CBP) draft report promoting sustained, targeted evaluation of “persons of interest,” i.e. Sunni
Muslims in the United States,21 reveal the same xenophobic, anti-Muslim agenda demonstrated
in the president’s Muslim bans.22 In this respect, President Trump’s demands for “extreme vetting”
require both draconian border security policies and continuous, automated surveillance of
certain communities inside the United States, particularly Arab Americans and American Muslims.
The Trump Administration has proposed various incursive policies relating to communications
and social media that would enable this form of automated surveillance. Through the Visa
Lifecycle Vetting Initiative (VLVI), formerly known as the Extreme Vetting Initiative, DHS’s
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Immigration and Customs Enforcement (ICE) is developing a software that would “determine
and evaluate [via automation] an applicant’s probability of becoming a positively contributing
member of society” through a procedure known as social media exploitation, or scraping.23
According to ICE, scraping would facilitate continuous vetting, improving the agency’s “ability
to identify emerging risks, such as radicalization, that may occur after an individual arrives in
the United States.”24 These proposed vetting initiatives would perpetuate flawed theoretical
assumptions of radicalization inherent to CVE under the veneer of automation, which is assumed
to be unbiased and objective. The Trump Administration has engaged the technology sector
on multiple fronts: to develop artificial intelligence (AI) and machine learning techniques for
automated mass surveillance25; and to implement a new digital CVE paradigm, in which publicprivate partnerships would facilitate “online to offline interventions” in securitized communities.26
This online approach would have offline effects consistent with those of traditional CVE programs
and threaten constitutional rights.
Key Recommendations
The Trump Administration’s national security strategy incorporates the most damaging aspects of
prior administrations’ respective surveillance frameworks. Additional layers of government surveillance of Arab Americans and securitized communities warrant scrutiny, including at the state
and local levels.
1. At the local level, law enforcement agencies must demonstrate greater transparency, with
respect to investigative techniques, and counteract biased policing and profiling. Historically,
major police departments have conducted suspicion-less surveillance of American Muslim
communities.27 Advocates must demand oversight and improved religious and cultural
diversity trainings to discourage invasive, discriminatory policing.
2. At the state level, state legislatures must:
•

Prevent the development of state, local, and regional fusion centers and mandate
increased oversight and accountability;

•

Enact legislation requiring mandatory religious and cultural diversity trainings for law
enforcement certification.

3. At the national level, advocates must:
•

Demand the Trump Administration affords due process to Americans placed on
government watch lists without apparent justification. Subject to congressional
oversight, the Office of the Director of National Intelligence (ODNI) must review watch
listing procedures and outcomes that implicate U.S. persons;

•

Require sufficient congressional oversight, and heightened public attention, regarding
the administration’s vetting proposals, including the Visa Lifecycle Vetting Initiative,
the National Vetting Center, and other programs and materials pursuant to Executive
Orders 13769 and 13780, and Presidential Proclamation 964528;

•

Renounce U.S. government partnerships with the technology sector to advance
invasive, discriminatory automated mass surveillance, which would pose inordinate
threats to important constitutional protections and target Arab Americans and other
securitized communities.
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