
 
 

CONFIDENTIALITY AND DATA USE AGREEMENT 
 

This Confidentiality and Data Use Agreement (“Agreement”), effective as of 
____________, 20___ (“Effective Date”), is entered into by and between the American Board of 
Psychoanalysis ("ABP") and __________________________ ("Recipient").  The purpose of this 
Agreement is to satisfy certain obligations under the Health Insurance Portability and 
Accountability Act of 1996 and its implementing regulations (45 C.F.R. Parts 160-64) 
(“HIPAA”) to ensure the integrity and confidentiality of Protected Health Information exchanged 
in the form of a Limited Data Set. 
 

WHEREAS, ABP is a national membership association of mental health providers 
that are trained in and provide psychoanalysis to their patients; 
 

WHEREAS, ABP provides benefits and other services to its members, including a 
certification service in which ABP’s Committee on Certification certifies that Recipients are 
qualified and competent to provide psychoanalysis to their patients (the "Certification Process"); 
 

WHEREAS, Recipient is a licensed mental health provider who treats patients and 
maintains a clinical record for each patient; 
 

WHEREAS, in connection with the Certification Process, Recipient must provide 
to ABP at least two treatment reports of patients treated in psychoanalysis, and must 
participate in an interview with members of the Committee on Certification in which patient 
information will be discussed; 
 

WHEREAS, these treatment reports contain Individually Identifiable Health 
Information (as defined in Section 1.a. below) of the patient who is the subject of the 
information; 
  

WHEREAS, pursuant to the terms of this Agreement, Recipient will submit only a 
Limited Data Set of patient information (as defined in Section 1.b. below) to ABP’s 
Committee on Certification in connection with the Certification Process; and 
 

WHEREAS, Recipient seeks to ensure that ABP appropriately safeguards all such 
information; and 
 

THEREFORE, in consideration of the foregoing and other good and valuable 
consideration, the receipt and sufficiency of which are hereby acknowledged, ABP and Recipient 
agree as follows: 
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1. DEFINITIONS 
 

a. “Individually Identifiable Health Information" means information that is a 
subset of health information, including demographic information collected from 
an individual, and (i) is created or received by a healthcare provider, health plan, 
employer, or health care clearinghouse; and (ii) relates to the past, present, or 
future physical or mental health or condition of an individual; the provision of 
healthcare to an individual; or the past, present, or future payment for the 
provision of health care to an individual; and  

i. that identifies the individual, or  
ii. with respect to which there is a reasonable basis to believe the information 

can be used to identify the individual. 
 

b. "Limited Data Set" means Individually Identifiable Health Information that 
excludes the following direct identifiers of the individual or of relatives, 
employers, or household members of the individual: 
 

i. Names 
ii. Postal address information, other than town or city, State and zip code; 

iii. Telephone numbers; 
iv. Fax numbers; 
v. Electronic mail addresses; 

vi. Social Security numbers; 
vii. Medical record numbers; 

viii. Health plan beneficiary numbers; 
ix. Account numbers; 
x. Certificate/license numbers; 

xi. Vehicle identifiers and serial numbers, including license plate 
numbers; 

xii. Device identifiers and serial numbers; 
xiii. Web Universal Resource Locators (URLs); 
xiv. Internet Protocol (IP) address numbers; 
xv. Biometric identifiers, including finger and voice prints; and 

xvi. Full face photographic images and any comparable images. 
 

c. “Protected Health Information” means Individually Identifiable Health 
Information that ABP receives from Recipient or from a business associate of 
Recipient which is transmitted or maintained in any form or medium.   

 
2. RESPONSIBILITIES AND OBLIGATIONS OF RECIPIENT 

 
In connection with the Certification Process, Recipient hereby agrees to remove all direct 
identifiers (as listed in Section 1.b. above) from the treatment reports provided as part of 
the application packet and to provide only a Limited Data Set (hereinafter referred to as 
the “Limited Information”) to the ABP’s Committee on Certification. During the required 
interview with a member or members of the Committee on Certification, Recipient will 



3 
 

not disclose or otherwise provide access to any Individually Identifiable Health 
Information that contains any direct identifiers of the individual. 
 

3. OBLIGATIONS AND ACTIVITIES OF ABP 
 

a. Use or Disclosure. ABP agrees to not use or disclose the Limited Information 
other than for purposes of the Certification Process as permitted or required by 
this Agreement, or as required by law. ABP shall not use or further disclose the 
Limited Information in any manner inconsistent with Recipient's obligations and 
responsibilities with respect to the Limited Information. The Limited Information 
may be shared with: (i) ABP staff members involved in or assisting with the 
Certification Process; (ii) all members of the Committee on Certification; and (iii) 
members of the Committee on Certification review committee in the event of an 
appeal by Recipient. 
 

b. Safeguards. ABP agrees to use appropriate safeguards to prevent the use or 
disclosure of Limited Information other than as provided for by this Agreement. 
 

c. Mitigation. ABP agrees to mitigate, to the extent practicable, any harmful effect 
that is known to ABP of a use or disclosure of Limited Information by ABP that 
violates the requirements of this Agreement. 
 

d. Reporting. ABP agrees to report to Recipient any use or disclosure of Limited 
Information not provided for by this Agreement of which it becomes aware, as 
soon as reasonably practicable. 
 

e. ABP shall not identify or attempt to identify the Limited Information or contact 
the individuals who are the subject of the Limited Information. 
 

4. CONFIDENTIALITY 
 

a. Pursuant to this Agreement, Recipient may disclose Limited Information to the 
ABP Committee on Certification. Limited Information does not include any 
information: (i) lawfully obtained or created by ABP independently of, and 
without use of, Limited Information disclosed by Recipient and without breach of 
any obligation of confidence; or (ii) that is in or enters the public domain without 
breach of any obligation of confidence. 
 

b. Except as expressly permitted by this Agreement, ABP will: 
 

i.  not disclose Limited Information except (1) to the employees or 
contractors of ABP to the extent that they need to know the Limited 
Information for the purpose of performing the Certification Process and 
any other obligation of ABP under this Agreement; or (2) as required to be 
disclosed by law, to the extent required to comply with that legal 
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obligation, provided that ABP will promptly notify Recipient of such 
obligation; 
 

ii. use Limited Information only for the purpose of performing the 
Certification Process and any other obligation of ABP under this 
Agreement; and 
 

iii. use all reasonable care in handling and securing Limited Information, and 
employ all reasonable data security measures that ABP ordinarily uses 
with respect to its own proprietary information of similar nature and 
importance. 
 

5. TERM AND TERMINATION 
 

a. Term. The term of this Agreement shall begin on the date first written above and 
shall continue until: (i) Recipient has been certified; (ii) no later than five years 
from the date of receipt by ABP of the Limited Information; or (iii) the 
Agreement is terminated in accordance with the provisions of Section 5(b) hereof, 
whichever date is earlier. Notwithstanding the foregoing, ABP shall return or 
destroy any Limited Information in its possession upon termination of the 
Agreement pursuant to Section 5(c) hereof or prior to the fifth anniversary of the 
date of receipt of the Limited Information, whichever date is earlier. 
 

b. Termination by Mutual Consent. This Agreement may be canceled at any time 
upon the mutual written consent of the parties hereto. 
 

c. Effect of Termination. Upon termination of this Agreement, for any reason, ABP 
shall return or destroy all Limited Information received from Recipient, or created 
or received by ABP on behalf of Recipient. ABP shall retain no copies of the 
Limited Information. 
 

6. MISCELLANEOUS 
 

a. Survival. The respective rights and obligations of each party under Section 5(c) of 
this Agreement shall survive the termination of this Agreement.  
 

b. No Third Party Beneficiaries. Nothing express or implied in this Agreement is 
intended or shall be deemed to confer upon any person other than Recipient and 
ABP (and its respective successors and assigns) any rights, obligations, remedies 
or liabilities. 
 

c. Change in Law.  The parties agree to negotiate in good faith to amend this 
Agreement to comport with changes in federal law that materially alter either or 
both parties’ obligations under this Agreement.  Provided however, that if the 
parties are unable to agree to mutually acceptable amendment(s) by the 
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compliance date of the change in applicable law or regulations, either Party may 
terminate this Agreement as provided in section 5. 
 

d. In the event that any provision of this Agreement violates any applicable statute, 
ordinance or rule of law in any jurisdiction that governs this Agreement, such 
provision shall be ineffective to the extent of such violation without invalidating 
any other provision of this Agreement. 
 

e. To the extent that any provisions of this Agreement conflict with the provisions of 
any other agreement or understanding between the parties, this Agreement shall 
control. 
 

f. This Agreement may be executed in several counterparts, each of which shall be 
an original and all of which shall constitute but one and the same instrument. 
Furthermore, a facsimile signature shall be deemed to the equivalent of an 
original signature. 
 

IN WITNESS WHEREOF, each of the undersigned has caused this Agreement to be duly 
executed in its name and on its behalf. 
 
[Add Signatures blocks] 


