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Clough (2002, 3)

‘On the one hand, there are the exuberant enthusiasts 
who see ‘cyberspace’ as a new frontier promising 
freedom, democracy, knowledge, adventure 
and requiring the reinvention of all human 
social and political structures.  On the other 
there are those who fear the Internet is giving 
unrestricted opportunities for pornographers, 
pedophiles, and drug traffickers, and leading 
to a future in which all human interactions is 
reduced to bits and bytes’. 



Young people and an innate connection 

to the Internet….

• ‘app generation’ (Gardner and Davies, 2013)

• ‘cyberkids’ (Holloway and Valentine, 2003)

• ‘digital natives’ (Prensky, 2001)

• ‘N generation’ or ‘n-geners’ (Tapscott, 1998)



Do they like it? 

Digital Awareness UK and the Headmasters’ and 
Headmistresses’ Conference (HMC) -5th Oct 17
5,000+ (11-16 year olds) 

• 63% would not care if social media did not exist;

• 71% said they had taken temporary digital 
detoxes to escape social media.



Described in Dichotomous Language

‘opportunities and risks’ – Livingstone (2009)

‘debunkers and boosters’ - Holloway and Valentine 
(2003) 

‘hopes and fears’ Clough (2002) 

‘great benefits’ and ‘awesome risks’ Hamelink 
(2000)



What we know? 

…seemingly not very much...

• Deterministic
• Studies are small scale
• Little longitudinal evidence 
• Context specific (?)
• Out of date quickly
• Often contridictry
• Under-utilised in pracice 



Not a Moral Panic…But

Likely to be having some 
negative effect

Why wait? 



Online Nation Report (Ofcom – May 
2019) 
• The proportion of adults concerned about using 

the web has jumped from 59 per cent to 78 per 
cent in a year

• 61% of adults report suffering a potentially 
harmful experience online in the last 12 months. 
Among young teenagers that figure rises to 
79 per cent.

• 28 % of 12 to 15-year-olds say they have received 
unwelcome friend or follow requests from 
strangers on social media, while 23% have 
experienced bullying and 20% trolling.



Virtuous Reality

WHOSE ROLE IS IT 
TO ENSURE PEOPLE 
ACT MORALLY
ONLINE?  



i) No-one’s? 
ii) The Tech Companies?
iii) Governments?
iv) Us?
v) Someone else?



After 30 Years…

The web is for everyone and 
collectively we hold the power to 
change it. It won’t be easy. But if we 
dream a little and work a lot, we can 
get the web we want. 

Sir Tim Berners Lee



Why have we failed so far? 

• Lack of intention in our educational 
approach;
• We do not seek to educate for cyber-

citizenship as a matter of primary 
importance;
• When we have tried more explicit 

educational approaches these have been 
largely misguided. 



Drawing on ideas from the Greeks (1)

• Cyber derived from Greek word 
kubernētēs which means to steer or 
be a helmsman.

• We need young people (and adults) 
who can successfully navigate
their cyber-worlds with a well 
honed moral compass. 



Drawing on ideas from the Greeks (2)

•Virtue Ethics moral theory 

(Aristotle; 384 B.C. to 322 B.C) 

Required to bolster: 

•Deontological moral theory (Kant; 

1724 to 1804)

•Utilitarian moral theory (Bentham; 

1748 – 1832) 



Key Concepts

•Cyber-world
•Cyber-flourishing
•Cyber-virtues
•Cyber-wisdom





This requires us to…

• Also see the positives;
• Not be deterministic;
• Understand the role for 

education;
• Choose to be digital 

immigrants.



Cyber-Wisdom : REACT Model 

Cyber-wisdom is doing the right thing, at 

the right time, in the right amount 

(when nobody is watching). 

Why REACT?:  Educational approaches 

that  adopt a human agency over 

deterministic accounts of how we 

interact with the Internet.  



REACT Model

Be a…

Rule-Maker
Exemplar
Advisor
Character Champion

= 
THRIVE



THRIVE Model

Be ThoughtFULL
Be Human
Be ReasonABLE
Act with Integrity
Be Virtuous
Be an Exemplar





Cyber-Dilemmas 
• Cyber-bullying (Clash of loyalty, honesty and 

compassion)

• Plagiarism (Late homework: honesty v’s 

diligence) 

• Piracy (Is it right to download music / films for 

free?)

• Extremism (Reporting a friend) 

• Integrity (Creating a false digital identity) 

• Digital legacy (Posting photos of friends drunk 

at a party)
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