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THE FACE OF THE RUSSIAN
(DIS)INFORMATION MACHINE:
WHERE DOES CANADA STAND?
Sergey Sukhankin
SUMMARY

In the years since the dissolution of the USSR in 1990, Russia has used
advances in technology to create new and more diverse channels for the
spread of propaganda and disinformation. However, the West often holds
misconceptions and falls prey to blanket generalities about the strength of
the Russian propaganda machine.
This paper examines Russia’s propaganda capabilities through Russianlanguage sources themselves, to give a more balanced and nuanced picture
of the situation, particularly with regard to Canada. While propaganda
was always a staple of both Russia and its predecessor, the Soviet Union,
the 2014 conflicts in Ukraine and Crimea touched off a more intensive
information war against the West. However, Russia’s resources are finite
and its capabilities against Canada are limited. The peril exists – and thanks
to the latest technology, it is being perpetrated by bots, trolls, hacktivists
and other entities – but it should be neither under- nor over-estimated.
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Countering Russia’s information warfare requires a deeper study of Russian culture,
history and traditions than analysts in the West tend to engage in. Understanding
the Russian mindset – especially Russia’s historic and lingering dread of global
marginalization – is essential. This knowledge would enable the West to play off
those fears by using proven cases of cyber-attacks and fake news to increase
international pressure to isolate and marginalize the Kremlin.
The West also needs to understand that it must stick to confronting the Kremlin
on an international stage and avoid the temptation to meddle in Russia’s domestic
affairs. Engaging in the latter risks backfiring – it could motivate ordinary Russians
to close ranks around the Putin regime rather than renounce it.
Another tactical error on the West’s part – and one which unwittingly gives Russia
a psychological edge – is to label as disinformation or propaganda every news item
emanating from Russia. This creates the perception of a Russian disinformation
machine that is much more powerful than it really is.
Unlike in the Soviet and Cold War eras, contemporary Russian propaganda is no
longer ideological. It is carefully designed to appeal to the full political spectrum
and it focuses on undermining Western institutions rather than promoting Soviet
ones. While this disinformation campaign sticks to simplistic narratives, its structure
is anything but simple. Not limiting itself to cyber- and information components,
the campaign is also composed of psychological operations, public affairs, military
threats, strategic communications, bribery and corruption.
The Kremlin has a growing interest in dominating the Arctic, where it sees Russia
as in competition with Canada. This means Canada can anticipate escalations
in information warfare, particularly from hacktivists fomenting cyber-attacks.
Perceived as one of Russia’s chief adversaries in the Arctic region, Canada is a
prime target in the information wars, with Russia potentially even meddling in the
October 2019 federal election. Ottawa should be ready for a new surge in cyberattacks, disinformation and propaganda levelled against Canada in the near future.
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INTRODUCTION
Russia’s annexation of Crimea and the ensuing conflict in southeast Ukraine led
to a debacle in political relations between Russia and the West. In the Kremlin’s
discourse, Russia’s actions were a response to a series of containment policies
aggressively implemented by the vanguard of anti-Russian forces – the U.S., the
European Union (EU) and Canada. In Russian parlance, these “anti-Russian policies”
came to be known as “hybrid warfare” – a collection of non-military measures
levelled against Russia and its political leadership that aimed to stir up domestic
disturbance and downgrade Russia’s position in the global arena. In spite of Russia’s
economic, military and demographic inferiority to the West, its counter-actions
succeeded due to the West’s asymmetric beliefs about Russia’s power (Thornton
2017, 18-28). Following the thought of Sun Tzu, the Russian side has asserted that
a stronger party’s strength can be turned into weakness through manipulation
and deception (Chekinov and Bogdanov 2015a). This can be achieved through
imposing their own will on the enemy via the deliberate distortion of facts, such as
disinformation, and psychological pressure.
This paper analyzes Russia’s propaganda efforts against Western countries,
with an emphasis on Canada, after the outbreak of the Ukrainian crisis. From a
methodological perspective, the author pays particular attention to literature in the
Russian language, since the prime objective of this research is to trace and convey
the logic of the Russian side; thus, there is limited mention of Western scholarship.

FROM LENIN TO PUTIN: DIFFERENCES AND SIMILARITIES
BETWEEN RUSSIAN AND SOVIET PRACTICES
The roots of Russia’s current propaganda and disinformation techniques can be
traced to the Soviet period. Lenin’s maxim that “propaganda should be a matter
of action rather than words,” points to the practice-oriented nature of Soviet
propaganda. A trend emerged in 1919 with the creation of the Komintern and
continued in 1920 with the Agitprop’s formation. Subsequently, with the emergence
of the International Department of the Central Committee of the Communist
Party of the Soviet Union (ID) and the introduction of propaganda as a subject
(spetspropaganda) in the Soviet Military Institute of Foreign Languages (1942),
the Soviets managed to greatly boost their capabilities in the realm of information
operations (IOs).
According to Edward Lucas and Peter Pomerantsev (2017, 7), Soviet disinformation
rests on two major precepts. The first one is reflexive control, a form of
psychological warfare in which an attack does not destroy the enemy from
outside but rather leads it to self-destruct via “self-disorganization” and “selfdisorientation.” As Michael Kofman (2016) notes, this results in capturing the
enemy’s resource base and using it to benefit the attacker. In other words, the
success of this technique allows a party to gain control over “the specific process
of imitating the enemy’s reasoning or imitating the enemy’s possible behavior
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and causes him to make a decision unfavorable to himself,” by influencing “the
opponent’s communication system to deceive either his decision-making elite
or public opinion” (Bittman 1985, 96). The second precept is active measures, a
clandestine intervention in the politics of another country to influence its policies,
undermine popular confidence and trust in its leadership via discreditation, and
damage its international reputation (United States Department of State Bureau of
Public Affairs 1981). Tactics include written or spoken disinformation and efforts to
control foreign media (this varies on a country-by-country basis). It also includes
the use of communist parties and front organizations (such as the World Peace
Council, the World Federation of Trade Unions, the World Federation of Democratic
Youth and the Women’s International Democratic Federation), clandestine radio
broadcasting (Bruk 2013) and blackmail (via kompromat and forgeries). According
to Ladislav Bittman, this is premised on two categories: “The first category includes
misleading information (disinformation) that contributes to poor policy decisions
among government leaders ... The second type, propagandistic forgery, seeks
to mold public opinion in a target country” (Golovchenko, Hartmann and AdlerNissen 2018). Political influence operations and the use of academics and journalists
finalize the list of active measures.
Despite their initial success, particularly between 1943 and 1972, Soviet propaganda
efforts were greatly reduced by a combination of such factors as the overideologization of foreign policy, a highly inefficient economic model and aging
ruling elites committing one strategic blunder after another. Incidentally, notable
contemporary Russian theorists of information warfare agree that the Soviet defeat
in the Cold War was pre-ordained after the forfeiture of strategic initiatives on the
information battlefield in the second half of the 1980s.
After the Soviet Union’s dissolution in 1991, Russia’s stance on information security
underwent several rounds of evolution. The early 1990s were marked by political
havoc and economic turmoil that witnessed the near-collapse of Russian policies
in the realm of information security. Yet, the first Chechen War (1994-1996) and
the war in Serbia (1999) were wake-up calls for the Russian elites. In his book,
If War Comes Tomorrow? The Contours of Future Armed Conflict, Russian army
Gen. Makhmut Gareev (1998, 51-52) highlighted the role of “psychologically- and
ideologically-biased materials of (a) provocative nature, mixing partially truthful
with false pieces of information,” as one of the key challenges to Russian statehood.
In 2000, the changing attitude of the Russian ruling elites was reflected in the
foreign policy concept of the Russian Federation (June 28) that prioritized the
importance of “developing Russia’s own means to influence public opinion abroad,”
and the Doctrine of Information Security (September 2000) that identified the
range of issues, challenges and tasks to be dealt with in the short to medium term
(Sukhankin 2019a). The doctrine envisaged the application of both defensive and
counter-offensive information operations.
Between 2003 and 2008, Russian perception of the concept “information”
underwent a dramatic evolution, thanks to two developments. First, the war in
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Iraq explicitly demonstrated that information superiority played a crucial role in
terms of this new type of armed conflict (Makarenko 2017). Second, the colour
revolutions in Georgia, Ukraine and Kyrgyzstan exposed Russia’s backwardness
and inferiority in terms of pre-emptive and counter-offensive IOs. The turning point
for Russia’s transformation into one of the main global actors in the cyber-arena
occurred in August 2008. Anatoliy Tsyganok, then deputy chief of the General
Staff of the Russian Armed Forces, noted: “Georgia won the information war at
the preliminary stage of the conflict but lost at the end of it” (Thomas 2010).
This marked Russia’s gradual departure from Soviet patterns of propaganda and
disinformation techniques. Russian authorities recognized the internet as a powerful
tool for confrontation that erases borders and allows the free transnational flow
of information. Also, the post-2008 period was marked by a dramatic increase
of “black propaganda” – an outward vilification of the opponent with very little
(if any) consideration for facts. According to Russia’s top political technologist,
Gleb Pavlovsky, “the main difference between propaganda in the USSR and the
new Russia is that in Soviet times the concept of truth was important. Even if they
were lying, they took care to prove what they were doing was ‘the truth.’ Now
no one even tries proving the ‘truth.’ You can just say anything. Create realities”
(Pomerantsev and Weiss 2014). This is an extremely important argument, for it
means that spreading lies is one of several tools that serves Russia’s main goal by
creating an “alternative reality,” a different view of the world, where “nothing is real,
but everything is possible.”
Leaving the discussion of specific actors and their activities to a forthcoming
segment of this paper, it would be worthwhile to underscore key features of Russian
post-2008 information operations:
(1) Flexibility and de-ideologization: Unlike Soviet propaganda, current IOs are
free of a surfeit of ideology. They are equally appealing to both the far left (anticapitalism, anti-fascism, anti-Americanism) and the far right (anti-immigration, antiliberal, ultra-conservative) groups (Sukhankin 2017c);
(2) Straightforwardness and (ostentatious) simplicity: Russian propaganda
deliberately abstains from using sophisticated narratives. The key to success is
explaining complex issues in the simplest and thus easily digestible terms, which
renders Russia’s main narratives extremely appealing to the broader public. Most
general examples based on the analysis of Russian sources of narratives include
such macro narratives as: “The West is decadent, deceitful and hypocritical”;
“The United States is a selfish, ruthless, profit-oriented power, seeking global
domination”; “Euro-Atlantic security is a sham, an instrument of geopolitical
expansion to the East and a living embodiment of a cynical betrayal of promises
made to the Soviet Union”; “The European Union is home to greed, false beliefs,
moral degradation and russophobia” and “Russia is the sole custodian of European
conservative values, morality and an example of spiritual rejuvenation.” Such
narratives are usually supplemented by open or tacit provocations, the release
of kompromat, intimidation and strategic military exercises. The most dangerous
aspect of these seemingly absurd concepts is the fact that every narrative
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generated by the Russian propaganda machine contains a minuscule kernel of truth
encased in an impenetrable, thick layer of deception, making it very hard (especially
for ordinary individuals) to distinguish between facts and deliberately crafted
fiction.
(3) Suasion through dissuasion: Russian propaganda does not aspire to persuade
the opponent, but rather to dissuade the opposing party. If convincing the
opponent that the Russian model is superior to the Western one is impossible to
achieve, then the main focus is placed on undermining popular trust in Western
institutions (information outlets), fostering apathy, disbelief and mistrust (the idea
that “everyone is telling lies, and the West does it more than Russia”), demotivating
the broader public, and nurturing passivity and indifference.
(4) Industrial scale (Joyal 2016)1: Perhaps the main obstacle the West encounters
is debunking fake news generated and disseminated by Russian media and
disinformation outlets. The enormous bulk of fake stories and disinformation from
Russia overwhelms Western attempts to confront it effectively. Ultimately, this
becomes a highly time- and resource-consuming endeavour, which is precisely
what Russia seeks to achieve.
(5) Close alliance with the military and the intelligence community: The re-birth
of Russian capabilities in the realm of IOs can be attributed to the pivotal role
played by the military-intelligence community. In 1996, the chief of the General
Staff, Gen. Viktor Samsonov, noted that the “high effectiveness of information
warfare systems, in combination with highly accurate weapons and nonmilitary means of influence, make it possible to disorganize the system of state
administration, hit strategically important installations and groupings of forces,
and affect the mentality and moral spirit of the population” (Joyal 2016). In 2004,
prominent Russian military academic Vladimir Slipchenko claimed that “information
has become a destructive weapon just like a bayonet, bullet or projectile” (Gareev
and Slipchenko 2005).
Subsequent reflection not only maintained, but greatly enhanced this vision.
Former deputy chief of the General Staff Lt.-Gen. Aleksandr Burutin (2008) claimed
that: “information weapons can be used in an efficient manner in peacetime as well
as during war” (Giles 2016), by drawing on the nascent idea of the perpetuity of the
information war (Pirumov 2003). At the same time, attempts to analyze the post1991 regional conflicts and colour revolutions led former chief of the General Staff
Yuriy Baluyevsky to conclude that the vector of threats has changed from military
to non-military-related ones, including information influence (Mukhin 2014). In 2011,
the Russian Ministry of Defence defined information warfare (informatsionnaja
wojna), “as the ability to ... undermine political, economic, and social systems; carry
out mass psychological campaigns against the population of a state in order to
destabilize society and the government; and force a state to make decisions in
the interest of their opponents” (Allen and Moore 2018). In his analysis, Chief of
1
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the General Staff Gen. Valery Gerasimov outlined his vision of an existing ratio
between non-military and military measures, which according to him should be
estimated at four to one. Gerasimov also classified so-called non-military threats
as a compendium of economic sanctions, disruption of diplomatic ties, political
and diplomatic pressure, and information operations (IO). Other notable writers
from the military-strategic community generated similar ideas. As Bogdanov and
Chekinov (2015b, 44-45) argued:
Wars will be resolved by a skillful combination of military, non-military, and
special nonviolent measures … a blend of political, economic, informational,
technological, and environmental measures, primarily by taking advantage
of information superiority. Information warfare in the new conditions will be
the starting point of every action now called the new type of warfare, or
hybrid war, in which broad use will be made of the mass media and, where
feasible, global computer networks (blogs, various social networks, and
other resources).
The period between late 2010 (the Arab Spring) and 2013/14 (developments
in Ukraine) witnessed a dramatic expansion of the role of the siloviki, primarily
the Ministry of Defence, the FSB (federal security service) and the SVR (foreign
intelligence service) in Russian information security-related policies. For instance,
the emergence of the cyber-troops and research units (controlled by the MoD)
(Sukhankin 2017b) vested the process of headhunting and selection of the most
talented young specialists in the hands of the armed forces. On the other hand,
the FSB and the Rosgvardia (Russia’s National Guard) were allocated additional
responsibilities in terms of monitoring the domestic segment of the internet’s
content (Runet) (Sukhankin 2018b). The Cossacks have emerged as yet more
players within Russia’s information security structure. In 2017, the first Cossack
cyber-squads (kiber druzhina), consisting of “highly qualified volunteers from
the Cossack Institute of Technology and Design” (Newkaliningrad 2017) dealt
with “dangerous information content” on the Runet in 15 Russian cities including
Kaliningrad, Penza, Volokolamsk, Smolensk, Temruk, Briansk, Samara and Omsk.
In the final analysis, one of the main difficulties Western analyses face pertaining
to the Russian information warfare strategy is a lack of understanding of its
structure. It is not confined to cyber- and information components, yet it presents
a sophisticated combination of various elements, including cyber-operations,
electronic warfare (EW), strategic deception and psychological operations, public
affairs, strategic communications, bribery and corruption, and (in)direct military
threats.

OPERATIVE PRINCIPLES: HOW RUSSIA’S PROPAGANDA
MACHINE FUNCTIONS
Igor Panarin (2003), one of the founding fathers of Russia’s post-1991 theory of
information confrontation, defines five key instruments that states exercise in
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the information struggle. These are 1) propaganda (black, grey and white); 2)
intelligence (information collection); 3) analysis (media monitoring and situation
analysis); 4) organization (co-ordinating and steering channels and influencing
media to shape the opinions of politicians and the mass media) and 5) other
combined channels. In terms of vehicles, Panarin mentions social control, social
maneuvering, information manipulation, disinformation, the purposeful fabrication
of information and lobbying, blackmail and extortion.
These elements are tightly connected with the Soviet-era practices, yet new
technologies have expanded the ways in which they are used. As one study
notes: “The Kremlin’s Cold War-era propaganda was often stiff and dull. Today,
the content is emotionally engaging, combining glossy entertainment formats
and production values with a strong sense of patriotism and nostalgia” (Lucas
and Pomerantsev 2017, 7). As Giles and Hagestad (2012) note, one of the Russian
side’s main achievements has been “securing its national information space” and
“preventing breaches” in it. A second pivotal aspect greatly contributing to the
sophistication of Russia’s capabilities in the domain of information warfare stems
from its duality, as Giles (2016a, 9) notes:
• Information-psychological warfare to affect the personnel of the armed
forces and the population, conducted on a permanent basis, both in peaceand war-time;
• Information-technology warfare seeking to affect technical systems that
receive, collect, process and transmit information, a process primarily
applied during wars and armed conflicts. Usually, as a preliminary part of
military confrontation, and later as an integral supplement. This type of
information warfare also includes EW and radio-electronic warfare (radioelektronnaja borba), which greatly differs from Western reading of the
notion.
Russia’s propaganda campaigns greatly depend on the operational theatres and
targets chosen for the assault. The two main theatres are internal (domestic) and
external. It would be fair to say that in terms of outward operations, 2 Russian
disinformation is primarily concerned with two sub-theatres (Helmus et al. 2018).
The first major theatre is the “near abroad” (Estonia, Latvia, Lithuania, Ukraine,
Georgia and Moldova), where the Kremlin’s main objective is fostering friction
between ethnic Russians and the particular nation. As Giles (2016b) has argued,
in this area “Russian-backed media companies and their broadcasting services
work in lockstep with the Russian political authorities.” Causing confrontation and
furthering internal divisions within these countries is key, as is demonstrating the
unsuccessfulness of the post-Soviet transformation, the consequences of which are
still suffered by these (on the surface independent), yet economically, politically and
demographically feeble entities. 3

2
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The second theatre is the “further abroad” where Russia seeks to sow confusion,
generate apathy and erode trust in Western (Euro-Atlantic) and democratic
institutions. Andrew Wilson (2015) has separated Russia’s outward propaganda into
three categories:
• The first is intended to induce paralysis through propaganda.
• The second seeks to target entities that already have entrenched world
views with anti-systemic leanings and nudge them in useful directions.
• The third attempts to fashion alternative realities in which a particular
media narrative is reinforced by a supporting cast of pro-Kremlin political
parties, NGOs, churches and other organizations.
Pomerantsev and Weiss (2014) present perhaps one of the most succinct ways to
map Russia’s outward disinformation:
• In Ukraine, it can help create complete havoc.
• In the Baltic States, it can destabilize.
• In Eastern Europe, it can co-opt power.
• In Western Europe, it can divide and rule.
• In the U.S., it can distract.
• In the Middle East and South America, it can fan flames.
The impact of Russian propaganda is also based on the frequent under-estimation
of its potential. Ruslan Deynychenko, co-founder of StopFake, rightly argues:
“Our project proved that … Russian media disseminate not facts, not news, but
propaganda. Unfortunately, this ignorance of this threat cost our country too much”
(Paulo 2018).
However, Russia has managed to successfully diversify both its internal and external
(dis)information, while avoiding Soviet mistakes and effectively integrating new
means of information delivery. As Giles (2016c) has argued, “the Russian approach
is much broader than simply sowing lies and denial, for instance maintaining that
Russian troops and equipment are not where they plainly are. Instead, the Russian
state and nonstate actors have exploited history, culture, language, nationalism
and more to carry out cyber-enhanced disinformation campaigns with much wider
objectives.”

NUTS AND BOLTS OF RUSSIAN PROPAGANDA:
WHO DOES WHAT
Western scholars and policy-makers tend to look at two main sources of Russian
propaganda and disinformation (Weisburd, Watts and Berger 2016): The “white”
outlets are agencies directly linked to the Russian government and enjoy a high
level of credibility through the façade of objectivity, while the “grey” outlets are
not officially tied to the Russian state. This classification requires a more detailed
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description, so I shall divide the main actors into nine groups:
(1) GONGOs (government-organized non-governmental organizations):
Numbering nearly 150, these entities are closely related to Russia’s government
(and the people close to the government), the Ministry of Foreign Affairs (MFA)
and the Ministry of Defence (MoD). However, this segment does not present a
homogeneous group; rather, it should be viewed as a compendium of loosely
connected, diverse entities that are assigned different roles and tasked with
targeting different segments. For instance, (ultra)conservative think tanks clearly
aim to convey the Kremlin’s messages by participating in various international
platforms. (Pseudo)human rights groups, such as the Moscow Bureau of Human
Rights (Kasparov.ru 2005), and election observers (such as the Commonwealth
of Independent States-Election Monitoring Organization (CIS-EMO) and the
Organization for Democracy and the Rights of People) are designed to create
an aura of pluralism and adherence to democratic principles as part of Russia’s
greater strategy to increase its role in various (primarily non-Western) international
organizations. As well, special attention should be paid to youth groups. The most
influential ones include the Youth Sodruzhestvo, the Russian Youth Association
and the All-Russian “Young Army” National Military Patriotic Social Movement
Association (Yunarmia). Alla Hurska (2019, parts 1 and 2) argues that Kremlinpromoted youth groups not only extensively contribute to the “militarization of
public conscious(ness) in Russia,” but can also be seen as an example of Russia’s
covert policy aimed at increasing its popularity abroad. Finally, the Eurasianist
integration groups, such as Internationalist Russia, the Foundation for Support
of Eurasian Integration, Eurasians-New Wave and Young Eurasia, present an
interesting selection of actors whose main task is promoting Russian agendas in the
post-Soviet arena with a special emphasis on Eurasianist sentiment.
(2) State-sponsored foundations and authorities: These include a number
of players such as the Russkiy Mir Foundation, the Federal Agency for the
Commonwealth of Independent States, Compatriots Living Abroad and
International Humanitarian Co-operation (Rossotrudnichestvo) and the Alexander
Gorchakov Public Diplomacy Fund. These entities are considered a bridge between
Russia and its compatriots abroad, which according to Putin constitute 25 million
ethnic Russians living outside of Russia.
(3) Pro-Kremlin media resources such as RT, Sputnik, L!FE, Russia Insider and
Rossiya Segodnya.
(4) Cross-border religious groups represent a convergence of interests between
the Russian Orthodox Church (ROC) and the private sector, including orthodox
oligarchs such as Konstantin Malofeev (chair of the St. Basil’s Foundation, which
sponsored the Strelkov raids in Crimea and the Donbass region) and Vladimir
Yakunin (chair of the St. Andrew’s Foundation).

9

(5) Digital propaganda: This realm could be conditionally separated into two
sub-categories. The first is represented by trolls. In the majority of cases, these
are persons acting for pecuniary reasons and employed for the purpose of
undermining an opponent by using lies and faulty logic. Political trolling became
an integral part of Russia’s information war techniques in late 2013, and matured
over the next two years. 3 Its main goal is “to undermine, or suspend, the normative
foundations of key areas and principles of liberal governance, by invoking those
principles rhetorically, but also ridiculing and deriding their content in actual
practice” (Popescu and Secrieru 2018). Yevgeny Prigozhin, also known as “Putin’s
cook,” has a key organizational and financial role in the troll farms. Prigozhin
sponsored the infamous troll factory known as the Internet Research Agency, based
in St. Petersburg. He is closely connected to Russia’s well-known private military
company, a de facto private army called the Wagner Group (Sukhankin 2018f).
Bots present a different side of the same phenomenon. They are easier to detect
and quantify by applying network analysis, since a bot is a software application, not
a human. According to the NATO Strategic Communications Centre of Excellence
(2018), between February and April 2018 only seven per cent of active users
posting in Russian were recognizable as humans or institutions and the remaining
93 per cent were news accounts, bots, hybrid or anonymous. Similarly, Twitter
published a study that traced 3,841 bot accounts co-ordinated through the troll
factory, as well as some 770 Iran-based accounts, that since 2009 have published
10 million tweets and more than two million images (Lindell and Balenko 2018).
Russia’s reported attempts to interfere in the 2016 U.S. presidential election were,
according to various Western analyses, done via trolls, botnets and fake accounts
(Kriel and Pavliuc 2019).
(6) High-profile discussion platforms: The Valdai Discussion Club has a central
role, hosting more than 1,000 high-level visitors from 63 countries between 2004
and 2018. Founded by the Council on Foreign and Defence Policy, the Russian
International Affairs Council (RIAC), the Moscow State Institute of International
Relations of the Ministry of Foreign Affairs of the Russian Federation (MGIMO
University), and the National Research University Higher School of Economics, this
entity is the intellectual muscle assisting Moscow in conveying its messages abroad.
Leading foreign and Russian journalists, scholars, policy-makers and analysts, as
well as top politicians including Putin and Dmitry Medvedev attend the Valdai
Club’s annual meetings. It is widely believed that the Valdai Club conference held
in 2008, in the aftermath of the Russo-Georgian conflict, was of critical importance
in allowing the Kremlin to ease Russia’s looming international isolation (Institute of
Modern Russia 2012).

3
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(7) Russian-funded political parties and organizations (such as the National Front
and Jobbik).
This topic has attracted significant attention among Russian, European and North
American scholars and practitioners. In reaching out to its actual and potential
supporters in the West (primarily the EU), the Kremlin is pursuing two main
objectives. First, it seeks to undermine political cohesion within the EU, disrupting
its ties with the immediate surrounding countries and inflaming anti-EU sentiment.
It also exploits the anti-immigration and anti-NATO themes, appealing to antiAmerican sentiments among EU member-states (Noack 2017). Second, Moscow
seeks to win the support of marginal groups, both far right and left, as well as of
russophones living in the EU, primarily in the three Baltic States. It is curious that
the above-mentioned forces, even though seemingly occupying different sides of
the political spectrum, do form highly controversial ad hoc alliances (Hurska 2018).
In co-operation with European far-right forces, ultra-conservative philosopher
Aleksandr Dugin occupies a central position. Dugin has played a crucial role in
bridging ties between the Kremlin and, among others, the French (the National
Front) and Hungarian (Jobbik) rightist forces. With the growth of both rightist and
leftist sentiments in European countries, Russia’s efforts to increase contact with
these groups are likely to trend upward.
(8) Hacktivists:4 Putin calls these people “patriotic hackers” who “are reading the
news and quite naturally attacking those who are trying to present Russia in a bad
light” (Radio Svoboda 2017). Their activities in many ways replicate some of the
Soviet practices in terms of collecting and releasing of kompromat, yet with some
notable differences. Namely, (pro)Russian hacktivists have actively interfered in
foreign countries’ domestic affairs – including the infamous episodes with the 2016
U.S. election. 5 Hacker attacks also became part and parcel of Russian actions in
the initial stage of the Ukrainian crisis and the annexation of Crimea, when critical
infrastructure in Ukraine was temporarily partially paralyzed, disrupting command
and control and effective communication. Four-star retired Gen. Philip Breedlove,
former head of the U.S. European Command, has pointed out that Russian actions
in Ukraine presented “the most amazing information warfare blitzkrieg we have
ever seen in the history of information warfare” (Vandiver 2014).
(9) “Heavy-metal diplomacy”6: According to Mark Galeotti (2016), the leading
European expert on Russian disinformation and propaganda, “coercive ‘heavymetal diplomacy’ is intended to divide, distract, and deter Europe from challenging
Russia’s activities in its immediate neighbourhood.” The first attempts to use
strategic military exercises to influence the European public go back to 1999, when
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for the first time since the dissolution of the USSR, Russia held strategic military
exercises called Zapad-99. Subsequently, these exercises under the same code
name (2009, 2013 and 2017) have become an effective coercive tool for Russia,
causing alarm and a great deal of fear among East European countries, especially
the three Baltic States, Poland and Ukraine (Sukhankin 2017).
The above list is by no means exhaustive. For example, major energy-related
projects, even though they are not a part of IOs per se, may be considered yet
another aspect of information warfare aimed at furthering divisions within the EU.
Also, although frequently overlooked, the Ministry of the Russian Federation for
Affairs for Civil Defence, Emergencies and Elimination of Consequences of Natural
Disasters (MChS) is playing an increasingly powerful role. Much criticized at home,
the MChS has become an important tool to promote a positive Russian image
abroad both in specific countries or regions and among international institutions
(Sukhankin 2018e).

IS CANADA A TARGET OF RUSSIAN DISINFORMATION?
As an integral part of the Western (“capitalist” in Soviet parlance) world, Canada
has been targeted for Soviet and Russian disinformation (as a part of “active
measures”) since the early 1920s. This trend continued after the outbreak of the
Cold War and intensified the ideological confrontation between the USSR (and
its allies) and the Western bloc (Clément 2000). Soviet attempts to interfere
in Canadian domestic affairs reached a zenith with the infamous Heine affair
(Cartledge 1966). The affair vividly demonstrated the Soviet toolkit for dealing with
Canada, which primarily involved attempts to undermine its democratic institutions
via proxy organizations, kompromat release, slander and (where possible) the
manipulation of elections. After the USSR’s dissolution, Russia was concerned
with its own problems and had neither the interest nor the capability to continue
anti-Canadian/Western campaigns. Yet, between 2006 and 2013, Canada – as
well as other, “unfriendly” from the Kremlin’s point of view, countries – started to
receive increasingly more negative coverage in the Russian media. In Canada’s
case, the bone of contention became the Arctic region (frequently seen as Russia’s
Lebensraum), where Russia assumed an increasingly tougher stance (Laruelle 2014).
These policies, however, took on a more definitive shape after the Ukrainian crisis
erupted in late 2013. Canada was one of the first countries to react to Russiaprovoked destabilization in southeast Ukraine by introducing sanctions in March
2014. Canada displayed an unyielding support for Kyiv, a staunch position on
sanctions-related issues and the ultimate deployment of forces in the Baltic Sea
region. In Moscow’s eyes, this made Canada one of the main russophobes of the
Western world. It is not surprising that Prime Minister Justin Trudeau is listed
among the top 10 russophobes (branded as a bandwagon russophobe), a ranking
that RT created in 2018.
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Arguably, Canada has even surpassed the U.S. in the rank of perceived
russophobes. One Russian publication claimed that “Canada is even more
russophobic than the U.S.,” owing to “a huge diaspora of the ‘unfinished Banderites’
who have formed a powerful lobby within Canada … as well as the fact that the
U.S. needs Russia to deal with a number of international issues, whereas Canada
is not involved in such issues and therefore does not need Russia at all” (Blog
Turbolunakhoda 2015). Their assessment by and large reflects key narratives
entertained by Russian propagandists regarding Canada. The most dangerous
aspect of Russia’s IOs is that their propagandists use information that may not
necessarily be incorrect (such as the large Ukrainian diaspora and liberal traditions);
yet, by adding a deliberate slant and twisting historical facts in a desired way,
the final product is drastically different from the original idea. To show Russia’s
main narratives pertaining to Canada, it would make sense to uncover key themes
entertained by the Russian propaganda.
Theme 1. Canada as a safe haven of russophobia and (neo)fascism. According to
Russian propaganda, Canadian “affection for fascism” has a long pedigree, dating
back to the mid-1930s. This is due to a synergy between a “staunch, innate hatred
of the Soviet Union,” “admiration of Adolf Hitler” and the “powerful Roman Catholic
Church” – a combination that first “won the hearts and minds of the francophones
in Quebec” and later gripped the entire country. Thus, the decision by Mackenzie
King’s government to “welcome the remnants of Nazi collaborators in Europe,
particularly from western Ukraine” was nothing but a strong desire to extinguish the
nascent popularity of communism among the Canadian working class – the line of
behaviour that “has been successfully continued by the governments of Harper and
Trudeau” (Abramov 2018). As a result of massive Ukrainian immigration to Canada,
the country has allegedly developed a powerful Ukrainian lobby, which resulted in
a long-standing tradition of “Canada (in addition to Australia) playing the role of
initiator in the most russophobic initiatives in the Euro-Atlantic bloc” (Muromskiy
2018). For instance, many Russian observers and commentators blame Russia’s
eviction from the G7/8 on Canadian instigators (Natsionalnaya sluzhba novostey
2015). As a result, Russia thinks the Group of Seven is progressively becoming an
“anti-Russian platform sowing russophobia” (Ishchenko 2018).
Russia’s promulgation of the “Canadian fascism” theory is inseparable from
the personality of Foreign Affairs Minister Chrystia Freeland, whom Russian
propaganda has singled out as an example of the continuity in Canadian far-right
traditions. In his article7 entitled “Canada and Fascism,” ultra-conservative writer
and pseudo-historian Nikolay Starikov (2017), who is one of the main proponents
of neo-Stalinism in Putin’s Russia, accused Freeland of “concealing the fact that
she is a granddaughter of Mykhailo Khomiak, who was the editor-in-chief of proNazi, anti-Semitic The Krakivs’ki Visti newspaper … and close collaborator of Nazi
Germany’s chief jurist in occupied Poland, Hans Frank.” Russia also launched a

7
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In effect, one out of several dozens of articles on the matter produced by Russian information outlets since
2014.

disinformation campaign against Liberal MP Borys Wrzesnewskyj, whom Russia’s
notorious broadcaster, Dmitry Kiselyov, names as a pro-Nazi actor, dictating
Canada’s anti-Russian policy (Levytsky 2019). Kiselyov is anchor of the prime-time
Vesti Nedeli TV program and is infamous for his statement about Russia being able
to turn the U.S. into “a pile of radioactive ashes.”
These and similar messages are primarily designed for the Russian public and to
a lesser extent russophones in countries of the former Soviet Union, aiming to
demonstrate that anti-Russian forces abroad are still headed by neo-Nazi elements
and their posterity. According to Russia’s logic, the main supporters of the post2014 Ukraine – the “instigators” of the Euromaidan – are the stalwarts of fascism
and outspoken russophobes, implicated in the “ethnic cleansing” in the Donbass
region. Therefore, Russia’s support, now openly admitted by Putin, for the local
separatists as well as the annexation of Crimea are absolutely legitimate and even
necessary steps to protect Russian speakers in Ukraine against their physical
extermination.
Theme 2. Canada as part of the colonial forces in the Baltic Sea region. Canada’s
decision to deploy its military contingent on the shores of the Baltic Sea has
angered the Russians, and this has translated into increasing propaganda efforts,
in the guise of cynical comments ridiculing the Canadian Armed Forces (CAF)
and disseminated by pro-Kremlin information outlets. It should, however, be
pointed out that Canadian policies are rarely separated from NATO’s collective
actions in the region. Russia’s main narratives pertaining to NATO’s presence in
the Baltic Sea region are premised on two pillars and a number of sub-elements.
The abhorrent behaviour of NATO soldiers, reflected in “numerous instances” of
drunken debauchery, desecration of national symbols, inappropriate behaviour
toward local women and open defiance of local police has reportedly tainted
major war exercises in the region (Open Spirit in 2014 and Saber Strike in 2016),
and is now common in areas hosting NATO forces – especially in Latvia (Riga
and Ventspils) and Lithuania (Klaipeda, Kaunas and Druskininkai). They are
known as “the most economically depressed and russophobic states, losing their
sovereignty to the Euro-Atlantic bloc” (Veretennikov 2014; Veretennikov 2016
and Sevastyanov 2018). Russian IOs within this realm seek to create a repugnant
image of NATO forces, acting not as protectors, but “colonizers,” “masters” or
“occupation forces.” This portrayal of foreign contingents has a clear goal – to draw
parallels with the conduct of Nazi Germany and its allies on Soviet territory and
juxtapose those actions with the Soviet one. Russian political scientist Alexander
Zamowsky has noted that “unlike the Soviet ‘occupiers,’ who were always polite
and friendly with the locals, treating them as citizen of the Soviet Union … NATO
soldiers perceive them as being inherently inferior ... people” (Sokirko 2016).
Russian propaganda tends to draw on the opinions of the local, frequently openly
pro-Russian, politicians and members of the business community unhappy with
the growing NATO presence in their countries. For instance, Russian information
outlets ardently hyped an interview with Aivars Lembergs, a Latvian politician and
oligarch, who stated that “foreign military have acted as an occupation force, who
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do not recognize Latvian sovereignty,” an episode that produced a great deal of
controversy in Latvia and beyond.
Currently, the focus of Russian propaganda efforts has spread beyond the Baltic
States, shifting to northern Europe. Russian mass media issued a torrent of
publications during and after the Trident Juncture 18 (TRJE18) military exercises
that NATO held in October-November 2018. The main theme was behaviour that
was “inappropriate (including urinating and defecating close to public spaces) and
(the) highly reckless demeanour of NATO soldiers in Norway, which caused 442
complaints from locals, and some public protests” (Eurasia Daily 2018; Gazeta.
ru 2018). Specific examples of the anti-Canadian slant included fake stories about
Canadian troops “living in luxury apartments at local taxpayers’ expense” as well
as “stories suggesting Russell Williams, the former air force colonel and convicted
serial killer, still commanded Canada’s biggest air base.” On top of that, a Russianlanguage blog post suggested NATO troops in Latvia were “weak, p-ssy, gay, losers,
(who) couldn’t find (a) job in any other field” (Blackwell 2017).
A second narrative boils down to an argument about the futility of NATO’s mission.
Among other aspects, Russian information outlets heavily draw upon an alleged
lack of qualifications and an unpreparedness for combat on the part of some NATO
players, including Canada. Authoritative Russian mass media ridiculed Slovenian
and Dutch soldiers and their high command for “being inappropriately dressed for
the Norwegian weather” (Lenta.ru 2018; Ria.ru 2018). The media also gloated about
a fire in the starboard gas turbine on the Canadian frigate Halifax, as well as a June
21 incident with the German frigate Sachsen (Dynamic Mongoose military exercises
near Norway) when a Standard SM-2 Block IIIA rocket detonated. Indeed, Canadian
media also made critical comments about the matter, yet the Russians’ tone and
the purpose of such publications had nothing to do with constructive criticism.
Instead, the Russians were strongly determined to ridicule the CAF, depicting
them as lacking qualifications and essential skills. These incidents have led Russian
experts and analysis to conclude that NATO forces do not present a homogeneous
and skilled presence in terms of combat readiness (Soyustov 2018). Similarly,
pro-Kremlin media are promoting the idea of NATO’s indifference to the fate of
the Baltic States. According to the Russian sources, the “level of contradictions
within NATO troops is so high, that soldiers from different countries would rather
shoot each other than get into a fight over the Baltic States.” Developing this
assumption, the Russian side refers extensively to the “phoney war” and (in)
actions of the British-French forces in 1939, attempting to draw parallels with
the present (Denburg 2018). In addition to NATO’s general inefficiency and lack
of cohesiveness, Russian sources point out the allegedly overwhelming military
supremacy of their own armed forces. Speaking about the Canadian mission in the
Baltic Sea region, the Russian side holds that Ottawa’s decision to deploy troops
there has nothing to do with protecting the Baltic States per se, meaning that the
Canadians will not risk their lives in case of a military escalation (Saideman 2016).
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Theme 3. Canada as Washington’s useful satellite. After the electoral defeats of
Stephen Harper and Australia’s Tony Abbott – the main russophobes in the Western
political milieu, according to many Russian observers – a significant number of
Russian commentators pinned their hopes on Trudeau, “who might want to stop
looking for (the) American nod of approval in each and every decision,” and
said the “relations between Ottawa and Moscow could become more cordial”
(Stepushova 2015). Russia’s dreams were vanquished in 2017, when Canada
introduced its version of the Magnitsky Act, which Moscow construed as “yet
another adverse gesture by Canada, which is trying to satisfy the U.S. in its antiRussian frenzy … this is a typical behaviour of a satellite that is now experiencing
its heyday … Canada is trying to make it up for the U.S., which is failing in each and
every direction, whether it be Syria, Afghanistan, Korea or Iran, and is now trying to
put the blame on the Russian side” (Muromskiy 2017).
Theme 4. Canada as a testing ground for the practical implementation of immoral
Western values. In Russian discourse, Canada is frequently presented as a pioneer
and a testing ground, where abnormal or deviant behaviour such as same-sex
marriages and legalization of light drugs is construed as a new normality. It is
curious that after 2014, Russian propaganda re-launched a previous narrative
about pedophilia in Canada. Various Russian information outlets and institutions,
including the Russian Orthodox Church (Molodets 2012), defend their belief in the
“powerful pedophile lobby” that reportedly exists in Canada. The Russian narrative
goes on to claim that this lobby is putting a great deal of its weight behind
legalizing pedophilia, using the legalization of same-sex marriage as a template.
Russian sources have claimed that some Canadian elites are purposefully trying to
normalize “homosexual behaviour” and “pedophilia” as a type of sexual orientation
– not a criminal act against minors (Dinkevich 2011). Therefore, the argument
goes that “it is inevitable that pedophilia will take the same route as homosexual
behaviour and will be recognized as a distinct form of sexual orientation” (Knyazev
2017). To make differences between the West (and Canada) and Russia even more
striking, Russian media have cited Putin stating that unlike the West, Russia will
never accept pedophilia as normal behaviour and that “the Russian people would
rather take up arms than follow the lead of the West in this issue” (Politus.ru 2018).
Another theme exploited by Russian media is the “Islamization of Canada” (as the
outcome of the liberal course the country is pursuing). Russian propagandists have
chosen Defence Minister Harjit Sajjan as the target of this narrative (Fisher 2017).

CONCLUDING REMARKS
The essential feature of Russian disinformation is that it is inseparable from the
Kremlin’s non-linear strife against its opponents, which has taken an asymmetric
form on the basis of valuable experience gained by the Russian side since
2010 to 2014. Three important aspects need to be underlined. First, Russia’s
information warfare strategy does not comply with Western understanding of
this phenomenon. Its ambit and the number of tools employed in an integrated
manner make it extremely sophisticated. Second, Russia’s IOs and disinformation
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campaigns are not stand-alone phenomena. They are used together with other
means, since disinformation on its own is unlikely to yield a long-lasting effect.
This paradigm change has yielded certain results. Specifically, since 2014 internal
discord on the issue of anti-Russian sanctions within the EU (Moscow’s main trading
partner) has grown exponentially, with some major players openly demanding
non-compliance with anti-Russian sanctions. At the same time, despite vigorous
protests against Russia’s actions, the West seems to have recognized that Ukraine
is Russia’s sphere of influence. The best proof of this is the notorious Kerch incident
in November 2018 and the unfolding creeping annexation of parts of the Donbass
region in April 2019 through the policy of issuing Russian passports (similar to the
pre-2008 conflict in the South Caucasus). Third, Russian IOs target the following
audiences, prioritized from greatest to smallest:
• The Russian domestic audience
• The post-Soviet area (including the russophones in the three Baltic States)
• The Balkans and east-central Europe
• Western and southern Europe
• The U.S.
• The rest of the world
Two main aspects characterize the Russians’ discourse about Canada. First, the
Russians don’t see Canada as a fully independent political actor. Canada’s “antiRussian” posture is seen as a byproduct of the U.S.’s imposed will and internal
pressure from the “Ukrainian lobby.” The second aspect is premised on the fact
that Russia’s anti-Canadian propaganda, which still plays a marginal part compared
to other theatres, is primarily tailored for domestic Russian consumption – it is not
designed for a Canadian audience. The “ugly” side of democracy and liberalism
has been deemed repugnant to the majority of Russians. Moscow aims to show
its public that the path Western society has chosen is a road to self-destruction.
This, however, does not rule out a chance that Russia might want to apply
pressure on the most potentially sensitive issues, such as Islamophobia, U.S.phobia (based on President Donald Trump’s image in Canada), or the issue of the
francophone population and its rights. Also, Russian media and (dis)information
outlets might use such themes as the CAF’s deployment in Europe and Canada’s
political leadership, especially those of Ukrainian ancestry, for domestic purposes.
Russian IOs against Canada have visible limits and should not be compared with
Russia’s actions in Ukraine, Georgia or the Baltic Sea region. In any case, Alexander
Lanoszka (2019) notes, the actual impact of Russian propaganda should be neither
diminished nor overrated since either extreme could be dangerous.
This means Canada should anticipate potential escalations in the realm of
information security. The most palpable danger stems from the information
technology side of Russia’s growing capabilities – the hacktivists. This threat is
proportionately increasing with Russia’s growing interest in the Arctic (Sukhankin
2018d), where Moscow is concerned about potential competition with Canada.
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So far, a number of Western states have experienced cyber-attacks allegedly
conducted by the Russians. It is extremely difficult to ward off the danger
completely, and it’s an even more arduous task to find a responsible party. As
Sergey Shoygu states: “It is very difficult to look for a black cat in a dark room,
especially if it is not there. All the more stupid to look for it there if this cat is clever,
brave and polite” (Lenta.ru 2014).
Russia could exploit two potential IO zones against Canada. First, as a democratic
country, Canada does not exercise control over its domestic media (or private
Twitter/Facebook accounts) as Russia does. Therefore, as Alexandra Chyczij (2019)
says: “The Kremlin’s propaganda machine will increasingly target our country
with anti-Canadian fabrications in an attempt to sow discord, conflict, and to
undermine our democratic institutions” – which Moscow might attempt during
the 2019 Canadian federal election. Second, and from this author’s point of view,
Moscow’s next theme could be the Arctic. In his book Battle for the Arctic (2010),
Artur Indzhiev speaks of the ways Russia needs to confront the Western alliance in
the Arctic. He writes: “When the population of Greenland starts pursuing a more
independent policy, it will rid itself of American military bases … What we need to
do is to help them in their struggle for independence … which could trigger similar
sentiments in Alaska and Canada. Russia should understand one thing – the fight
against NATO’s expansion should not be fought on our borders, but on the territory
of the Alliance” (Sukhankin 2019b). With Russia’s growing drive toward increasing
its domination in the Arctic (Sukhankin 2019c, d) and with Moscow seeing Canada
as one of its chief adversaries in this pursuit, Ottawa should be ready for a new
surge of active measures levelled against Canada in the near future.
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