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How Canada Can Prepare for the Quantum Threat 

 

he current hype about quantum computers and related technologies leaves space for 

confusion, especially about the “quantum threat”. Quantum computers (QCs) enable 

faster computations, but also threaten to break many of our current crypto-algorithms used to 

ensure security on the internet. How should this threat be identified and what should be done to 

respond to it and address it? Moreover, what are the current strategic visions and policy directions 

that shape these responses?  

This policy perspective provides a brief exploration on how the Five Eyes (FVEY: Australia, 

Canada, New Zealand, the United Kingdom and the United States) prepare against the quantum 

threat. In addition, this paper discusses a paradox: transparency about security decisions could 

be a governance option to address the quantum threat. 

 

Quantum Computers 101 

Quantum technology, and in particular large-scale QCs, promises efficient computations for many 

important applications, and therefore offers economic benefits. While conventional computers 

compute their operations on bits that can be one or zero, QCs use quantum physical principles to 

process and save data on so-called quantum bits (qubits). This allows speed-ups for some 

computations but certainly not all. As exciting as this opportunity may seem, QCs are a double-

edged sword.  

 

The Double-Edged Sword  

The double-edged sword analogy shows us that although there are benefits to using large-scale 

QCs, it will be possible to essentially break all public-key cryptography (PKC) in use today, such 

as the famous RSA algorithm. This is not as intangible or removed as one would think. For 

example, this includes the cryptography that is used today to establish secure connections on the 

internet. Secure connections allow accessing websites, such as the one on which you are reading 

this article, or permit you to conduct online banking securely. If large quantum computers are 

built, these secure algorithms will be broken. 

Due to the increasing digitalization of most areas of our lives, a break in IT security poses a threat 

to the health, safety and economic well-being of people, governments, the military and industry. 

The double-edged sword of opportunities and risks leaves us with an important question to 

contextualize the threat: Is it possible to build a large-scale QC that will be able to break the RSA 

algorithm? In short, the answer to this question is perhaps. 
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The current record-holding QC uses 72 qubit.3 A new study shows that to break RSA-2048, 20 

million qubits are necessary.4 Regardless of the missing 19,999,928 qubits, researchers5 and 

governments6 expect that QCs able to break RSA will likely exist in the next 15 to 30 years. This 

means that governments and industry need to prepare for the quantum threat. It is important to 

ensure IT security in the future, but also to reduce possibilities for back traffic attacks, where 

attackers already store huge amounts of data.  

In short, the main issue is that data sent securely and stored today will be decrypted as access to 

large QCs becomes a reality for many actors in the near future. What are Canada and its allies 

doing to specifically address the quantum threat? The FVEY’s strategies paint a complex and 

mixed picture. 

 

How the FVEY Deal with the Threat 

Through the intelligence alliance of the FVEY, Australia, 

Canada, New Zealand, the U.K. and the U.S. co-operate to 

share information related to defence and security. A 

systematic analysis of defence, security and quantum-

related strategies and other documents7 finds that co-

operation in addressing the quantum threat is not clear 

across the board.  

For example, one strategy is to support research to 

develop crypto-algorithms that are secure even in the 

presence of quantum attackers (i.e., attackers with access 

to a powerful QC), and that can inter-operate with our 

existing communications protocols and infrastructure. 

Such new algorithms are also called post-quantum or 

quantum-safe algorithms. Post-quantum standardization 

is a process developed, for example, by the U.S. National 

Institute for Standards and Technologies (NIST),8 which 

aims to standardize basic post-quantum algorithms such 

as public-key encryption and signature schemes in 2024 

(as seen in Figure 1). 

 
3 Julian Kelly, “A Preview of Bristlecone,” Google AI Blog, March 5, 2018. https://ai.googleblog.com/2018/03/a-preview-of-bristlecone-googles-

new.html.     
4 C. Gidney and M. Ekerå, “How to Factor 2048 Bit RSA Integers in 8 Hours Using 20 Million Noisy Qubits,” Quantum 5, 433, Cornell 
University, May 2019 (last revised April 13, 2021). https://arxiv.org/abs/1905.09749. 
5 Michele Mosca and Marco Piani, “Quantum Threat Timeline,” Global Risk Institute, October 2019. 

https://globalriskinstitute.org/publications/quantum-threat-timeline/.  
6 Qurope.eu, “Quantum Manifesto: A New Era of Technology,” Report, May 2016. 

http://qurope.eu/system/files/u7/93056_Quantum%20Manifesto_WEB.pdf.  
7 Preliminary work in progress by authors.  
8 More information about the process can be found at https://csrc.nist.gov/projects/postquantum-cryptography. 

Figure 1 

https://ai.googleblog.com/2018/03/a-preview-of-bristlecone-googles-new.html
https://ai.googleblog.com/2018/03/a-preview-of-bristlecone-googles-new.html
https://arxiv.org/abs/1905.09749
https://globalriskinstitute.org/publications/quantum-threat-timeline/
http://qurope.eu/system/files/u7/93056_Quantum%20Manifesto_WEB.pdf
https://csrc.nist.gov/projects/postquantum-cryptography
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Not all states have the same strategic perspective. Some states, like Canada and the U.K., focus on 

education, among other areas, but understand it as raising awareness to industry bodies and the 

public (as seen in the simplified diagram in Figure 2), while other states focus on standardization 

in addition to other priorities. Although these strategies are important, by themselves they 

highlight limited options to ensure security against quantum attackers. In addition to this, other 

measures are needed to enable a smooth and secure transition that is mindful of the current 

infrastructure. Moreover, it is important to develop and standardize crypto-algorithms with 

advanced functionality to ensure 

that all crypto-applications can be 

protected against quantum 

attackers. For example, the 

European Telecommunications 

Standards Institute (ETSI) started 

a process for so-called ID-based 

public-key encryption, but more 

algorithms are necessary. The 

bottom line is that new algorithms 

for all applications need to be 

standardized, implemented and 

used securely.  

 

How to Achieve More Security by Being More Transparent 

Replacing all current public-key crypto with quantum-safe algorithms is a complex endeavour, 

for which Canada needs to prepare.9 Some sources of this complexity include the internet’s 

interconnected nature and transfer of data beyond geographical borders. Co-operation is key to 

achieve secure standards and to transition to these standards, and thus maintain security also in 

the future.  

If Canada wants to stop worrying about the quantum threat, then it should explore co-operation 

for increased transparency. This is an inherently difficult goal to justify in the defence field 

because the reality of this transparency may seem counterintuitive at first. Yet, there are examples 

of this goal in practice, such as the NIST post-quantum standardization project which already 

relies on open communication and advice from the research community. Although ongoing, 

NIST’s approach to transparency is a project to watch and could be seen as a collaborative 

opportunity for the FVEY to engage in and potentially consider in future decision-making.  

Transparency would enable a faster and therefore more secure post-quantum standardization and 

transition process. This is also an opportunity for the FVEY to expand the parameters of 

information sharing by working towards the standardization of different algorithms. For example, 

 
9 Michele Mosca, “Is Canada ‘Quantum Ready’? Securing Our Critical Infrastructure for an Age of Tech Disruption,” CDA Institute, May 4, 
2021. https://cdainstitute.ca/michele-mosca-is-canada-quantum-ready-securing-our-critical-infrastructure-for-an-age-of-tech-disruption/#.     

Figure 2 

https://cdainstitute.ca/michele-mosca-is-canada-quantum-ready-securing-our-critical-infrastructure-for-an-age-of-tech-disruption/
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while the U.S. focuses on standardizing basic crypto-algorithms, other states could focus on 

standardizing composite schemes that combine current algorithms such as RSA with quantum-

secure ones. This would aim to preserve the security guarantees of well-established algorithms 

while adding security against quantum attackers. Moreover, many crypto-algorithms with 

advanced functionality need to be analyzed and standardized. There is room for states to make 

independent decisions on standardization, while contributing to collective security co-operation. 

This process should be transparent in decision-making so that other co-operating states could 

evaluate the decision. This could increase the efficiency of the process and reduce costs associated 

with a single state’s standardization project.  

It is important to recognize that other actors beyond states are involved in the post-quantum 

transition. Industry co-operation is an important collaborator because there is a continual need 

to evaluate critical applications and openly communicate findings; for example, following a step-

by-step guide to assess the quantum risk.10 As there are so many different algorithms that need to 

be analyzed and standardized, it is important to prioritize algorithms according to the industry’s 

need. Depending on most urgent security applications identified by industry, governments and 

research bodies could help develop and standardize the critical algorithms 

accordingly. Transparency is needed from these actors to make the process work. This could take 

the form of open-access publications and open-source licence software libraries. These libraries 

are already an important part of making security through transparency, such as for example 

liboqs.11 

 

Conclusion 

It seems paradoxical to suggest that more transparency could be equated with increased security, 

yet something as complicated as the quantum threat needs a rethink of the usual logics of defence. 

Canada should rethink the security possibilities of QCs, and in the context of the quantum threats, 

there need to be tangible policy options based on best practices from allies. As other allies navigate 

this threat area and technology, Canada could identify a focus area through open collaboration 

with domestic expertise available in academia and industry. This way, Canada could actively 

address the quantum threat.  

 

 

 
10 Michele Mosca and John Mulholland, “A Methodology for Quantum Risk Assessment,” Global Risk Institute, January 5, 2017. 

https://globalriskinstitute.org/publications/3423-2/.  
11 "Software for prototyping quantum-resistant cryptography, liboqs - Open Quantum Safe (openquantumsafe.org)" 

https://globalriskinstitute.org/publications/3423-2/
https://openquantumsafe.org/liboqs/
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