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n December 10, 2021, the Canadian Centre for Cyber Security (CCCS) issued a security 

advisory regarding a critical vulnerability and called for users and network 

administrators to make the needed changes and updates to mitigate the threat. The vulnerability 

is in Apache Log4j, a widely used open-source tool for logging and recording activity in specific 

software applications and online services. The Log4j tool is so ubiquitous that some media are 

writing headlines such as “The Internet is on Fire.” Many industry insiders describe the 

vulnerability as among the worst in a decade, and have given it a severity score of 10/10.  

So how bad is it, really? So bad that Quebec shut down almost 4,000 websites – just as a 

precaution.  Even the federal government is not immune to the potential threat. The Canada 

Revenue Agency and Public Services and Procurement Canada, among others, have systematically 

taken down service infrastructure that might be affected, as a precautionary measure. But how 

bad can vulnerability in a logging application be? 

  

How Bad is Bad and How Does it Affect Canadian National Security?  

This vulnerability, called a remote code execution (RCE), allows individuals who are not 

authorized to remotely run code and commands on an affected system. Specifically, the 

vulnerability in Log4j can allow an untrusted, unauthorized user to take over a server by telling it 

to download or execute malicious code without the server’s owner being aware. Why? Because the 

same logging tool that would tell you this happened is used to conduct the attack.1 What the Log4j 

vulnerability and many RCE vulnerabilities do is to provide an entry point for would-be attackers 

to run malicious code on a remote device. The threat is not the Log4j vulnerability itself but how 

threat actors can use it for malicious purposes. Think of this security vulnerability as akin to a 

heavily guarded government facility whose fence is no longer impenetrable due to a sinkhole. 

Whether it’s a criminal looking for a ransom or a malicious actor looking to harm Canadians, it is 

a vector of attack for unsavoury elements. 

Fixing the issue is not always as easy as applying a patch. The Apache Software Foundation, the 

non-profit which maintains Log4j, released an emergency patch to fix the vulnerability, but for 

stability reasons it may not be an option for some people. With the release of any patch comes the 

risk of inadvertently breaking other features, slowing down the application or unknowingly 

creating new vulnerabilities. In addition to just how widespread this is, what makes the Log4j 

vulnerability so severe is the ease with which it can be exploited. One of the first instances of its 

exploitation was in the popular video game Minecraft.2 Attackers were able to copy and paste 

malicious code into the chat box that all players can access. While this may seem initially trivial, 

this vulnerability can be used to infect the Minecraft servers with any code the attackers want to 

 
1 While there are other methods of catching this exploitation, the threat actor’s ability to hide their actions from the recording tool itself is among 

the reasons this vulnerability is so severe. 
2 Minecraft is one of the best-selling games ever and had as many as 126 million players a month in April 2020. 

O 

https://cyber.gc.ca/en/alerts/apache-security-advisory-4
https://cyber.gc.ca/en/alerts/apache-security-advisory-4
https://logging.apache.org/log4j/2.x/security.html
https://www.wired.com/story/log4j-flaw-hacking-internet/
https://businessinsights.bitdefender.com/technical-advisory-zero-day-critical-vulnerability-in-log4j2-exploited-in-the-wild
file:///C:/Users/Odin/AppData/Roaming/Microsoft/Word/https:/www.theglobeandmail.com/politics/article-thousands-of-canadian-websites-offline-over-cybersecurity-threat/
https://www.checkpoint.com/cyber-hub/cyber-security/what-is-remote-code-execution-rce/
https://www.apache.org/foundation/
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accomplish their goal, including ransomware.3 It took less than a week for ransomware groups to 

take advantage of this vulnerability and infect Minecraft servers and players alike. By Christmas, 

the criminals taking advantage of this vulnerability had expanded to include some of the largest 

and most sophisticated ransomware groups.   

So surely, we can isolate the affected servers, patch them, and we’ll be safe? While mitigation 

measures exist to help identify and alert administrators when a system or network has been 

compromised, they are not panaceas. The challenge is determining which systems are affected. 

Log4j is built upon the Java programming language, which was used by approximately 90 per 

cent of Fortune 500 companies in some capacity, according to a 2018 analysis. Because of how 

ubiquitous Log4j and Java are across networks and software development, security software 

company Sophos recommends that network administrators find all software and applications on 

a system that uses Java to check if it has the Log4j vulnerability. Tools have already been 

developed to search for such code quickly and easily, but these tools do not work on all systems.  

Fortunately, the Canadian government and large corporations are readily equipped to address 

and mitigate the threat. In addition, many federal and provincial websites and systems are 

maintained by third-party IT service providers with greater experience, knowledge and assets to 

respond to such emergencies quickly. Complicating things further, however, such third-party IT 

service providers are often themselves vulnerable to large supply chain weaknesses. Many 

municipalities and small and medium-sized businesses that may not have in-house or managed 

IT services may be unaware that they are vulnerable. Still, despite greater resources, the 

November attack on Newfoundland and Labrador’s health-care system highlights that even 

provinces with managed IT services are vulnerable. The lesson is that complacency is not an 

option, but this assumes that all parties are aware that they are vulnerable in the first place and 

actively working to stop and mitigate such threats.  

So, what about people and organizations who are unaware they are vulnerable? CrowdStrike, an 

industry-leading cyber-security firm, found in their 2021 Global Security Attitude Survey that 66 

per cent of respondents said their organizations had experienced a ransomware attack in the 

previous 12 months. Thus, a wide-ranging software vulnerability like Log4j moves from being a 

cyber-security issue to a national security issue because the private sector and regular Canadians 

will be affected the most.  

 

Software Vulnerabilities as National Security Threats 

When federal and provincial governments begin to take down websites, this is not a sign of being 

unprepared. Rather, it is a positive step towards patching or mitigation. Patching and fixing the 

issue may be the quickest solution, but it is not always the perfect option. Further, depending on 

the system, patches may not even be possible. In such a case, mitigation is necessary to prevent 

vulnerability to exploitation in the first place. In the best-case scenario, settings can be modified 

 
3 Ransomware is a type of malware that is designed to encrypt a victim’s personal data and block access unless the victim pays a ransom. It is 
often accompanied by threats to leak the victim’s data unless payment is promptly made. 

https://venturebeat.com/2021/12/15/microsoft-confirms-new-ransomware-family-deployed-via-log4j-vulnerability/
https://venturebeat.com/2021/12/15/microsoft-confirms-new-ransomware-family-deployed-via-log4j-vulnerability/
https://blogs.oracle.com/oracleuniversity/post/why-does-java-remain-so-popular#:~:text=One%20of%20the%20most%20widely,big%20data%20and%20Android%20development.&text=The%20popularity%20of%20Java%20is,Fortune%20500%20companies%20using%20Java.
https://blogs.oracle.com/oracleuniversity/post/why-does-java-remain-so-popular#:~:text=One%20of%20the%20most%20widely,big%20data%20and%20Android%20development.&text=The%20popularity%20of%20Java%20is,Fortune%20500%20companies%20using%20Java.
https://www.cbc.ca/news/canada/newfoundland-labrador/nl-cyber-attack-worst-canada-1.6236210
https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2021CSGlobalSecurityAttitudeSurvey.pdf
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to deny actors the ability to exploit the vulnerability. In a slightly worse case, the entire logging 

tool has to be replaced, which is easier said than done. In the worst-case scenario, a threat actor 

has infected your system and moved across your network to infect other computers. The 

precarious position thus created prolongs the state of insecurity as long as the vulnerability 

remains unfixed. This is the situation security professionals in information technology face daily, 

and not just for the Log4j vulnerability. 

The CCCS, Canada’s leading organization to address cyber-security, knows of at least 235 

ransomware incidents against Canadians between January 1 and November 16, 2021. However, it 

may be impossible to know the full number because some companies keep it a secret to avoid extra 

costs associated with bad publicity or punishment for not having sufficient security, which affects 

business beyond the ransomware attack. These facts and figures also predominantly overlook the 

human factor. Canadians who have been individually affected by such attacks are unlikely to 

report that they were victims. CCCS assesses that ransomware payments have stabilized at 

approximately $200,000, but the recovery process can be much more than the payment itself. 

The global average recovery cost from a ransomware attack is approximately $2.3 million. CCCS 

notes that more than half of ransomware victims in the first half of 2021 were in the critical 

infrastructure sector, which includes energy, health and manufacturing. Behind each of these 

ransomware attacks is a vulnerability, whether something like Log4j, a weak password, badly set 

network policies or an untrained user who opens an infected email attachment. On December 14, 

2021, Superior Plus disclosed that  it was the target of a ransomware incident. Superior Plus, a 

distributor of propane and related products, servicing 780,000 clients in the United States and 

Canada, has taken the affected systems offline but told reporters that production was not affected.  

This type of incident is no longer making headlines because of how common it’s becoming; that 

is, unless it rises to the level of the Colonial Pipeline attack. The Colonial Pipeline ransomware 

attack targeted the U.S.’s largest fuel pipeline in 2021, causing panic and gas shortages. The attack 

led President Joe Biden to declare a state of emergency and sign an executive order to strengthen 

U.S. cyber-defence. These efforts have largely been applauded, but debate remains about the 

executive order’s effectiveness. Regardless, national security policy cannot be developed on an ad 

hoc basis from crisis to crisis. Cyber-threats are highly evolving and fast-moving and addressing 

their impacts requires a proactive process on behalf of the public and private sectors. 

 

Vulnerability Disclosure and Mitigation as National Security Practice 

Just as violence is endemic to the international system, vulnerability is endemic to cyber-space. 

The Canadian government is proactively protecting the state by passing laws and prosecuting 

criminals who use cyber-space. The government has developed an offensive capability in the 

Communications Security Establishment (CSE), given the Canadian Armed Forces a mandate to 

develop offensive cyber-capabilities (albeit with questionable results), and more. The CSE 

recently revealed that it conducted an offensive cyber-operation against ransomware operators, 

the first time it publicly admitted to doing so. News of this action was followed days later by 

reports that the Ontario Provincial Police arrested a Canadian man who was charged with 

https://cyber.gc.ca/sites/default/files/2021-12/Cyber-ransomware-update-threat-bulletin_e.pdf
https://cyber.gc.ca/sites/default/files/2021-12/Cyber-ransomware-update-threat-bulletin_e.pdf
https://www.cgai.ca/offensive_shifts_offensive_policies_cybersecurity_trends_in_the_government_private_sector_relationship
http://www.superiorplus.com/press-release/?year=2021&workflowId=1e7c0589-f294-4596-ab0d-35c821e098ba
https://twitter.com/campuscodi/status/1471102186318962692
https://www.cnn.com/2021/05/16/tech/colonial-ransomware-darkside-what-to-know/index.html
https://www.cnn.com/2021/05/16/tech/colonial-ransomware-darkside-what-to-know/index.html
https://www.cgai.ca/canadas_active_cyber_defence_is_anything_but_active
https://globalnews.ca/news/8429008/canadian-spy-agency-targets-cybercrime/
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ransomware attacks. As much as these mechanisms and capabilities help to address insecurity, 

once the vulnerability is known and disclosed, mitigation must be done universally and “in the 

wild.”4 However, is this enough to address the effects of the current threat environment? 

Addressing the sources of insecurity is among the best approaches to secure cyber-space, but once 

a vulnerability is known, there is no putting it away. In most cases, we do not hear about or feel 

the effects of vulnerabilities because they are found by researchers, hackers and software 

developers who then disclose the vulnerability to the affected parties. Under perfect 

circumstances, these vulnerabilities are caught and disclosed through formal disclosure programs 

before malicious actors can exploit the flaw. Under less-than-ideal circumstances, malicious 

actors have already begun to exploit the vulnerability before the developers are aware of it or can 

patch it. In either scenario, the CCCS plays a crucial role by providing alerts on critical 

vulnerabilities found and advisories on how to mitigate by patch or other method. Further, in 

either case, once a vulnerability has been disclosed, it has the dual effect of warning people to 

patch or take action to protect themselves, and it tells malicious actors about the vulnerability. 

The Log4j vulnerability is this last example taken to the most critical levels of cyber-infrastructure 

and has affected nearly everyone, which is why there is a pressing need for other government 

departments and ministries to act. In the United States, the Federal Trade Commission warned 

corporations they may face legal action, like the $700 million fine for the Equifax data breach, 

because corporations have a “duty to take reasonable steps to mitigate software vulnerabilities” 

and must patch or mitigate the Log4j vulnerability. Indeed, warnings of punitive actions are a 

strong motivator, and the Government of Canada should be looking at how to incentivize 

improving cybersecurity. 

 

CyberSecure Canada 

CyberSecure Canada is an initiative launched by Innovation, Science and Economic Development 

Canada and is an example for the rest of government. It is a cyber-security certification program 

for small and medium-sized organizations to encourage them to protect themselves from cyber-

threats. For some organizations, this will be an easy process as their exposure to cyber-threats is 

limited, but many others will be surprised to learn just how vulnerable they are. Fundamentally, 

understanding enough to know you are not equipped to address such threats and should consult 

with experts is a positive step to becoming secure, for knowing is half the battle. Indeed, 

CyberSecure Canada is a positive step, but it does not go far enough to encourage the private 

sector to secure itself. 

This certification program can, and should, be taken further to provide direct competitive or 

economic benefits for organizations. The program and certification currently provide non-

tangible economic benefits under the promise that it will help reduce the risk of cyber-threats and 

provide a competitive advantage in the marketplace. The first of these two goals is a near certainty. 

 
4 “In the wild” refers to when a vulnerability is known to those who intend to use it for malicious purposes, often said when the vulnerability is 
already being exploited by threats. 

https://cyber.gc.ca/en/alerts-advisories
https://www.ftc.gov/news-events/blogs/techftc/2022/01/ftc-warns-companies-remediate-log4j-security-vulnerability?utm_campaign=ftc_warns_companies_to_re&utm_content=1641325381&utm_medium=social&utm_source=linkedin,twitter
https://www.ftc.gov/news-events/blogs/techftc/2022/01/ftc-warns-companies-remediate-log4j-security-vulnerability?utm_campaign=ftc_warns_companies_to_re&utm_content=1641325381&utm_medium=social&utm_source=linkedin,twitter
https://www.ftc.gov/news-events/press-releases/2019/07/equifax-pay-575-million-part-settlement-ftc-cfpb-states-related
https://www.ic.gc.ca/eic/site/137.nsf/eng/home
https://www.youtube.com/watch?v=pele5vptVgc
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By becoming certified, your business will be better protected and reduce the risk of a cyber-

incident if the protections are followed. The second of the two remains to be seen. The program 

should be lauded as it is a great step towards increasing baseline cyber-security standards 

throughout Canada. However, its legitimacy and efficacy as a certification will only come with 

time and has yet to be proven a competitive advantage. The program’s promised advantages 

cannot be quantified easily, and any benefits from it would be in the longer term. The rewards as 

presented are vague at best.  

On December 6, 2021, the ministers of National Defence, Public Safety, Emergency Preparedness 

and International Trade co-signed an open letter to Canadian organizations about ransomware. 

They warned Canadians about increasing cyber-threats, particularly ransomware, and advised 

them that following basic cyber-security best practices can prevent the majority of incidents. 

Indeed, top levels of the federal government are aware of the issue and are elevating it to make 

people and organizations aware that they must protect themselves. However, the statement 

highlights the need to move beyond awareness campaigns. 

To increase the direct economic advantages of enhancing security, a CyberSecure Canada 

certification should be a requirement for federal procurement. As CyberSecure Canada was only 

launched recently, it would not be smart to make it mandatory immediately. Nevertheless, Public 

Services and Procurement Canada must develop a timeline to phase in this requirement, or add it 

to current contracts. It would be to the benefit of bidders, the government of Canada and 

Canadians alike. Similarly, the Canadian government should look towards greater co-operation 

with industry, particularly in information security and offensive security, to develop a business 

case for policies which can increase the economic and financial advantages of improved cyber-

security. The need for greater government-industry collaboration on cyber-security and cyber-

defence is not new, but is something the Canadian Association for Defence and Security Industries 

(CADSI) has long stressed is necessary. In particular, CADSI called for the creation of a 

government-industry forum to address systemic issues associated with the federal procurement 

of cyber. 

Ensuring Canada’s cyber-security and cyber-defence is not something a single minister or 

certification program can do. This is recognized in part by the current government as the new 

mandate letters tasked the Ministers of National Defence, Foreign Affairs, Public Safety and 

Industry, Science and Development to develop a new National Cyber Security Strategy. Each 

minister must consider how their mandate can be used to decrease the costs associated with 

adopting improved cyber-security practices and increasing incentives to undertake the process. 

However, it is an error to assume that these ministers have sole responsibility over Canadian 

cybersecurity. Being cyber-secure is not something one can achieve, but is rather a reiterative 

process. And with digital connectivity in nearly every facet of daily life, relegating security to 

government authorities runs counter to how we interact with the internet. The government can – 

and has – put resources in place to help enhance security in cyber-space and has made great 

strides in developing awareness of the issue. Now it needs to incentivize the adoption of a 

proactive stance towards vulnerabilities and threats, which would have encouraged the prompt 

and effective handling of the Log4j vulnerability.  

https://www.cyber.gc.ca/en/ransomware#openletter
https://www.defenceandsecurity.ca/media/article&id=405&t=c
https://www.defenceandsecurity.ca/media/article&id=405&t=c
https://globalnews.ca/news/8456721/trudeau-cybersecurity-plan-cabinet/
https://globalnews.ca/news/8456721/trudeau-cybersecurity-plan-cabinet/
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Resources 

Have you or your organization been targeted in a malicious cyber-incident? You can report it to 

the CCCS on their website. The CCCS also has a learning hub, which provides learning activities, 

programs and courses that cost only what was incurred for delivery of the courses. Get Cyber Safe 

is Canada’s national public awareness campaign, which contains easy tutorials and information 

about how Canadians and organizations can better protect themselves. 

https://cyber.gc.ca/en/incident-management
https://cyber.gc.ca/en/incident-management
https://cyber.gc.ca/en/learning-hub
https://www.getcybersafe.gc.ca/en
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