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Executive Summary 
This report assesses the digital practices and vulnerabilities of at-risk journalists who have 

applied to the Journalists in Distress (JID) program at Canadian Journalists for Free Expression 

(CJFE) for assistance. CJFE’s JID program is a member of a broader, global network of human 

rights organizations which operate similar emergency assistance programs that provide 

humanitarian assistance to journalists and other media workers around the world who are 

persecuted because of their work. The applicants to these programs are typically individuals 

who are experiencing trauma and other types of precarious, dangerous situations. They have 

been targeted by more powerful and well-connected State and non-State actors for intimidation, 

harassment, physical threats and assaults, arrest and detainment, and even disappearance or 

murder. Financial support (in the form of grants) is typically provided on a short-term basis to 

cover legal fees when journalists are detained, medical expenses when they are caught in the 

line of fire or traumatized by their coverage, transportation costs when they are forced to flee, 

and short-term resettlement costs (including living expenses such as lodging, food, and Internet 

access) after escaping a dangerous country or situation because of their work. 

The global Journalists in Distress network faces the challenge of adapting to the rapidly 

changing digital contexts in which its member organizations work, and the applicants to their 

programs form an important component of these 

digital contexts. Whether they are applying for 

assistance through a mobile phone or computer, at 

an Internet café or at home, using email or instant 

messaging applications, journalists’ digital practices 

influence the security of the sensitive information 

they often have to share in order to access 

assistance from international human rights 

organizations. In addition, the level of digital 

security with which applicants operate can also 

affect the digital risks to which the staff who assess 

their applications and cases are exposed. Part 1 of 

this report presents a comprehensive look at the 

digital practices being used by journalists in 

distress today, and Part 2 evaluates these practices 

for the digital security strengths and vulnerabilities 

they afford these at-risk applicants for assistance. 

This report is part of a series called “Journalists in 

Distress: Assessing the Digital Viabilities of a 

Global Emergency Assistance Network” and forms 

a complete assessment of three component parts 

of a human rights network that works to help at-risk 

journalists around the world. 

mailto:tblanchard@cjfe.org
mailto:taryn.blanchard@utoronto.ca
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Report Network Component 

“The Digital Security of Canadian Journalists 
for Free Expression (CJFE)” 

The digital practices used in CJFE’s 
Journalists in Distress program and in its role 
as administrator of the broader emergency 
assistance network. 

“The Digital Security of the Global Network” The digital practices used in the assistance 
programs of the network’s member 
organizations. 

“The Digital Security of Journalists in Distress” The digital practices that at-risk journalists 
employ, including throughout their applications 
for assistance. 

 

The objective of this series is three-fold. First, it provides a holistic understanding of the state of 

the global network’s digital practices and the potential vulnerabilities to the journalists they help. 

Second, it places the network and its member organizations in better positions to develop and 

implement stronger digital security practices, as well as protection strategies for the journalists 

seeking their support. And third, it provides an important case study that other human rights 

organizations can use to assess their own digital vulnerabilities, both internally and throughout 

their networks. Today, even the act of reaching out through cyberspace for help, whether it is 

formally applying for assistance or informally making contact with a potential source of support, 

can increase the vulnerability of already at-risk individuals. The protection strategies and actions 

of the human rights community must be adapted to ensure that the people, organizations, and 

networks trying to help are not contributing to the problem in their efforts to solve it.  
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Reporters Without Borders. 
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PART 1: The Digital Practices of Journalists in 

Distress 
CJFE’s Journalists in Distress program was used to survey past grant recipients in order to 

assess and evaluate at-risk journalists’ practices and thoughts on digital security. A total of 35 

journalists participated in the survey, representing a significant cross-section of CJFE’s grant 

recipients from the years 2012 to 2016. Survey respondents included journalists from Latin 

America, the Middle East and North Africa, East Africa, Europe and Central Asia, and South 

Asia. The survey and the following discussions are divided into five categories concerning the 

digital security of journalists in distress: 

1. Accessing the Internet 

2. Using cyber devices 

3. Going to Internet cafés 

4. Orienting to digital security 

5. Communicating with assistance organizations 

1.1 Accessing the Internet 

Figure 1. How do journalists in distress access the Internet? 

 

The journalists surveyed use a mobile phone they own 

to access the Internet more often than a computer they 

own. The majority of respondents report using cyber 

devices that they themselves own rather than using a 

friend’s device, or a device offered at a public 

establishment. Using computers at Internet cafés is 

much more common than using computers at libraries.  

Method Used to 
Access the Internet 

Journalists 
(%) 

My own mobile phone 71 

My own computer 57 

Internet café 54 

Library 14 

A friend's device 9 

My office computer 3 
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Figure 2. What Internet Browsers are used? 

 

The preferred web browser of choice is Google Chrome, 

followed by Mozilla Firefox. There is a significant decrease 

in the number of journalists who use Internet Explorer or 

Safari compared to Mozilla Firefox or Google Chrome. 

 

Figure 3. What Social Media are used? 

 

While on the Internet, journalists in distress make use of a number 

of social media platforms, but the most popular by far is Facebook. 

There is a very significant decrease between the number of 

respondents who report using Facebook and those who report 

using Twitter. Other social media platforms cited are Instagram 

and Linked In, with only a couple users each. Very few 

respondents report using no social media. 

Internet 
Browser 

Journalists 
(%) 

Google Chrome 66 

Mozilla Firefox 49 

Internet Explorer 23 

Safari 6 

Social 
Media 

Journalists 
(%) 

Facebook 97 

Twitter 31 

Instagram 9 

Linked In 3 

None 3 
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Figure 4. What Instant Messaging Applications are used? 

 

With respect to instant messaging applications, 

WhatsApp (like Facebook) is by far the most popular. 

There are more types of instant messaging applications 

that are used compared to types of social media, but the 

distribution of use between the two is similar (see Figure 

3). Followed by a very popular application and a second 

that is commonly used, despite a significant decrease, a 

number of other applications are cited by a couple users 

each: Signal, Telegram, IMO, Viber, and iMessage. A few 

respondents report not using any instant messaging 

applications. 

1.2 Using Cyber Devices 

Figure 5. What cyber devices are owned? 

 

 

Instant Messaging 
Application 

Journalists 
(%) 

WhatsApp 74 

Skype 29 

Viber 9 

Signal 9 

iMessage 6 

IMO 6 

Telegram 3 

None 6 
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Given that more of the journalists surveyed are 

accessing the Internet via mobile phone than 

computer or laptop, it is not surprising that more 

of the respondents also own a mobile phone 

that has Internet access than own a computer or laptop. No one reports owning neither a mobile 

phone with Internet access nor a computer or laptop. When asked why they do not currently 

own a computer, respondents cite not being able to afford one and their old computer breaking 

down as reasons. When asked why they do not currently own a mobile phone, respondents cite 

not being able to afford one but they do not cite their old mobile phone breaking down. 

Interestingly, despite being given the option of indicating that it is too dangerous to own a 

computer or mobile phone, no respondent chose this survey response. 

Figure 6. Do journalists in distress share their cyber Devices? 

 

Few journalists report sharing their devices with 

others. For those who do share their computer, 

they cite friends or family as recipients. For 

those who share their mobile phones, they cite 

friends or colleagues at work but not family. 

Figure 7. Do journalists in distress worry about endangering others? 

 

Cyber Device Journalists (%) 

Mobile phone with Internet 54 

Computer or laptop 46 

Other 0 

Sharing Cyber Devices Journalists (%) 

Yes - Computer or laptop 7 

No - Computer or laptop 93 

Yes - Mobile phone 9 

No - Mobile phone 91 
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Almost half of the journalists surveyed report that 

they worry about sharing their own devices with 

others out of concern for their safety frequently or all 

of the time. However, a sizeable minority also report 

rarely or never worrying about sharing their devices. 

 

Figure 8. Have Journalists in Distress throw away cyber devices out of fear? 

 

A quarter of respondents indicate they have thrown away a 

device because they no longer felt safe keeping it, while the 

other three quarters have not. Reasons given for no longer 

feeling safe include fears that their device was being 

monitored, bugged, or tracked by government agents, as well as fears their device would be 

confiscated when trying to cross national borders.  

Figure 9. Is security software used? 

 

 

Concern about 
Sharing Cyber Devices 

Journalists 
(%) 

All the time / Frequently 43 

Sometimes 27 

Rarely 15 

Not at all 15 

Thrown Away 
a Device 

Journalists 
(%) 

Yes 25 

No 75 
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The use of security software on journalists’ computers 

varies, with more respondents not having it installed 

compared to those who do. In addition, almost a fifth of 

respondents do not know one way or the other if they have 

security software installed on their devices. 

Figure 10. Are journalists’ Cyber Devices free of malicious software? 

 

No one reports owning devices that have malicious software on 

them, but just over 70 percent of respondents do not know if 

their devices are free of harmful software. This aligns with the 

previous finding that only just under 40 percent of respondents 

know they are using Internet security software on their devices 

(see Figure 9).  

1.3 Going to Internet Cafés 

As previously reported, over half of the journalists surveyed report making use of Internet cafés. 

A series of questions about those visits were asked in order to elicit information about the 

intersection of cyber devices and public spaces in the lives of at-risk journalists. 

Figure 11. What computers are used at Internet cafés? 

 

Use of Security 
Software 

Journalists 
(%) 

No 46 

Yes 38 

I don't know 17 

Secure Cyber 
Devices 

Journalists 
(%) 

No 0 

Yes 29 

I don't know 71 
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The majority of survey respondents who access the 

Internet at a café use a computer available there, 

while less a quarter use their own computer. The 

remaining survey respondents report sometimes 

using a computer available at the café and other 

times using their own computer. 

Figure 12. Is ID required at Internet cafés? 

 

A sizeable majority of survey respondents do not have to 

show identification in order to make use of a computer at 

the Internet cafés they visit. 

Figure 13. Are the browser history and cache cleared? 

 

When asked about clearing the Internet café 

computer’s browser history and cache before 

leaving, respondents provided an array of 

responses. More respondents report not clearing 

the history and cache than those who do not 

know what they are in the first place. This means 

a portion of the journalists surveyed know what the browser history and cache are but still do 

not choose to clear it when they visit Internet cafés. 

Using Computers at 
Internet Cafés  

Journalists 
(%) 

I take my own computer 21 

I use a computer there 63 

Other 16 

ID Required Journalists (%) 

Yes 18 

No 82 

Clearing Browser History 
and Cache 

Journalists 
(%) 

Yes, always 40 

No 30 

Sometimes 10 

I don't know what those are 20 
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Figure 14. Are surveillance cameras pointed at computer screens? 

 

The known presence or absence of video cameras 

pointed at journalists’ computer screens is fairly evenly 

distributed, although the actual distribution may have 

changed if more of the survey respondents had previously 

looked to see if video cameras are present in the Internet 

cafés they visit.   

Figure 15. Do journalists in Distress feel safe at Internet Cafés? 

 

Almost no journalists surveyed report feeling safe every 

time they visit an Internet café. A majority of survey 

respondents never feel safe at Internet cafés. 

 

Figure 16. Do journalists in Distress leave Internet cafés when they feel unsafe? 

 

Cameras Pointed 
at Computers 

Journalists 
(%) 

Yes 35 

No 30 

I've never looked 35 

Feeling Safe at 
Internet Cafés 

Journalists 
(%) 

Yes 5 

No 63 

Sometimes 32 
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Despite the significant majority of survey respondents 

(63%) who report not feeling safe at Internet cafés (see 

Figure 15), only about half of them indicate they have 

left a café because they did not feel safe. When asked 

why they felt unsafe, respondents cite the sensation of being watched and tracked, suspicion of 

Internet café employees, fear of security round-ups, and worry about the ethnic attitudes of 

other Internet users at the café. 

1.4 Orienting to Digital Security 

Figure 17. How often do journalists in Distress think about digital security? 

 

Almost all of the journalists surveyed report thinking about 

digital security—although the frequency varies from all the 

time, to frequently, to only sometimes.  

 

 

Figure 18. DO journalists in distress worry their Internet communications are being monitored? 

 

 

 

Leaving Café due 
to Safety Concerns  

Journalists 
(%) 

Yes 36 

No 64 

Thinking about 
Digital Security 

Journalists 
(%) 

All the time 39 

Frequently 21 

Sometimes 32 

Rarely 4 

Not at all 4 
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Exactly half of the journalists surveyed report they worry all 

the time that their Internet communications are being 

monitored. Approximately the same percentage of survey 

respondents (11%) report not really or never worrying about 

monitoring as the percentage (8%) who rarely or never think 

about digital security (see Figure 17). 

Figure 19. Who is suspected of monitoring Internet communications? 

 

When asked who they think is monitoring their 

Internet communications, the survey respondents 

have a number of suspects in mind. The 

government of the journalist’s home country is 

more often feared as a source of surveillance, 

even compared to the government of the country 

in which they currently reside if they have fled to another country.  

Figure 20. Are journalists’ cyber devices stolen? 

 
An equal percentage of survey respondents report that at least 

one of their devices has been stolen as those who have never 

had a device stolen. However, when asked a follow-up 

question, only a quarter of respondents report having a break-

in at their home or office, compared to the three quarters who 

have not. This means that journalists’ devices are more likely to be stolen in public spaces than 

from their private residences or offices.  

Concern about 
Monitoring 

Journalists 
(%) 

All the time 50 

Sometimes 39 

Not really 7 

Not at all 4 

Suspected of Monitoring 
Communications 

Journalists 
(%) 

Home country government 63 

Intelligence agents 41 

Exiled country government 26 

Police 11 

Stolen Cyber 
Devices 

Journalists 
(%) 

Yes 48 

No 48 

I don't know 4 
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Figure 21. Are journalists’ cyber devices confiscated by authorities? 

 
A majority of the journalists surveyed report not having a 

device taken by authorities. In a few cases, respondents 

indicate a device may have been temporarily taken by 

authorities, but they were not certain. 

 

Figure 22. Who Confiscates Journalists’ Cyber Devices? 

 
For those who have had a device confiscated, police are 

reported to be responsible in a majority of incidents, and 

intelligence agents are reported to have confiscated 

devices in the remaining incidents. Despite being given 

the option, no respondents indicate that airport or border 

security agents were responsible for taking their device. 

Figure 23. Are strong passwords used? 

 

Confiscated 
Cyber Devices 

Journalists 
(%) 

Yes 30 

No 63 

Maybe 7 

Authority 
Journalists 

(%) 

Police 71 

Intelligence agents 29 

Airport/border agents 0 
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Just over half of the journalists surveyed believe 

that the passwords on their cyber devices and 

accounts (email, instant messaging, etc.) are 

definitely or probably complex and difficult to 

guess. Only a small percentage of journalists 

have never thought about the strength of their 

passwords before, while a quarter of the survey 

respondents admit to having weak passwords. 

Figure 24. Is email encryption used? 

 

Almost a fifth of survey respondents report that 

they use email encryption. However, the same 

percentage of respondents—two fifths each—

report not using it or not knowing what email 

encryption is at all. 

Figure 25. Do Journalists in Distress Want to Improve their Digital Security? 

 

When asked if they want to improve their digital 

security, a sizable majority of respondents 

indicate they do and the rest indicate they have 

never thought about it before. No one reports 

not wanting to improve their digital security. In a follow-up question, however, 100 percent of 

respondents think it is possible to improve their digital security (not shown in figures). 

Strong Passwords 
Journalists 

(%) 

Yes 25 

Probably 29 

Maybe 14 

No 25 

I've never thought about it 7 

Use of Email 
Encryption 

Journalists 
(%) 

Yes 18 

No 41 

What is encrypted email? 41 

Use of Email Encryption Journalists (%) 

Yes 86 

No 0 

I’ve never thought about it 14 
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1.5 Communicating with Emergency Assistance Organizations 

Figure 26. How do journalists in Distress communicate with international human rights organizations? 

 

Email is by far the most common mode of communication 

for the journalists surveyed to communicate with CJFE or 

other international human rights organizations. Besides 

email, a quarter of survey respondents report 

communicating via telephone and a very small percentage 

report communicating via instant messaging applications. 

Figure 27. What instant messaging applications are used to communicate with international human rights 

organizations? 

 

When asked specifically about which instant messaging 

applications they use to communicate with human rights 

organizations, WhatsApp and Skype are the most 

common and Signal and Telegram follow up with the 

same smaller frequencies of use. 

 

 

Mode of 
Communication 

Journalists 
(%) 

Email 100 

Telephone 24 

Instant messaging 4 

Instant Messaging 
Applications 

Journalists 
(%) 

WhatsApp 40 

Skype 34 

Signal 13 

Telegram 13 
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Figure 28. Do journalists in Distress feel safe communicating with international human rights 

organizations? 

 

Almost twice as many survey respondents report 

feeling safe when they communicate with international 

human rights organizations compared to those who 

only sometimes feel safe. Despite being given the 

option, no respondents indicate they do not feel safe. 

Figure 29. Do journalists in Distress communicate with international human rights organizations even 

when they feel unsafe? 

 

Despite no respondents reporting they do not feel 

safe communicating with international human rights 

organizations (see Figure 28), in a follow-up question 

just less than half of the journalists surveyed report 

that they still communicate with international human rights organizations even when they feel 

unsafe. By a slim margin, just over half of the respondents report deciding not to communicate 

when they feel unsafe. 

 

 

 

 

Feeling Safe While 
Communicating 

Journalists 
(%) 

Yes 64 

Sometimes/Not always 36 

No 0 

Communicating 
When Feeling Unsafe 

Journalists 
(%) 

Yes 46 

No 54 
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Figure 30. Do journalists in Distress withhold information because of safety concerns? 

 

Many of the journalists surveyed report that they have withheld 

information from international human rights organizations when 

seeking assistance because they feared it was not safe to 

share. 

Figure 31. What type of information is withheld? 

 

The journalists who have withheld information 

from international human rights organizations 

when seeking assistance cite a variety of types 

of information they have chosen not to share. 

The most common type of information withheld 

is their plans to flee the country, followed by the names of their family members. Journalists 

seeking assistance are approximately twice as likely to withhold the names of their family 

members as their own name.  

 

 

 

 

Withholding  
Information  

Journalists 
(%) 

Yes 61 

No 39 

Type of Information Journalists (%) 

Plans to flee the country 85 

Family members' names 54 

My location 46 

My name 23 
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PART 2: The Digital Vulnerabilities of Journalists 

in Distress 
In Part 1 of this report, the results of a survey conducted in fall 2016 about the digital security 

practices of journalists in distress were presented. In Part 2, the strengths and vulnerabilities of 

these practices are assessed in order to gain a better understanding of the ways in which 

journalists who contact international human rights organizations for assistance are protecting 

themselves against digital surveillance, as well as the gaps that need to be filled to improve their 

digital security. The following discussions are divided into five categories: 

1. Modes of communication 

2. Using cyber devices 

3. Pitfalls of public access points 

4. Orienting to digital security 

5. Basic security enhancements 

The vulnerabilities revealed in the survey data are numerous. In some instances they are 

worrying for what they indicate about the journalists and their situations, whereas in other 

instances they are related more to the vulnerabilities inherent in digital technologies rather than 

to anything over which journalists (and users more generally) have direct control. To briefly 

introduce the vulnerabilities that will be discussed, the first section begins with the privacy 

vulnerability present for journalists using Google Chrome and the security vulnerability for those 

using Internet Explorer. An important vulnerability associated with using web browsers is also 

the failure to clear the history and cache. On social media, Facebook presents a key privacy 

vulnerability and a growing risk to WhatsApp users. Specific vulnerabilities to journalists 

communicating with human rights organizations is the use of Skype and unencrypted email. 

The second section discusses the vulnerabilities to which journalists are exposed by using 

mobile phones more than computers, including the differences in their infrastructures and the 

behaviours of their owners. The third section discusses the technical and physical vulnerabilities 

that journalists face when they make use of public Internet access points at Internet cafés and 

libraries, as well as the very real risks of having cyber devices confiscated, compromised, and 

stolen. The fourth section introduces the failure of journalists to heed their concerns and 

instincts about their own insecurity as an important vulnerability, as well as the lack of 

knowledge about and awareness of important components of digital security (which increases 

their vulnerability to attack). These vulnerabilities are then unpacked in more detail in the fifth 

section. This final discussion explains that it is clear the majority of journalists understand that 

existing online—in other words, engaging in activities on their cyber devices—comes with risks 

to their security and safety. It appears, however, that in certain contexts journalists are often not 

able or willing to fully mitigate those risks. Given that the journalists surveyed all think it is 

possible to improve their digital security, this inability or unwillingness is not attributable to 

negligence and indifference but instead to a host of other factors, such as financial constraints 

and concerns about family and friends. 
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2.1 Modes of Communication 

The importance of communication for journalists in distress cannot be understated. When they 

are being persecuted by extremely powerful actors and fear for their lives on a daily basis, a 

crucial tool that can help combat that sense of suffocating isolation, not to mention provide 

avenues for assistance, is open lines of communication. More than telephone or mail, the 

Internet is—not surprisingly—the main mode of communication that journalists in distress use to 

connect with their friends, families, colleagues, and professional contacts, as well as with 

foreign human rights activists who may be in positions to help improve their situations. Indeed, 

more than three quarters of the journalists surveyed report using the Internet each and every 

day. However, by communicating over the Internet, journalists in distress can put themselves at 

greater risk of being tracked, monitored, harassed, and intimidated by State actors and their 

allies, as well as by other powerful non-State actors that can gain access to journalists through 

their online lives. 

To begin: Internet browsers. The journalist’s most popular gateway to cyberspace. In order of 

popularity from most to least, the journalists surveyed are using Google Chrome the most, 

followed by Mozilla Firefox, Internet Explorer, and then Safari. The choice of web browser by 

itself neither guarantees a safe Internet experience, nor precludes it. All of these browsers, with 

the exception of Safari on Windows operating systems, can be recommended to journalists in 

distress provided they also use good security practices while online. Today, these popular web 

browsers can all be customized to enhance security and privacy; each now has a privacy mode, 

for example, that disables web history and cache saving. However, this does not stop other 

sources from seeing that browsing activity, including Internet providers, employers on work 

computers, and the websites being visited. Add-ons can also be installed that block ads, 

trackers and fingerprinting. Google Chrome is generally considered to be the best web browser 

for security but it is also the worst browser for privacy. This is because it has solid security 

features that prevent the browser from being hacked (i.e. compromised by exploits) but the 

company also collects and stores everything it can learn about its users’ browsing patterns. If a 

third-party can gain access to that data, Chrome users’ entire online lives are essentially open 

books. In contrast, Mozilla Firefox is the best web browser for privacy; it collects very little data 

about its users and does not trade that information to third-parties. Internet Explorer is the worst 

for security, with only the latest version (11) still being updated and all others no longer 

receiving security updates (as of the beginning of 2016). 

Web Browser Comparison Chart 

Browser Version Security Privacy 

Google Chrome 53 The Best The Worst 

Mozilla Firefox 49 Okay The Best 

Safari 10 Good Okay 

Internet Explorer 11 The Worst Okay 

https://tiptopsecurity.com/safest-web-browser-chrome-firefox-ie-opera-safari-comparison-chart/#safari
https://adblockplus.org/
https://panopticlick.eff.org/
http://w2spconf.com/2012/papers/w2sp12-final4.pdf
https://tiptopsecurity.com/what-is-the-most-secure-web-browser/
https://tiptopsecurity.com/what-is-the-most-secure-web-browser/
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While on the Internet, journalists in distress make use of a number of social media both to do 

their work and to escape persecution. Facebook is by far the most popular platform and while it 

can connect journalists with their audiences and organizations that can help them, its use is 

accompanied by the same type of vulnerability as Google Chrome. That is, Facebook makes it 

its business to know everything it can about its users. However, its privacy settings can be 

customized to decrease an account’s public footprint; for instance, one feature allows users to 

choose to become ‘invisible’ to search engines; another feature can be selected to allow only 

friends to find a user by his/her email or phone number; and yet another feature prevents 

Facebook from connecting a user’s profile to other apps. Unfortunately, in its quest to maximize 

profits and become a one-stop space for Internet users, Facebook’s shifting data-sharing 

practices indicate an overall decline in its attitude towards user privacy. This has significant 

ramifications for journalists in distress, a majority of whom choose WhatsApp (owned by 

Facebook) as their preferred instant messaging application.  

As the Electronic Frontier Foundation has explained, WhatsApp’s recent privacy policy and user 

agreement changes (announced during the summer of 2016) to share user information—

including phone numbers and usage data—with its parent company Facebook threatens users’ 

privacy and control over their data. The biggest benefit for journalists using WhatsApp is its 

guaranteed end-to-end encryption through the Signal Protocol, provided by Open Whisper 

Systems. This ensures messages are encrypted to an extent that even WhatsApp cannot read 

them. In addition, contacts’ identities can be verified and if a user’s mobile phone is stolen or 

lost, or a user’s encryption keys stolen, messages that have already been sent cannot be 

decrypted. But even though WhatsApp cannot read the content of its users’ messages, they can 

still see who is sending a message to whom and when. They can record this ‘metadata’ and 

give it to third-parties. Overall, however, journalists using WhatsApp are still much less 

vulnerable than those using Skype, the second most popular instant messaging application.  

Skype is a significantly less secure mode of communication, as its parent company Microsoft 

and third-parties can relatively easily access Skype users’ data and communications. The 

transparency of the company’s user security and privacy practices are also lacking, and its 

proprietary encryption, called the Skype Protocol, is much weaker than the Signal Protocol. Only 

nine percent of survey respondents report using Signal, which uses the same end-to-end 

encryption as WhatsApp. Unlike WhatsApp, however, Signal collects as little metadata as 

possible about its users. This is largely because in contrast to Google and Facebook, Signal’s 

parent company Open Whisper Systems is funded entirely by grants and donations. This means 

it has no incentive to target advertisements, as the company has no need to collect massive 

amounts of information about its users. 

Few of the journalists surveyed report using instant messaging applications to communicate 

with the international emergency assistance organizations they contact for help. However, for 

those who do, the use of WhatsApp and Skype are much more evenly divided (at 40 percent 

and 34 percent, respectively). This suggests that even though many more journalists use 

WhatsApp than Skype in their everyday lives, using Skype to correspond with emergency 

assistance programs may be a vulnerability specific to journalists in distress who are in 

communication with international human rights organizations. This would only increase the risk 

https://www.eff.org/deeplinks/2016/08/what-facebook-and-whatsapps-data-sharing-plans-really-mean-user-privacy-0
https://www.eff.org/deeplinks/2016/08/what-facebook-and-whatsapps-data-sharing-plans-really-mean-user-privacy-0
https://www.eff.org/deeplinks/2016/10/where-whatsapp-went-wrong-effs-four-biggest-security-concerns
https://whispersystems.org/blog/whatsapp-complete/
https://theintercept.com/2016/06/22/battle-of-the-secure-messaging-apps-how-signal-beats-whatsapp/
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for a limited number of journalists, though, as the overwhelming majority of journalists use email 

to connect with emergency assistance programs. A surprising 24 percent of journalists in 

distress who communicate with human rights organizations do so via telephone, which is 

typically a more secure mode of communication than communicating via email, instant 

messaging, or VOIP conversations while using insecure methods. This is because greater 

resources are required to conduct the same level of surveillance on traditional communication 

channels, such as telephone. With modern encryption, however, email can in fact be made 

more secure than traditional communication channels.  

Unfortunately, only 18 percent of the journalists surveyed report using email encryption and a 

full 41 percent of respondents report not even knowing what it is. This is a huge vulnerability. 

Despite this, 64 percent of journalists report feeling safe when communicating with international 

human rights organizations. For those who do not feel safe doing so, almost half of them report 

communicating with international human rights organizations anyway. This tendency to 

disregard their safety and security apprehensions must also be recognized as another 

vulnerability, as it represents a decision to accept the risks of communicating insecurely in 

cyberspace without taking steps to mitigate them. Although it can only be speculated, this may 

also indicate that journalists in distress are disregarding their safety concerns in other areas of 

their lives and work. 

2.2 Using Cyber Devices 

Digital tools and platforms have become extremely important to journalists’ work, but this also 

means there is a growing number of tools and platforms that can be used against journalists as 

means of surveillance, identification, and harassment by States, non-State armed groups, and 

private corporations. Although computers (desktops and laptops) remain an important cyber 

device used to access the Internet and store data, the journalists surveyed actually own and use 

mobile phones more than computers to access cyberspace. This is likely due to the price 

difference of each type of product; mobile phones can frequently be purchased for significantly 

less than computers. These patterns of use, however, come with different vulnerabilities that 

need to be recognized. In essence, many mobile phones today come with so many functions 

and features that they are subject to the insecurities of mobile networks, the Internet, and 

computers alike. 

First, mobile phones are physically smaller than computers and they are carried much more 

frequently on the person rather than being stored at home or in an office. This means that 

relying on mobile phones to access the Internet and store data increases the opportunity for a 

journalist’s device to be stolen or lost in public spaces. The survey data also shows that 

journalists’ devices are more likely to be stolen in public spaces than from their private 

residences or offices (see Figure 20). However, some journalists expressed the belief that 

keeping their phone on them at all times made them feel their data is safer because they can 

reassure themselves it is still in their possession. This is contrasted with two types of concern 

about computers: on the one hand, they can be stored safely in private spaces by keeping them 

under lock and key, thereby keeping them out of the reach of anyone in public—whether thieves 

or State actors who have confiscating authority. On the other hand, some journalists expressed 

https://securityinabox.org/en/guide/secure-communication
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concern about leaving devices at home or in offices where they can be subject to burglaries in 

their owner’s absence.  

Second, the infrastructure of mobile phone networks is significantly different than the 

infrastructure of the Internet. This makes communication via mobile phone less secure because 

the provider has full access to all text and voice messages sent over its network. Risks to 

journalists’ privacy and the integrity of their data also increase because it is more difficult on 

mobile phones than on computers to secure address book information, photos, video clips, text 

files—and therefore the personal information of both the device’s owner and his/her friends, 

family, and colleagues. For example, data can be automatically backed up to a cloud service 

without users even knowing. In addition, phones are in fact designed to distribute information 

about their location in ways that computers are not. This is particularly important to recognize in 

the context of journalists in distress who are being persecuted by governments that have access 

to mobile network infrastructure:  

“Mobile networks are private networks run by commercial entities, which 

can be under the monopoly control of the government. The commercial entity 

(or government) has practically unlimited access to the information and 

communications of customers, as well as the ability to intercept calls, text 

messages, and to monitor the location of each device (and therefore its 

user).” – security in-a-box 

This means that because more journalists in distress are using mobile phones than computers, 

they are more at risk of being tracked, their anonymity being compromised, and their data being 

intercepted. Similarly, the vulnerability that comes with connecting to a mobile network whose 

infrastructure, metadata, and data can be accessed by governments is comparable to the 

vulnerability that comes with using a computer at an Internet café. The hardware and software 

of the device, access to the device, and its physical environment can all be controlled by third-

party actors, including the State. Anonymity and privacy are fundamentally compromised the 

moment a journalist steps into the café, whether they use a computer available there or bring 

their own device to use, whether they are required to show ID or sign in to use a device, and 

whether there are surveillance cameras pointed at the café’s computer screens or not. 

In addition, the use of mobile phones and Internet café devices also share the vulnerability of 

being easier to tamper with in comparison to a personal computer that remains secured at home 

or in an office. For instance, the SIM card of a mobile phone can be replaced or tampered with 

in public spaces, while keystroke and other software for monitoring users can be installed on 

computers in Internet cafés. Even without the complicity of Internet café owners, State actors 

can tamper with the devices offered for use in the public space. Personal computers and mobile 

phones, however, are also vulnerable to tampering or theft when shared with colleagues, 

friends, or family members—even when there is no intention to do harm on the part of the 

borrower. Fortunately, this is not a significant vulnerability to journalists in distress, as less than 

10 percent of survey respondents report sharing either their owned computer or mobile phone 

with others.  

https://securityinabox.org/en/guide/mobile-phones
https://securityinabox.org/en/guide/mobile-phones
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2.3 Pitfalls of Public Access Points 

Digital security typically orients people to their use of the Internet and their devices, bringing into 

focus the pitfalls and dangers lurking in cyberspace. It is also important, however, for journalists 

in distress to be aware of the vulnerabilities they expose themselves to in physical spaces—

such as using publicly accessible devices, carrying devices across national borders, and 

carrying devices in the presence of State authorities (whether in a court house or out on the 

street). Internet cafés have proliferated with the spread of the Internet, providing affordable and 

convenient access to cyberspace, especially in developing countries. But with this proliferation 

comes risks both technical and physical in nature. These public Internet access points can be 

configured to protect a user’s security, but they can also be exploited by owners and State 

actors to compromise it as well. Simple steps can be taken by the owners of public access 

points to protect users, such as deleting settings upon log-out, regularly deleting the content on 

hard drives, and providing clear warnings to users about the risks to which they are exposing 

themselves. Unfortunately, it is often impossible for potential users to know whether these steps 

have been taken or whether malware is present on systems, whether the owners are recording 

or monitoring users’ activities online, and whether owners are being pressured to share 

information with third-parties. In addition to these technical vulnerabilities, physical safety 

concerns also increase at these public access points. 

Over half of the journalists surveyed access the Internet from a café, and 14 percent from a 

library. The people around journalists in Internet cafés and libraries must be considered 

vulnerabilities, especially when they have a direct line of sight to their computer screens. 

Similarly, surveillance cameras can be pointed directly at computer screens, which allow not 

only the journalist but his/her work and communications to be monitored. 35 percent of the 

journalists surveyed report there are surveillance cameras pointed at the computer screens they 

use at Internet cafés, but only a minority (18 percent) have to show ID or sign in to use a device. 

These findings represent a mixed bag in terms of vulnerability. On the one hand, the majority of 

journalists have some protection of anonymity because there is no written record of their 

presence at Internet cafés; on the other hand, the presence of surveillance cameras watching 

the screens of journalists’ computers must be recognized as a very substantial risk. 

Furthermore, the number of journalists exposed to surveillance cameras at Internet cafés may 

be significantly higher, as a full 35 percent of the survey respondents report having never looked 

to see if cameras are in fact pointed at their computer screens.  

Also revealing is the number of journalists who feel unsafe at Internet cafés: 63 percent report 

never feeling safe while 32 percent report only sometimes feeling safe. Only five percent of 

respondents report feeling fully safe at Internet cafés. Despite this, a majority of journalists (64 

percent) report never leaving Internet cafés when they feel unsafe, with only 36 percent heeding 

their sense of insecurity and leaving when their instincts tell them they are not safe. The data 

shows similar findings for journalists’ security practices when they are in the presence of State 

authorities. Only a minority have thrown away devices because of worries they were being 

monitored, bugged, or tracked by government agents, or out of fear that the devices would be 

confiscated when trying to cross national borders. Fortunately, only 37 percent of journalists 

report having a cyber device confiscated or potentially confiscated by authorities. Police officers 

https://securityinabox.org/en/lgbti-africa/internet-cafes
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are reported to have confiscated devices in 71 percent of incidents, compared to security or 

intelligence agents in 29 percent of incidents. Interestingly, despite being given the option, no 

respondents indicated that airport or border security agents have been responsible for 

confiscating their device. The loss of cyber devices becomes more worrying when journalists 

reply to the more general question of whether their devices have ever been stolen, rather than 

specifically being confiscated by authorities. Almost half of all journalists surveyed report having 

a cyber device stolen. This represents another considerable physical threat to journalists’ 

communication and data.  

As the Committee to Protect Journalists (CPJ) explains, if a cyber device is stolen or even 

temporarily confiscated by State actors at security checkpoints or during search and seizures, a 

copy of the hard drive can be made or software installed that provides remote access to its files 

and communications without the user ever knowing. The simplest way to protect against this 

vulnerability is to keep devices out of harm’s way, such as leaving them under lock and key at 

home when traveling to riskier environments or when passing through security checkpoints. But 

this is not always possible when a journalist is working. Another option is to use a separate 

laptop or simple phone that carries minimal information. However, the data collected for this 

study shows that almost half of the journalists surveyed cannot afford even a single computer 

while a third of respondents cannot afford even a single mobile phone, let alone multiple 

devices. This may be a determining factor in journalists’ decisions to disregard their sense of 

insecurity when their instincts are telling them they are not safe. 

2.4 Orienting to Digital Security 

The above discussions do not only reveal important insights about the risks and dangers that 

journalists are facing when they use cyber devices and the Internet. They also indicate the 

extent to which journalists in distress are orienting to their own digital security. In general, the 

journalists surveyed orient to and worry about their digital security quite a lot. A full 60 percent of 

the respondents think about their digital security frequently or all the time, with an additional 32 

percent of respondents thinking about it sometimes. Only eight percent of respondents think 

about their digital security rarely or not at all. This is comparable to the almost 90 percent of 

respondents who worry all the time or frequently that their Internet communications are being 

monitored. When asked who they think is monitoring their Internet communications, the 

journalists have a number of suspects in mind—with the government from their home country at 

the top of their list, intelligence or security agents coming in second, followed by the government 

of the country in which they are exiled, and finally the police. As such, it appears that while 

police represent the biggest threat to physically confiscating or tampering with journalists’ 

devices, foreign governments (when journalists have fled into exile) are the most feared source 

of remote surveillance. 

The data also indicates that even when journalists are aware of digital risks, they do not always 

take necessary precautions or measures to mitigate or eliminate those risks. It is clear that 

journalists frequently disregard their sense of insecurity even when they feel unsafe in public or 

cyberspace—including when they communicate with the staff of emergency assistance 

programs. Similarly, journalists continue to communicate over the Internet despite their strong 

https://cpj.org/reports/2012/04/technology-security.php
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Components of digital security 

not all journalists know about: 

 What encrypted email is 

 If and how to use Internet 

security software 

 How to check if devices are 

free of malware 

 If surveillance cameras are 

pointed at computer 

screens in public spaces 

 What the browser history 

and cache are 

 The need for strong 

passwords 

worries about being monitored and tracked by State or other powerful actors who threaten not 

only their livelihoods but also their lives. Moreover, almost 40 percent of the journalists surveyed 

report having passwords that are weak or probably weak, indicating that they are aware of the 

security risk but have not taken steps to rectify it. With respect to communicating with 

international human rights organizations, a slim majority of journalists do withhold information 

because of safety concerns, representing a basic security precaution they take to minimize the 

amount of confidential and sensitive information they reveal to strangers from whom they are 

seeking assistance. The information they typically withhold is their plans to flee their home 

country, their real names or the names of family members, and their current locations. In 

addition, the data shows that journalists seeking assistance are approximately twice as likely to 

withhold the names of their family members as their own name. 

If journalists in distress are withholding sensitive information in the context of their efforts to 

secure assistance for themselves and frequently their dependents, it bodes well that they may 

also be withholding sensitive information in their other Internet communications. Interestingly, it 

appears that the most consistent safety practice that journalists engage in is not sharing their 

cyber devices with other people. This may also be a countermeasure to protect their friends or 

family in case the devices they own are compromised, rather than a security measure meant to 

protect themselves. This possibility is supported by the fact that 70 percent of the journalists 

surveyed report worrying all the time or sometimes about endangering their friends or family if 

they borrow their cyber devices to use. Taken together, this suggests that when journalists 

disregard their own safety it is likely due to other concerns they judge to outweigh their security, 

and/or to their need to earn a living, which by the nature of their profession relies on 

communicating and existing in cyberspace.  

There is a flipside to this discussion of journalists 

disregarding their safety concerns. In contrast to many 

journalists being aware of digital risks and dangers but 

not taking measures to mitigate or eliminate them, there 

is also a significant percentage of journalists whose 

major digital vulnerability is their lack of knowledge 

about the threats they are facing. First, and perhaps 

most worryingly, a full 41 percent of the journalists 

surveyed do not know what encrypted email is at all. 

Second, almost 20 percent are unaware of whether 

their cyber devices have security software installed. 

Third, and similarly, 71 percent do not know if their 

devices are free of malicious software—although this 

may also indicate that some respondents realize 

malware can be installed on their devices without them 

knowing. Fourth, when asked about their visits to Internet cafés, more than a third of the 

journalists surveyed have never looked to see whether surveillance cameras are pointed at the 

computer screens. Fifth, 20 percent do not know what a browser history and cache are and 

therefore have never thought to clear them before. Lastly, seven percent of the journalists 

surveyed have never thought about the strength of their passwords.  
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Security software used by 

journalists in distress: 

 Windows Defender 

 360 Total Security 

 ESET NOD32 Antivirus 

 Kaspersky Antivirus & 

Internet Security 

 CCleaner 

2.5 Basic Security Enhancements 

In this last section, the security precautions and measures being used by journalists, which were 

introduced in the previous section in reference to journalists’ attention to and gaps in knowledge 

of their digital security practices, are assessed in more detail. To begin this final discussion: 

passwords. The first line of defense for any communication conducted and data stored on cyber 

devices. Only a quarter of the journalists surveyed have full confidence that their passwords are 

strong. Almost 45 percent of respondents think their passwords are probably or may be strong, 

while a full quarter of respondents do not think their passwords are strong at all. This is a 

significant vulnerability made all the more important because of the ease with which users can 

strengthen their passwords, as well as the ease with which poor passwords can be cracked. In 

other words, it is a security practice that users have a high degree of control over, even though 

there are numerous ways to learn a person’s passwords. However, the high number of 

journalists surveyed who are not confident in the strength of their passwords suggests that 

many are not fully aware of how to create and maintain strong passwords, and perhaps even 

the need for them.  

Second, more journalists report not having security 

software installed on their devices than those who do 

(at 46 percent compared to 38 percent, respectively). In 

addition, only 29 percent of respondents know without a 

doubt that their devices are currently free of viruses and 

other malicious software. For those who do use security 

software, products include Windows Defender (which 

only protects against spyware, not viruses), 360 Total 

Security, ESET NOD32 Antivirus, Kaspersky Antivirus 

& Internet Security, and CCleaner. CCleaner is recommended by Security in-a-Box as an easy-

to-use and efficient program for wiping browser histories, cookies, other temporary files, and 

clearing disk space. Windows Defender is the built-in anti-spyware program for Windows 

operating systems (included in Vista and later) but it is not impenetrable and other software can 

often catch spyware that Windows Defender misses. 360 Total Security has some good 

features, as it is completely free, light on resources, has fast scan times, fast updates and fixes, 

web protection add-on, browser locking, and sandbox and USB protection modules. Kaspersky 

is a solid non-free product, similar to the more popular Norton, McAfee, and Bitdefender. ESET 

is another product that provides a range of features but users have to be careful if they install 

the ‘freemium’ or ‘trialware’ versions. (The former refers to a product being free of charge but 

fees are charged to access proprietary or enhanced features; the latter refers to a product that 

is free but has a built-in expiry time limit.) 

As such, although there is room for many more journalists to increase their digital security by 

investing in free or non-free software, a portion of the survey respondents appear to have a 

good starting point upon which they could build. It is important to remember, however, that 

installing a software product that has significant vulnerabilities can give users a false sense of 

security, preventing them from taking additional steps and precautions to fill any remaining gaps 

in their security. A basic security enhancement that just over 70 percent of respondents could 

https://securityinabox.org/en/women-hrds/ccleaner/windows
http://www.techsupportalert.com/best-free-anti-virus-software.htm
http://top5antivirussoftware.com/reviews/kaspersky/
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work towards is to fully ensure that their devices are free of malicious software, but again, even 

in low-risk situations it is not always possible to know whether a device is fully free of viruses 

and spyware.  

Third, another basic security enhancement is getting into the habit of regularly and consistently 

clearing the browser history and cache on computers and mobile phones. This represents a 

practice that journalists can be more easily certain they have completed successfully, in contrast 

to ensuring their devices are free of malware or knowing if their security software is protecting 

them adequately. Given that 20 percent of the journalists surveyed report not knowing what the 

browser history and cache are, lack of education about this aspect of cyberspace and digital 

security is an important vulnerability that can be easily rectified. Fourth and lastly, less easy to 

rectify but potentially more important is the lack of education about encrypted email, of which 41 

percent of survey respondents report not knowing. Fully understanding email encryption and 

implementing it successfully for all communications can be difficult even for individuals in low-

risk environments who have the support of their employers to guide and help them effectively 

use encrypted email. Nevertheless, the use of email encryption by journalists in distress would 

be a very effective safety measure and serve to significantly increase the security of their email 

communications.  
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Part 3: Conclusions 
Journalists have a lot to worry about when they find themselves the target of State and non-

State actors, including loss of livelihood, the dangers facing their friends and families, the threat 

of assault, spurious prosecution and imprisonment, as well as disappearance or murder. In the 

face of these many traumatic circumstances, it is hardly surprising that many journalists in 

distress do not orient to their digital security as frequently as they should. It is also not surprising 

that when journalists are compelled to contact the emergency assistance programs operated by 

international human rights organizations, in an overwhelming majority of cases they ask for help 

reestablishing their physical safety. This can mean relocation, funds for lodging and food, or 

medical expenses and legal fees. This does not mean, however, that the actors who intend 

journalists harm are not devoting just as much if not more time and energy today to exploiting 

their digital vulnerabilities as they do to exploiting their physical vulnerabilities. With increasing 

digital surveillance of journalists (and activists more broadly)—whether in conflict zones, 

authoritarian regimes, or physically safe countries such as the United States, United Kingdom, 

or Canada—poor understandings of the digital technologies being used, their connectivity, and 

their vulnerability to exploitation limit journalists’ ability to perceive digital security threats and 

protect themselves. Journalists must understand that any weaknesses in their digital security 

can lead to very real physical consequences.  

It is precisely at the moment when daunting and urgent physical needs, which come from being 

targeted for their work, occupy journalists’ minds and priorities that emergency assistance 

programs are needed to step in and draw these at-risk individuals’ attention back to their digital 

security vulnerabilities. This is especially true since the primary method of communication 

between journalists and emergency assistance programs is email. In other words, when 

journalists are unbearably stressed and overwhelmed by their traumatic situations, they reach 

out for help through cyberspace but simultaneously open themselves up to more digital risk. The 

organizations to which journalists go for help must also provide them the resources necessary 

to improve their digital security, so that the sensitive and confidential information being shared in 

order to assess their situations for potential assistance does not further jeopardize them. It is 

clear that journalists frequently ignore their own sense of insecurity in order to use digital 

technologies, whether in the course of their work or to access assistance. The willingness and 

bravery of journalists to exercise their right to freedom of expression in environments of poor 

Internet and press freedom, as well as high censorship and repression, must not be met with 

additional threats and risks that could have been mitigated through stronger digital security 

protocols.  

Professor Wolfgang Schultz, co-author of “Human Rights and Encryption,” part of UNESCO’s 

Series on Internet Freedom, states that “encryption and anonymity empower journalists to 

browse, read, develop, and share opinions and information without interference.” Beyond this 

essential role to their work, encryption and anonymity can also literally save the lives of 

journalists. The importance of this cannot be understated. Today, digital security is inarguably 

fundamental to the protection of freedom of expression and speech, as well as press freedom, 

and inextricably linked to human rights more broadly. Article 12 of the United Nations’ Universal 

http://www.unesco.org/new/en/member-states/single-view/news/unesco_launches_new_publication_human_rights_and_encryption/
http://www.un.org/en/universal-declaration-human-rights/
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Declaration of Human Rights specifies that “no one shall be subjected to arbitrary interference 

with his privacy, family, home or correspondence.” Upholding this human right is no longer 

possible without digital security. This means that protecting and improving digital security should 

not rest solely on the users who make use of various protocols, software, hardware, and other 

technologies that defend their privacy and safety in cyberspace. Communicating the risks of 

cyberspace and spreading knowledge of digital security technologies must also be maximized 

by the human rights community, media outlets of all types and sizes, as well as incorporated 

into the national and corporate policies responsible for monitoring and regulating the ever-

growing Internet of Things. The task is as large as the Internet, but it starts with protecting the 

lives of journalists and activists more broadly—both online and offline.   
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Appendix 1: Survey Methodology 
The author used qualitative and quantitative research methods to develop this report. Between 

September 1 and October 15, 2016, a survey about digital practices and security was 

disseminated to 54 journalists who received assistance through CJFE’s Journalists in Distress 

program between the years of 2011 and 2016. A total of 35 journalists replied to the author’s 

invitation to participate and completed the survey, representing a significant cross-section of 

CJFE’s grant recipients from the years 2012 to 2016. Survey respondents included journalists 

from Latin America, the Middle East and North Africa, East Africa, Europe and Central Asia, and 

South Asia. The survey was divided into five sections of questions: 1) use of the Internet, 2) use 

of cyber devices, 3) use of Internet cafés, 4) digital security, and 5) communicating with CJFE 

and other international organizations. The questions combined multiple choice and open-ended 

answers that allowed the author to collect both structured data for quantitative analysis and 

unstructured data for qualitative analysis. In total, the survey contained 50 questions, a portion 

of which were accessible only if a participant chose a specific answer to a previous multiple 

choice question.  

Survey Limitations 

 Length and complexity: The survey contained a high number of questions, a subset of 

which involved written responses. Participation fatigue likely contributed to decreasing 

attention or abandoning responses as participants progressed through the survey. 

 Limitations of outreach: Not all past recipients of CJFE assistance through its JID 

program could be reached, due to contact information that was out-of-date or potential 

respondents living in locations and situations where their Internet access may be partial 

or unreliable. This restricted the number of journalists who participated in the survey. 

 Small sample size: There are many hundreds of journalists in distress around the 

world, while only 35 of them participated in this survey. 

 Language barriers: The survey was only provided in English. While applicants to 

CJFE’s JID program are required to correspond with program staff in English (or 

sometimes in French), some respondents expressed their difficulty in completing the 

survey due to limited English skills. In some cases, French translations and instructions 

were provided thanks to the author’s French competency, but this was not possible in 

cases of native speakers of Arabic, owing to the author’s lack of Arabic competency.  

 Technological barriers: Some survey respondents expressed their difficulty in 

completing the survey due to technological challenges, mostly an absence of familiarity 

with interactive surveys. This was largely remedied by providing detailed instructions 

about problematic survey questions and submissions. 

 Nature of self-reporting: The survey is accompanied by all the deficiencies of self-

reporting assessments. In other words, self-reporting requires respondents to consider 

their own behaviour and report it accurately to the researcher. Direct observation as an 

alternative method of research has been shown in other studies to identify discrepancies 

between self-reported behaviours and actual behaviours. 
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Appendix 2: Survey Questionnaire 
Below is the survey questionnaire disseminated to participants using survey tool SurveyGizmo, 

including the invitation emailed to each individual participant. 

Subject: Invitation to complete a survey for CJFE 

Dear [NAME], 

My name is Taryn Blanchard and I am currently running the Journalists in Distress (JID) 

program at Canadian Journalists for Free Expression (CJFE). I believe you may have 

communicated with [former staff] when you applied for and received a grant from CJFE in 

[####]. 

How are you doing? 

I am emailing to ask if you may be willing to participate in a survey that I am sending to 

recipients of CJFE funding, in order to gain a better understanding of the way journalists at risk 

are communicating over the Internet and any digital security concerns that CJFE should be 

aware of. 

Also, through this survey, I plan to produce an easy-to-read, digestible resource available on 

CJFE’s website that provides future Journalists in Distress applicants information about digital 

threats they face when contacting CJFE and other organizations for assistance, and how to 

mitigate them. 

If you are willing to fill out the survey, please let me know! Also, please know that the online 

software used to create the survey, called SurveyGizmo, is very secure. SurveyGizmo allows for 

data to be transmitted and stored securely using HTTPS protocols and 256-bit encryption, IP 

address and geo-location tracking is turned off, a secure (SSL) email invite link will be sent to 

you, and the survey is completed anonymously (even from me). Once the project is complete, 

all data stored with SurveyGizmo will be destroyed (instead of archiving and locking the data 

away on their servers). And lastly, SurveyGizmo’s data centre is located in Frankfurt, Germany, 

which is more secure than a data centre located in the United States.   

Please let me know if you have any questions or concerns that would help you make your 

decision. If you are not comfortable filling out the survey, I will completely understand.  

Thank you very much for your consideration, and I look forward to hearing from you. 

Kind regards, 

Taryn 

 

 

 

https://www.surveygizmo.eu/
http://www.cjfe.org/
https://www.surveygizmo.com/
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CJFE Journalists in Distress Grant Recipient Survey 

Your use of the Internet 

1) How do you access the Internet? (Check all that apply.) 

[ ] My own computer/laptop 

[ ] My own mobile phone 

[ ] A friend’s device (computer, laptop, mobile phone) 

[ ] Library 

[ ] Internet café 

[ ] Other: _________________________________________________ 

2) What Internet browser(s) do you use? (Check all that apply.) 

[ ] Mozilla Firefox 

[ ] Google Chrome 

[ ] Microsoft Edge 

[ ] Internet Explorer 

[ ] Other: _________________________________________________ 

3) Which of the following devices do you own? 

( ) Computer/laptop 

( ) Mobile phone with Internet access 

( ) Other: _________________________________________________ 

Logic: Show/hide trigger exists.  

4) If you do not currently own a computer, have you ever owned one? 

( ) Yes 

( ) No 

Logic: Hidden unless: Question "If you do not currently own a computer, have you ever 

owned one?" #4 is one of the following answers ("Yes") 

5) Why do you not own a computer now? 

( ) My computer stopped working 

( ) It's too dangerous 

( ) I cannot afford one (financially) 

( ) Other: _________________________________________________ 

Logic: Show/hide trigger exists.  

6) If you do not currently own a mobile phone, have you ever owned one? 

( ) Yes 
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( ) No 

Logic: Hidden unless: Question "If you do not currently own a mobile phone, have you 

ever owned one?" #6 is one of the following answers ("Yes") 

7) Why do you not own a mobile phone now? 

( ) My mobile phone stopped working 

( ) It's too dangerous 

( ) I cannot afford one (financially) 

( ) Other: _________________________________________________ 

8) Which social media do you use? (Check all that apply.) 

[ ] Facebook 

[ ] Twitter 

[ ] Instagram 

[ ] Snapchat 

[ ] None 

[ ] Other: _________________________________________________ 

9) Which instant messaging applications do you use? (Check all that apply.) 

[ ] WhatsApp 

[ ] Signal 

[ ] Telegram 

[ ] Skype direct messaging 

[ ] None 

[ ] Other: _________________________________________________ 

10) Do you have encrypted email? 

( ) Yes 

( ) No 

( ) I don't know what encrypted email is 

11) How often do you use the Internet? 

( ) Every day 

( ) 3-4 times a week 

( ) 1-2 times a week 

( ) Every couple of weeks 

( ) Monthly 

( ) Other: _________________________________________________ 

12) On a scale of 0 to 5, how afraid/worried are you about using the Internet? 

0 1 2 3 4 5 
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Your use of cyber devices 

Logic: Show/hide trigger exists.  

13) If you own a computer, do you share it with anyone? 

( ) Yes 

( ) No 

( ) I don't own a computer 

Logic: Hidden unless: Question "If you own a computer, do you share it with anyone?" 

#13 is one of the following answers ("Yes") 

14) Who do you share your computer with? (Check all that apply.) 

[ ] Family member(s) 

[ ] Friend(s) 

[ ] Colleague(s) at work 

[ ] Other: _________________________________________________ 

Logic: Show/hide trigger exists.  

15) If you own a mobile phone, do you share it with anyone? 

( ) Yes 

( ) No 

( ) I don't own a mobile phone 

Logic: Hidden unless: Question "If you own a mobile phone, do you share it with 

anyone?" #15 is one of the following answers ("Yes") 

16) Who do you share your mobile phone with? (Check all that apply.) 

[ ] Family member(s) 

[ ] Friend(s) 

[ ] Colleague(s) at work 

[ ] Other: _________________________________________________ 

Logic: Show/hide trigger exists.  

17) Have you ever thrown away a device (computer/laptop, mobile phone) because you 

felt unsafe keeping it? 

( ) Yes 

( ) No 
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Logic: Hidden unless: Question "Have you ever thrown away a device (computer/laptop, 

mobile phone) because you felt unsafe keeping it?" #17 is one of the following answers 

("Yes") 

18) Why did you feel unsafe keeping the device (computer/laptop, mobile phone, etc.)? 

____________________________________________________________________________ 

Logic: Show/hide trigger exists.  

19) Do you have Internet security software installed on your computer (anything that 

checks for and removes viruses, malicious software, etc.)? 

( ) Yes 

( ) No 

( ) I don't know 

( ) I don't own a computer 

Logic: Hidden unless: Question "Do you have Internet security software installed on your 

computer (anything that checks for and removes viruses, malicious software, etc.)?" #19 

is one of the following answers ("Yes") 

20) Please write down the Internet security software that is installed on your computer, if 

you know the name of the product. 

_________________________________________________ 

21) Do you know if your computer is currently free of viruses and other malicious 

software? 

( ) Yes 

( ) No 

( ) I don't own a computer 

 

Your use of Internet cafés 

22) Do you take your own computer to use at Internet cafés, or do you use a computer 

available there? 

( ) I take my own computer 

( ) I use a computer available at the café 

( ) Sometimes I take my own computer, and sometimes I use a computer available there 

( ) I don't go to Internet cafés 

( ) Other: _________________________________________________ 

23) Are you required to show ID or sign in to use a computer? 

( ) Yes 



P a g e  | 37 

 

( ) No 

( ) I don't go to Internet cafés 

24) If you use a computer at an Internet café, do you clear the browser history and/or web 

browser cache before you leave? 

( ) Yes, always 

( ) Sometimes, if I remember 

( ) No 

( ) I don't know what those are 

( ) I don't go to Internet cafés 

25) Are there surveillance cameras that are pointed at the computer screens? 

( ) Yes 

( ) No 

( ) I've never looked before 

( ) I don't go to Internet cafés 

26) Do you feel safe at Internet cafés, physically? 

( ) Yes 

( ) Sometimes/Not always 

( ) No 

( ) I don't go to Internet cafés 

Logic: Show/hide trigger exists.  

27) Have you ever left an Internet café because you felt unsafe? 

( ) Yes 

( ) No 

Logic: Hidden unless: Question "Have you ever left an Internet café because you felt 

unsafe?" #27 is one of the following answers ("Yes") 

28) What made you feel unsafe at the Internet café? 

____________________________________________________________________________  

 

Your digital security 

29) How often do you think about your digital security? 

( ) All the time 

( ) Frequently 

( ) Sometimes 
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( ) Rarely 

( ) Not at all 

30) Do you worry that your Internet communications are being monitored? 

( ) All the time 

( ) Sometimes 

( ) Not really 

( ) Not at all 

( ) I've never thought about it before 

31) Who do you think is monitoring your Internet communications? (Check all that 

apply.) 

[ ] Police 

[ ] Intelligence/security agents 

[ ] The government from my home country 

[ ] The government of the country I am currently in 

[ ] Other: _________________________________________________ 

32) Do you think your passwords (for your email, etc.) are complex (i.e. difficult to 

guess)? 

( ) Yes 

( ) Probably 

( ) Maybe 

( ) No 

( ) I've never thought about it before 

33) Has your office or home ever had a break-in? 

( ) Yes 

( ) No 

34) Have any of your devices (computer, mobile phone, etc.) ever been stolen? 

( ) Yes 

( ) No 

( ) I don't know 

Logic: Show/hide trigger exists.  

35) Have any of your devices ever been taken by authorities (police, security agents, 

other government officials, etc.)? 

( ) Yes 

( ) No 

( ) Maybe 
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Logic: Hidden unless: Question "Have any of your devices ever been taken by authorities 

(police, security agents, other government officials, etc.)?" #35 is one of the following 

answers ("Yes") 

36) To the best of your knowledge, who took your device? 

( ) Police officers 

( ) Security/intelligence agents 

( ) Airport/border security 

( ) I don't know 

( ) Other: _________________________________________________ 

37) Do you want to improve your digital security? 

( ) Yes 

( ) No 

( ) I've never thought about it before 

Logic: Show/hide trigger exists.  

38) Do you think it is possible to improve your digital security? 

( ) Yes 

( ) No 

Logic: Hidden unless: Question "Do you think it is possible to improve your digital 

security?" #38 is one of the following answers ("No") 

39) Why not? 

____________________________________________________________________________  

40) Do you worry about putting your friends or family members in danger if you use their 

computer/phone? 

( ) All the time 

( ) Frequently 

( ) Sometimes 

( ) Rarely 

( ) Not at all 

 

Communicating with CJFE and other international organizations 

41) How do you communicate with international (human rights) organizations - CJFE or 

others? (Check all that apply.) 

[ ] Email 

[ ] Skype calls or instant messaging 
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[ ] Other instant messaging applications (WhatsApp, Signal, etc.) 

[ ] Telephone 

[ ] Other: _________________________________________________ 

42) Which instant messaging applications do you use to communicate with international 

(human rights) organizations? 

( ) WhatsApp 

( ) Signal 

( ) Telegram 

( ) Skype direct messaging 

( ) Jabber 

( ) Ricochet 

( ) Other: _________________________________________________ 

43) Do you feel safe communicating with CJFE and other international organizations? 

( ) Yes 

( ) Sometimes/Not always 

( ) No 

44) If at any time you have not felt safe communicating with CJFE or other organizations, 

did you do it anyway? 

( ) Yes 

( ) No 

Logic: Show/hide trigger exists.  

45) Have you ever held back information because you feared it was not safe to share? 

( ) Yes 

( ) No 

Logic: Hidden unless: Question "Have you ever held back information because you 

feared it was not safe to share?" #45 is one of the following answers ("Yes") 

46) What type of information did you withhold? (Check all that apply.) 

[ ] My location/address 

[ ] My name (I used a pseudonym/pen name) 

[ ] The names of my family members 

[ ] My plans to flee the country 

[ ] Other: _________________________________________________ 

Logic: Show/hide trigger exists.  

47) Have you ever chosen not to contact an international organization because you 

thought it was unsafe? 
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( ) Yes 

( ) No 

Logic: Hidden unless: Question "Have you ever chosen not to contact an international 

organization because you thought it was unsafe?" #47 is one of the following answers 

("Yes") 

48) Approximately how many times? 

_________________________________________________ 

49) What country are you currently located in? (Please skip if you do not want to answer.) 

_________________________________________________ 

50) Do you have any final thoughts that you would like to share about your use of cyber 

devices (computers, mobile phones, the Internet, etc.) or digital security? Please write as 

much or as little as you would like. 

____________________________________________________________________________ 

 

Thank You! 

 

 

 


