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Executive Summary 

1. The UK’s departure from the European Union 

has resulted in the loss of direct access in real 

time to two important centralised EU databases:  

a) The Second Genera t ion Schengen 

Information System (SIS II), which holds 

records of stolen identity documents and 

wanted people,  

b) The Visa Information System (VIS), which 

stores fingerprints and digital photographs of 

those applying for a Schengen visa.    

Those are significant losses likely to damage the 

efficient activity of our police and border forces.  

2. The Passenger Name Record (PNR) national 

databases system, accessible to all EU Member 

States, is used to exchange information about 

airline passengers travelling between the EU and 

third countries.  Member States may also apply 

PNR to intra-EU flights. It appears, and the 

Home Office has stated, that there are 

‘arrangements  providing  for continued transfers 

of  Passenger Name Record  data to protect the 

public from serious  crime and terrorism’.   It is 

important that these transfers continue to be on 

a realtime basis of the same automaticity and 

immediacy as before.  To the extent that there is 

any dilution of automaticity and immediacy in 

real time, this will result in a weakening of an 

important defence against dangerous persons 

entering the country. The necessary objectives 

seem to have been met. 

3. Fortunately, the UK has retained access to the 

Prüm system (which makes accessible to EU 

Member States and the UK all national databases 

which store DNA profiles, fingerprints and 

vehicle registration data).  

4. The UK has also retained access to the European 

Criminal Records Information System (ECRIS), 

which permits access to criminal records of 

individuals on national databases across the EU.  

5. ‘Da t a Adequac y ’ dec i s i on . We awa i t 

confirmation that the UK is regarded as 

continuing to provide a level of personal data 

protection comparable to that provided in 

European law, namely a ‘Data Adequacy’ 

decision. There is good reason to believe that 

such decision will be made in favour of the UK. 

But if granted, and our standards diverge at any 

time in the future, it can be revoked. The UK will 

have to look carefully at how it guards data 

transferred to it from the EU and what 

safeguards it attaches to any such data that it 

then passes on to other non-Member States, 

such as the USA or Australia.  All access to the 

Prüm system, PNR and ECRIS could be lost if 

such Data Adequacy’ decision was to be 

revoked.   

6. Loss of access to SIS II, VIS. The spokesmen of 

both the National Police Chiefs’ Council (NPCC) 

and the National Crime Agency (NCA) have 

acknowledged these losses.  Searches through 
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Interpol will be slower and lack the same 

capability.  The crucial point is the extent to 

which Member States and UK input via Interpol 

systems can make this good.  It is most 

important for the Border Force.  

This is important because in 2019, the last year for 

which we have the figures, the UK conducted no 

fewer than 603 million searches through SIS II. 

‘Investigations could take longer, and it could mean 

that serious criminals are not held to account as 

quick ly’.  Some Member States in some 

circumstances do not use Interpol alerts. Without 

access to SIS II that provides a potential gap for the 

UK.  

7. Loss of membership of Europol.  Importantly, 

the UK has ceased to be a member of Europol, 

‘with its significant and unique capabilities’.   

Mr Rodhouse (NCA) last year highlighted that the 

UK will no longer be able to second national experts 

to Europol, will not have the same influence or 

prioritise its work, and will no longer attend its 

management board and so be able to exert influence 

over its future focus or prioritise areas of threat. As a 

non-Member State the UK cannot initiate operations 

such as Joint Investigation Teams.  Participation in 

meetings and operational activity will be by invitation 

only.  

On 26 January 2021, he said that while he thought 

that on a practical level, very little will change in our 

relationship with Europol, but not being part of the 

Europol Management board might reduce UK 

influence over which particular threats Europol 

places its focus on. He was confident that the UK will 

remain a very strong participant within Europol 

because there is a mutual benefit in that. 

It is an open question what will be the longer term 

impact of the UK’s diminished role in Europol and 

how great the extent of less efficient access to 

Europol’s databases and of reciprocal dis-benefits to 

the EU.   

8. The UK has ceased to subscribe to the European 

Arrest Warrant (EAW).  This means  more 

complex extradition processes.  There are new 

barriers.  Member States and the UK may notify 

the Specialised Committee on Law Enforcement 

and Judicial Cooperation that (i) refusal to 

surrender a person to the UK on political 

grounds may be applied in non-terrorist cases 

and/or (ii) execution of an arrest warrant is to be 

refused on grounds that the requested person is 

a national of the executing state and/or (iii) that 

they wish to opt to disapply the double 

criminality requirement (otherwise double 

criminality is a requirement).  

Hitherto those two grounds for refusal did not exist 

because the UK was a Member State. 

a) Germany, Austria and Slovenia have already 

indicated they will not extradite their own 

nationals.  There are potentially a further 13 

Member States which may likewise refuse to 

surrender their nationals.  The UK would in 

such instances have to provide evidence to 

such Member State, which (not the UK) will 

then decide whether to prosecute.  Any trial 

would be conducted, if at all, in the Member 

State. The return of the ‘own national 

exception’ is plainly disadvantageous; 

b) The fact that the UK as well as Member 

States may in future refuse to surrender a 

wanted person on the grounds that the 

offence is regarded as a political offence or 
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an offence inspired by political motives is less 

controversial.  There are balancing 

arguments for and against.  It is arguably an 

improvement; 

c) Where the double criminality requirement 

returns, that is an unwelcome barrier.  

A further disadvantage is that because the UK will no 

longer have access to SIS II, it cannot transmit an 

arrest warrant directly to the executing judicial 

authority. It will have to be circulated and transmitted 

by Interpol.  That will be less efficient. 

9. Overall 

The UK will have diminished effectiveness in law 

enforcement and security.  These disadvantages will 

affect not just the UK but EU Member States: 

a) The UK’s diminished role in Europol means it 

will have less efficient and swift access to 

Europol’s databases; there will be reciprocal 

dis-benefits to the EU; 

b) Loss of access to SIS II under which anyone 

circulated as wanted or miss ing is 

automatically visible to 27 EU Member 

States, and similar loss of access to VIS will 

be damaging.  It will not be the same to send 

requests to Interpol. There are differences 

between how SIS II and Interpol operate. EU 

states lose similarly in respect of UK 

information; 

c) Uncertainty about the availability in future of 

the full range of EU law enforcement tools; 

d) Uncertainty and serious disadvantage to the 

UK if there is no agreement about data 

adequacy; it may be deprived of access to 

sensitive information; 

e) While the UK will not cease to be a safe 

country, we have lost important tools ‘to 

tackle serious crime going forwards and to 

bring criminals to justice.’  The job of the 1

police and others responsible for our safety 

has been made harder; 

f ) We have lost to a degree our streamlined  
extradition  arrangements. Barriers we have 

not faced since 2005 have now returned – 

bars to surrender of own nationals and the 

double criminality requirement.  There is the 

(probable) benefit of the return of the 

‘political’ exception (other than in terrorism 

cases) so that the UK is not obliged to 

return a wanted person where it suspects 

political motivation; 

g) While there will be continued operational 

co-operation with Europol and Eurojust  that 

reflect the scale   of   our   contribution to these 

agencies, our role in Europol will be 

diminished and likely less effective, to the 

disadvantage of our police; 

h) Tougher UK border rules and other steps 

could indeed make it harder for criminals to 

operate and smuggle illicit commodities such 

as guns and drugs into the country provided 

the UK has the advance information.  But 

the Border Force will have lost access to 

important real time information (SIS II); 

i) Likewise, Member States have lost real time 

access to valuable UK assistance and real 

time input from the UK no longer being a 

member of Europol; 

j) In short, what has been achieved is more 

than many feared would be the case; but it is 

not as good as what went before.  More 

needs to be done.  It is in the first rank of 
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interests of those on both sides of the 

Channel to return promptly to the table and 

seek to remedy these weaknesses. 
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Introduction 

On 24 December 2020, the United Kingdom agreed the terms on which it has left the European Union: 

the UK-EU Trade and Cooperation Agreement , “the Agreement”.  Part Three of the Agreement: ‘Law 2

Enforcement and Judicial Co-operation in Criminal Matters’  has as its objective  3

“to provide for law enforcement and judicial cooperation between the Member States [etc.] …  and 

the United Kingdom …  in relation to the prevention, investigation, detection and prosecution of 

criminal offences and the prevention of and fight against money laundering and financing of 

terrorism.” 

This paper examines Part Three of Agreement. It explains what tools the UK had prior to signing the 

Agreement and what tools it has going forward.  The question it addresses is: Will our police and 

security services be advantaged or disadvantaged by the changes?   
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The Arrangements and their Governance prior to  

1 January 2021 

To understand what may have been lost, gained 

or just stayed the same, one must understand the 

former arrangements.  

Definitions 

To understand the EU’s starting points and 

potential barriers to the UK’s aspirations, one 

must have in mind core EU concepts and what 

they mean: 

1. The Area of Freedom, Security and Justice 

(AFSJ):  EU Justice and Home affairs ( JHA) 

comprises a set of policies designed to help 

Member States manage the negative side 

effects of economic integration and the 

abolition of border controls: movement of 

criminals/terrorists, money laundering, drugs 

and illegal weapons.  Pursuant to the Lisbon 

treaty, since 2009, this domain has been 

under the competence of EU institutions and 

the supervision of the Court of Justice of the 

European Union (CJEU), formerly the ECJ.  

The AFSJ uses the principle of mutual 

recognition in the single market, that means 

that member-states recognise and accept 

each other’s lawfully marketed products. In 

the criminal domain, it implies that national 

authorities recognise and execute each 

other’s judicial decisions, on the basis that 

they trust each other’s judicial systems. 

2. Title V of the Treaty on the Functioning of 

the European Union (TFEU): this regulates 

the AFSJ. It covers: 

a) Judicial co-operation in civil matters (such 

as what happens to a child of Polish and 

Italian parents if they divorce); 

b) Judicial co-operation in criminal matters 

(for instance, how to extradite a 

suspected criminal from Germany to the 

UK); 

c) Harmonisation of criminal law (ensuring 

that every member-state punishes 

terrorist offences); 

d) Police co-operation (creating an EU police 

agency, Europol) [discussed later below]; 

e) Asylum and migration policies (what to 

do with an asylum-seeker when he or she 

first arrives in Europe) - the UK is no 

longer part of this; 

f ) JHA agencies like Eurojust (the EU’s 

agency for judicial co-operation) [see 

more below] and Frontex (the European 

border and coast guard agency); 

g) Border controls (agreeing on a common 

visa policy and making sure that criminals 

do not go in and out of the Schengen 

area undetected). 
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3. The EU Charter of Fundamental Rights (CFR/

Charter): this facilitates cooperation in this 

area by guaranteeing specified and wide-

ranging human rights across the EU whenever 

the EU Institutions and member-states apply 

EU law (although Poland the UK have had a 

partial domestic opt-out). The Charter 

supplements the provisions of the European 

Convention on Human Rights which is now 

directly applicable within the UK by virtue of 

the Human Rights Act. Whatever the reader’s 

views on the merits and effect of the Charter, 

it is a fact of life and one which colours the 

approach of the CJEU and Commission to 

the matters discussed in this paper. 

4. The Schengen area: this is a passport-free 

travel area. In exchange for abolishing most 

internal border controls, Schengen countries 

have agreed to work together to protect the 

area’s external crossings, and cooperate on 

judicial matters, law enforcement, migration 

and security.  

Note: The UK has never been a member of 

Schengen but had the right to participate in some 

Schengen-related measures, including the 

Schengen Information System (SIS II) [discussed 

later below].  

5. Eurojust :  this ‘works with national 

authorities-border crimes involving two or 

more countries. The Agency leads the judicial 

response to growing threats in Europe, 

enabling Member States to keep one step 

ahead of criminals mainly focusing on 

organised crime groups’.  Cases brought to 4

Eurojust often involve more than one crime 

type. Priority crime types include: 

• Terrorism 

• Cybercrime 

• Trafficking in human beings 

• Crimes against the financial interests of the 

EU 

• Migrant smuggling 

• Environmental crime 

• Money laundering 

• Swindling and fraud. 

Comment: Detai led arrangements are 

contained in the Agreement for the effective 

preservation of such co-operation through 

Eurojust.  5

6. The European Convention and Act on Mutual 

Assistance in Criminal Matters :  The 6

Convention aims to encourage and facilitate 

mutual assistance between judicial, police and 

customs authorities on criminal matters and 

to improve the speed and efficiency of judicial 

cooperation. It supplements the 1959 Council 

of Europe Convention on Mutual Assistance 

in Criminal Matters and its 1978 Protocol.  

The Act approves the Convention on behalf 

of the  EU. The regime provides for and 

addresses in detail the scope and procedures 

of: 

• Requests for mutual assistance 

• Specific forms of mutual assistance 

• Interception of telecommunications. 

Comment: Detai led arrangements are 

contained in the Agreement for the effective 

preservation of full co-operation through Mutual 

Assistance .  This is excellent news.  7
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Access of non-Member States to 

EU JHA databases 

The EU has a large body of databases (detailed next 

below).  Each serves a different purpose. It may be to 

catch criminals or may be to gather information on 

visa applications.  Each database has one or more 

different legal bases, depending on its purpose.  If 

different parts of the database are used for e.g. (i) law  

enforcement and (ii) to secure Schengen’s external 

borders, then that involves different legal bases.   

There is no legal base in the EU treaties for a non-

EU, non-Schengen country such as the UK, to access 

Schengen data.  How successfully has the UK 

negotiated work-arounds? 
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Databases and institutional frameworks 

First come the important databases.  What do they 

serve to achieve?  

1. Second Generation Schengen Information 

System (SIS II):   a centralised EU database of 

stolen identity documents and wanted people. 

This database, which operates in real time is 

accessible to the Police of Member States, has 

probably been the one most valued by the 

police. Hitherto the UK has participated in most 

of Schengen’s criminal and policing laws, 

regulating border controls, visas and free 

movement of travellers.  

a) This database allows participating countries 

to share alerts on law enforcement in real 

time. That means that when anyone gets 

checked anywhere, other countries know 

about it straightaway. Police officers use it 

daily to try to trace people with warrants 

issued against them, defendants or witnesses 

absconding from court, stolen cars, missing 

people or those under surveillance. 

b) Deputy Assistant Commissioner Richard 

Martin of the Metropolitan Police (the 

National Police Chiefs' Council's [NPCC] 

Lead for Brexit) told MPs in July 2020 that 

British officials checked SIS II some 603 

million times in 2019.  8

2. Visa Information System (VIS):  a centralised EU 

database. It stores fingerprints and digital 

photographs of those applying for a Schengen 

visa. 

Note: The UK has lost real time access to each of 

these two data bases. The impact is examined below. 

  

3. Passenger Name Record (PNR): national 

databases accessible to all EU Member States. 

The PNR system is used to exchange 

information about airline passengers travelling 

between the EU and third countries.  Member 

States may also apply PNR to intra-EU flights. 

The PNR Directive provides a legal basis to 

enable EU airlines to share data with Law 

Enforcement Authorities, and help prevent, 

detect and investigate serious and organised 

crime and terrorism offences.  As the European 

Council says:  9

‘Organised crime and terrorist activities 

often involve international travel. As a 

response to the abolition of internal border 

controls under the Schengen Convention, 

the EU provides for the exchange of 

personal data between law enforcement 

authorities. The PNR system  complements 

the already existing tools to cope with cross-

border crime. Processing PNR data allows 

law enforcement authorities to discover 

persons unsuspected of crime or terrorism 

before a specific data analysis shows they 

might be.’ 

• The effect of Article(s).PNR 21, 22, 33 

and 34 is to enable the UK to require air 

carriers to transfer PNR data to the UK’s 

Passenger Information Units (PIUs) by the 

preferred ‘push method’ on terms that 
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match those in EU’s PNR Directive 

2016/681 (see in particular articles 4 and 

6 of that Directive). So long as that 

remains the case the UK will retain access 

to vital real-time information about 

arrivals. 

4. Eurodac:  a European law-enforcement 

database which stores the fingerprints of 

asylum seekers. 

Note: The UK has lost access to Eurodac.  The 

effect is addressed later below. This is significant 

as the absence of information about those who 

seek asylum in the UK who have already become 

known to a third EU member state will be 

material in whether or not their claims in the UK 

will be regarded as "inadmissible" under the new 

asylum procedures instituted by the Home 

Office from the beginning of January 2021 (that 

any person who travelled to the UK through a 

safe country will have their asylum case declared 

inadmissible)  which supplant the Dublin III 

procedures of which the UK is no longer a part 

since its departure from the EU.   

Further, in the absence of bilateral return 

mechanism agreements with third countries it 

will be hard, if not impossible to return those 

whose claims are ruled as inadmissible. 

5. Prüm system databases: National databases 

which store DNA profiles, fingerprints and 

vehicle registration data.  They are accessible 

to EU Member States. 

• The UK retains access as before to Prüm. 

   

6. European Criminal Records Information 

System (ECRIS): this permits access to 

criminal records of individuals on national 

databases across the EU. 

• The UK retains access as before to ECRIS. 
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Privacy Rules: Data adequacy - the need for 

permanent provision   

‘Data adequacy’ is a status granted by the 

European Commission to countries outside the 

European Economic Area (EEA) which provide a 

level of personal data protection comparable to 

that provided in European law. When a country 

has been awarded the status, information can 

pass freely between it and the EEA without 

further safeguards being required.  The EU 

defines personal data as any information relating 

to an identified or identifiable person. This broad 

definition covers the usual areas like name, 

address and bank or health records, while 

extending to car registrations and photographs. 

The protection of this data is enshrined in the 

Charter. 

An Adequacy Decisions under the General Data 

Protection Regulation (GDPR) and the Law 

Enforcement Directive (LED)  has not yet been 10

conferred on the UK. Instead, the Agreement 

creates a "bridging mechanism" to enable the free 

flow of data until adequacy decisions under the 

GDPR and LED can be put in place.   As matters 

stand, there is an interim provision for the next 

six months of 2021 in favour of the UK. It is 

uncertain how long it will take before a final 

decision is made. But we can be quite certain 

that to obtain and retain the benefit of a data 

adequacy decision and to continue to obtain 

access to these databases and records, the UK 

will need to comply with EU privacy rules.  

We turn here to two landmark decisions of the 

C J EU , t h e S c h re m s I I  a n d P r i v a c y 11

International . These go to the heart of what 12

the regulations mean and how they must be 

applied.  We then explain their significance for 

future exchanges of data with the EU, vital to the 

UK’s national security and the prevention of 

crime.  If they are not adhered to, the EU can 

revoke the Data Adequacy Decision it is hoped it 

will grant.   

Schrems II judgment  

1. The CJEU in its July 2020 judgment 

invalidated all transfers of personal data on 

the basis of the Commission’s earlier Privacy 

Shield Decision from the EU to the USA. 

Transfers on that basis are illegal under EU 

law.  

2. Further (and importantly in this context) the 

court stipulated stricter requirements for the 

transfer of personal data based on standard 

contract clauses (SCCs).  This implies serious 

consequences for data transfers outside the 

scope of SCCs, such as transfers between 

EU Security agencies and non-EU agencies. 

Within the EU, data controllers or 

processers who intend to transfer data 

based on SCCs must ensure that the data 

subject to them is granted a level of 

protection essentially equivalent to that 

guaranteed by the GDPR and the EU 

Charter of Fundamental Rights (CFR).  

THE TRADE AND COOPERATION AGREEMENT: THE JUSTICE AND SECURITY CHALLENGES AHEAD 12



 
3. If necessary, there must be additional 

measures to compensate for any gaps in 

protection of third-country legal systems. 

Failing that, operators must suspend the 

transfer of personal data outside the EU.   

4. After 1 January 2020 this will include 

transfers of personal data from the EU to 

the United Kingdom, particularly where 

there is the possibility that such data might 

be transferred from the UK to a non-

Member State.  Transfers to the USA are a 

prime example of this. 

5. The CJEU has confirmed how EU standards 

of data protection must travel with the data 

when it goes overseas.   

Privacy International judgment 

On 6 October 2020, the Grand Chamber of the 

CJEU gave its ruling on a reference by the UK’s 

Investigatory Powers Tribunal concerning the legality 

u n d e r E U l a w o f s e c t i o n 9 4 o f t h e 

Telecommunications Act 1984.  

The facts:  For a number of years various security 

and intelligence agencies of the UK, namely GCHQ, 

MI5 and MI6 have acquired and used sets of bulk 

personal data, such as biographical or travel data, 

financial or commercial information, communications 

data liable to include sensitive data compiled under 

professional secrecy, or journalistic material. That 

data had been obtained by various, possibly secret, 

means. It would be analysed by cross checking and by 

automated processing and could be disclosed to 

other persons and authorities and shared with 

foreign partners.  

The security and intelligence agencies would also use 

bulk communications data acquired from providers 

of public electronic communications networks under, 

into alia, directions issued by a Secretary of State on 

the basis of section 94 of the Telecommunications 

Act 1984. GCHQ and MI5 had been doing so since 

2001 and 2005, respectively. 

The data concerned included traffic data and service 

use information, making it possible, in particular, to 

know the “who, where, when and how” of 

communication. That data was transmitted to the 

security and intelligence agencies and retained by 

them for the purpose of their activities. 

Decision: In short, article 15 (1) of Directive 

2002/58/EC and Articles 7, 8, 11 and 52 (1) of the 

Charter required that account be taken of the 

importance of both the right to privacy guaranteed 

in Article 7 and the right to protection of personal 

data guaranteed in Article 8 as well as the 

importance of the right to freedom of expression 

guaranteed in Article 11.   

The transmission of traffic data and location data was 

carried out in a general and indiscriminate way and 

so affec ted a l l per sons us ing e lec t ron i c 

communications services. Thus, it applies even to 

persons with whom there was no evidence to 

suggest that their conduct might have a link with the 

object of safeguarding national security.  Accordingly, 

national legislation requiring providers of electronic 

communications services to disclose traffic data and 

location data to the security and intelligence services 

by means of general and indiscriminate transmission 

exceeded the limits of what was strictly necessary 

and could not be considered to be justified within a 

democratic society as required by the Directive and 

the Charter. 
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Hurdles the UK must overcome to 

obtain and keep a Data Adequacy 

decision 

The EU will need to be satisfied that the U.K.’s 

privacy regime gives equivalent protections to its 

own. It can do this by granting ‘adequacy decisions’.  

Significantly these are usually time-limited and can be 

annulled at any time by either the Commission or the 

CJEU, if they consider standards no longer comply.   

1. Henceforth, the UK (although not directly within 

the jurisdiction of the CJEU) will have to 

continue to ensure that its surveillance and data 

protection laws meet the requirements of the 

CJEU – discussed above. The CJEU can strike 

down any adequacy decision approved by the 

Commission.  the EU will require “equivalence” 

of privacy protection in respect of data 

transferred from a Member State to the UK, if it 

is to permit data to be passed to the UK 

authorities.   

2. Since May 2018, personal data within the EU has 

been protected through the GDPR. This aims to 

harmonise data protection laws across the EEA, 

as well as updating and expanding the scope of 

existing regulation. The UK meets GDPR through 

the 2018 Data Protection Act.  

3. Additional rules and exemptions (relaxations) 

apply when data is used for law enforcement – 

individuals do not have a right to ‘erase’ personal 

data being used in criminal investigations or 

proceedings, for instance – and are set out in 

the  2016 Law Enforcement Directive, which is 

also implemented in the UK’s Data Protection 

Act 2018. 

4. In general, for third countries, the threshold set 

by the Court also applies to the need for all 

appropriate safeguards under Article 46 GDPR 

used to transfer data from the EEA to any third 

country, e.g., the USA.  

5. The combined effect of the decisions in Schrems 

II and Privacy International means that if the UK 

does not ensure its practices in relation to 

provision by electronic service providers of 

general and indiscriminate bulk communications 

data to the security and intelligence agencies 

comply, there might be a barrier to the transfer 

of data to the UK by the security and intelligence 

agencies of EU Member States.  

6. The UK has given the assurance that it has no 

intention of leaving the European Convention of 

Human Rights, but it will no longer be party to 

the Charter.  The protections afforded by that 

Charter go beyond those of the ECHR. They are 

crucial for EU cooperation on matters such as 

extradition and sharing information.  

7. When addressing data transfers to the USA, the 

CJEU considered that the requirements of US 

domestic law, and in par ticular cer tain 

programmes enabling access by US public 

authorities to personal data transferred from the 

EU to the US for national security purposes, 

resulted in limitations on the protection of 

personal data which were not circumscribed in a 

way that satisfies requirements that are 

essentially equivalent to those required under EU 

law, and that this legislation did not grant data 

subjects actionable rights before the courts 

against the US authorities. 
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Data Adequacy and the wider 

context: conclusion 

The Agreement addresses the onward transfer of 

data shared for law enforcement purposes.  For 

example, law enforcement authorities are prohibited 

from making onward transfers without obtaining 

consent of whichever authority provided the 

information and without appropriate safeguards 

regarding the protection of personal data. This would 

appear to deal with the concerns raised by the 

EDPB.  13

But, encouragingly for the UK, there is also a wider 

context to consider. The UK is a departing EU 

Member State, which has given statutory effect to 

the GDPR, so to suggest the UK is not adequate 

would seem to set the bar for adequacy impossibly 

high.   We believe that UK oversight of its intelligence 

agencies is at least as good as that of Member States.  

Our courts are proudly independent of government. 

Note  

1. It is important to be aware that all access to SIS 

II, VIS, the Prüm system and ECRIS, would be 

lost, and real time PNR data exchanges impeded, 

if a Data Adequacy’ decision is not granted or 

were later to be revoked. That would be a grave 

matter.    

2. At the same time, we recognise that keeping in 

step with the EU in respect of data protection 

may result in the UK having to make a choice 

between retaining “data adequacy” in the eyes of 

the EU authorities and going its own way if and 

when circumstances change (e.g., further 

unwelcome extensions to the Schrems II and 

Privacy International decisions) and the balance 

of advantage is seen to have shifted. This field will 

be a sensitive one and the UK government in 

coming years may have to balance sacrificing 

national aspirations or going its own way and 

incurring countervailing disadvantages.    

3. In this respect we draw attention to Article 4 of 

the Treaty on European Union , especially 14

Article 4 (2), which carves out national 

security  from EU competence. That has allowed 

security and intelligence agencies to cooperate 

on an intergovernmental basis. However, it is 

known that there has for a few years been a 

wish in the institutions to define and 

limit  the  scope of that carve-out. At the same 

time, it is understood that in Germany and some 

other Member States there have been growing 

concerns about how foreign intelligence services 

might handle data transferred to them.  This will 

be a delicate area.  Henceforth the UK, no 

longer a Member State, will be likely to have lost 

influence in such debates.   

4. This paper does not address trade issues. But it 

would be wrong not to mention that an 

adequacy decision is also crucial to businesses.  

These rely more and more on data transfers for 

their day-to-day operations. Without an 

adequacy decision, the UK and the EU will have 

to resort to inefficient legal mechanisms to share 

data, such as standard contractual clauses. 
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The European Arrest Warrant 

It is worth explaining this in some detail. The 

European arrest warrant ("EAW")  is a simplified 15

cross-border judicial surrender procedure – for the 

purpose of prosecution or executing a custodial 

sentence or detention order.  The  Framework 

Decision on EAW has been in force since 1 January 

2004 in all Member States. It replaced the lengthy 

extradition procedures that used to exist between 

EU countries. 

The aim of the EAW is to ensure that open borders 

and free movement in the Union are not exploited 

by those seeking to evade justice. It has been highly 

successful. 

For example, the EAW was applied in the following 

cases: 

• a terrorist involved in the Paris attacks caught in 

Belgium, 

• an attacker of the Brussels Jewish Museum 

arrested in France, 

• a failed London bomber caught in Italy, 

• a German serial killer tracked down in Spain, 

• a suspected drug smuggler from Malta 

surrendered by the UK, 

• a gang of armed robbers sought by Italy whose 

members were arrested in 6 different EU 

countries. 

How does it work? 

An EAW issued by one EU country's judicial 

authority is valid in the entire territory of the EU. 

The mechanism is based on the principle of mutual 

recognition and therefore operates via direct 

contacts between judicial authorities.  An EAW may 

be issued by a national judicial authority for: 

• prosecuting a person when the offence for 

which the person is being prosecuted has a 

maximum penalty of at least 1 year of 

prison; or 

• all execution of a custodial sentence or 

detention order when the sought person has 

been sentenced to a prison term of at least 4 

months. 

1. Strict time limits 

One of the main advantages of the EAW is the strict 

time limits it imposes. This allows for swift 

procedures and avoids that a person is kept in 

custody for too long pending a decision. The country 

where the person is arrested has to take a final 

decision on the execution of the European arrest 

warrant within 60 days after the arrest of the person 

if the person does not consent to the surrender. If 

the person consents to the surrender, the surrender 

decision must be taken within 10 days. 

The person requested must be surrendered as soon 

as possible on a date agreed between the authorities 

concerned, and no later than 10 days after the final 

decision on the execution of the European arrest 

warrant. 

2. Double criminality check – not required for 32 

categories of offences 

Another important advantage of the EAW compared 

to extradition proceedings is that for 32 categories of 
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offences, there is no verification of whether the act is 

a criminal offence in both countries. The only 

requirement is that it be punishable by a maximum 

period of at least 3 years of imprisonment in the 

issuing country. 

For other offences, surrender may be subject to the 

condition that the act also constitutes an offence in 

the executing country. 

3. No political involvement 

Decisions on EAW are made by judicial authorities 

alone, without political considerations. The executive 

may not interfere in the decision of the judicial 

authority. The judicial procedure also ensures that 

the rights of the person sought are protected. 

4. Surrender of nationals 

EU countries cannot refuse to surrender their own 

nationals to other Member States unless they take 

over the execution of the prison sentence against the 

wanted person. 

5. Guarantees 

The country that executes the EAW may require 

guarantees that: 

a) after a certain period, the person will have 

the right to ask for review if the punishment 

imposed is a life sentence. 

b) the sought person can serve any resulting 

prison time in the executing country if he or 

she is a national or habitual resident of that 

country. 

6. Limited grounds for refusal 

A country can refuse to surrender the requested 

person only if a ground for refusal applies.  The 

Framework Decision on EAW provides mandatory 

and optional grounds. 

 Mandatory grounds 

• the person has already been judged for the 

same offence (ne bis in idem), 

• the person is a minor (the person has not 

reached the age of criminal responsibility in 

the executing country), 

• the offence is covered by amnesty (the 

executing country could have prosecuted, 

and the offence is covered by an amnesty in 

that country). 

Optional grounds, when transposed by   

Member States- such as: 

• lack of double criminality for offences other 

than the 32 listed in the Framework 

Decision on EAW, 

• there is a pending criminal procedure in the 

executing country for the same acts, 

• a statute of limitations applies, 

• the person has been judged in absentia, 

without respect for certain conditions. 

Significant issues From loss of 

participation in the EAW regime 

Notwithstanding the terms of the Agreement, the 

loss of participation in the EAW regime gives rise to 

significant issues.    

1. Under the EAW, Member States are obliged to 

surrender people suspected of one of 32 serious 

offences even if what they are accused of is not 
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considered a crime in the country where they 

are located.  

• Importantly, that is no longer guaranteed. 

Unless the UK and Member States opt 

not to reintroduce the double criminality 

test , double criminality wil l be a 

requirement . It remains to be seen how 16

many member states opt in. 

2. The EWA regime had abolished constitutional 

bans on extraditing the country’s own nationals. 

This is important:  

• Save where the EWA regime applies, 

some countries, of which Germany is one, 

have constitutions which do not permit 

the extradition of their nationals.  But if a 

case falls within the scope of the EAW, 

that barrier is removed so that, for 

example, a German national can be 

extradited to another EU Member State.       

• Henceforth, (see below) a country such 

as Germany, may not extradite wanted 

German nationals to the UK. 

3. By virtue of the EWA regime, EU countries are 

not permitted to refuse extradition on the 

grounds that the offence for which they are 

wanted is regarded as a political rather than a 

criminal act in the country where they are 

located (the “political exception”).  This has been 

modified – see next section below.  

• This is not an empty issue in a world in 

which one man’s ‘freedom fighter’ is 

another man’s terrorist. By way of 

example, Rita O'Hare, was in 1972 

arrested in Northern Ireland for the 

attempted murder of a British Army 

officer in Belfast the previous year. She 

was released on bail but fled to Dublin 

where the Irish High Court ruled that she 

should not be extradited to the UK 

because her alleged offence was 'political'. 

She is believed to be among almost 200 

IRA suspects told they would not face 

prosecution by the Blair government as 

part of the Northern Irish peace 

process.  17

• Fortunately, the Agreement seeks to close 

that loophole, by excluding terrorist cases 

from the scope of the ‘political’ exception. 

  

4. Speed - extradition under the EAW is very swift: 

the average time for extraditing a suspect is 15 

days for uncontested cases and 48 days for 

contested cases. No extradition treaty in the 

world allows for as much cooperation between 

countries as the EAW.  

• The new arrangement includes mandated 

time limits for the surrender of individuals 

to countries. It retains the immediate 

power of arrest. That is good. 

5. Surrender agreements - The CJEU’s decision in 

the case of Pisciotti  in 2018 governing the 18

request for extradition to the US of this Italian 

citizen who had been arrested while in transit in 

Germany, complicates the surrender of EU 

citizens to non-EU countries which do not have 

bilateral ‘surrender’ agreements with all the other 

members of the EU.  Under this principle, 

Germany should have transferred Mr Pisciotti to 

Italy, the country of which he was a citizen, for 

that country’s courts to handle the US’ 
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extradition request. We explain this decision’s 

practical significance below. 

Important changes 

Throughout the agreement, extradition is referred to 

as a mechanism of ‘Surrender’. The arrangement, 

unlike the Council Framework Decision on the EAW, 

does not seem to be based on mutual trust and 

recognition. The core points we believe are these:  

1. Reintroduction of political exception. The 

execution of an arrest warrant may not be 

refused on the grounds that the offence may be 

regarded by the executing State as a political 

offence etc.  But the UK and the Union, acting 

on behalf of any of its Member States, may each 

notify the Specialised Committee on Law 

Enforcement and Judicial Co-operation that the 

refusal on political grounds will be applied only in 

relation to defined offences of terrorism. 

This means that the political exception to 

surrender will not be applied to terrorist 

offences but may be applied on a country by 

country basis to other offences.  19

• It is good that the political exception 

will not apply in terrorist cases.  The 

reintroduction of the “political” 

exception is the result of a policy 

decision by the UK government.  While 

it might result in a Member State 

refusing to extradite a wanted person 

to the UK, it means that the UK is not 

obliged to extradite someone living in 

the UK (whether or not a national) 

where it has reservations about the 

motivation of the requesting State and 

those in relevant authority. This is a 

matter on which there are respectable 

arguments . Not al l prosecuting 

authorities are as free from political 

interference as those in the United 

Kingdom. 

2. Reintroduction of “own national” exception. The 

execution of an arrest warrant may not be 

refused on the grounds that the requested 

person is a national of the executing state. But 

the UK and the Union may each notify the 

Specialised Committee that that State’s own 

nationals will not be surrendered or that the 

surrender of their own nationals will be 

authorised only under cer tain specified 

conditions. In circumstances where a State has 

refused to execute an arrest warrant on the 

basis that in the case of the United Kingdom it 

has made notification or, in the case of a 

Member State, the Union has made notification 

on its behalf, that State shall consider instituting 

proceedings against its own national which are 

commensurate with the subject matter the 

arrest warrant.  20

• Henceforth, because the UK will not 

be within the scope of the EAW, a 

country such as Germany, will not 

extradite wanted German nationals to 

it. The best that can be hoped for is 

that such state will prosecute. But 

there is no obligation to prosecute.  

There can be no guarantee that it will 

prosecute a case which he United 

Kingdom prosecutor would have 

brought. Sixteen Member States do 
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not extradite own nationals outside of 

the Union.  21

• It is an open question what approach 

different Member States will adopt in 

respect of different offences, in 

particular terrorist offences which are 

obviously the most serious. It is to be 

hoped that countries such as Germany 

will not adopt towards the UK as 

rigorous practice, as they do in respect 

of other third countries. Only time will 

tell. 

• In the case of a national of a country 

such as Germany who is in another 

Member State to which the arrest 

warrant is issued, it appears to us that 

the effect of the decision in Pisciotti 

will apply, and the individual would be 

transferred to his/her national state at 

which point the nationality exception 

will apply.   

• It seems unlikely that the UK will make 

such a declaration, and therefore UK 

nationals will remain at peril in the UK 

from arrest warrants from Union 

members , even i f there is no 

reciprocity.  

3. Double criminality requirement. The agreement 

reintroduces the requirement (unless opted out) 

that the crime for which the UK seeks surrender 

of a person is a crime in the jurisdiction of the 

Member State unless the relevant State has 

opted otherwise – see above. It is not apparent 

that this is beneficial.  

4. Transmission of arrest warrant. If the location of 

the requested person is known, the issuing 

judicial authority may transmit the arrest warrant 

directly to the executing judicial authority.  22

Because the UK will no longer have access to SIS 

II, the arrest warrant can be circulated and 

transmitted by Interpol . This is unlikely to be as 23

efficient as if through SIS II. 

• See below for discussion of the 

importance of SIS II. 

5. Transitional Arrangements. The effect of the 

Agreement on exiting EAWs is that it applies to 

those EAWs issued before the end of the 

transition period (31 December 2020) that have 

yet to be executed.  24

What have those with experience 

had to say about the changes to the 

EAW?  

On 3 November 2020, the House of Lords’ Select 

Committee on the European Union EU Security and 

Justice Sub-Committee took oral evidence on Post-

Brexit police co-operation from Deputy Assistant 

Commissioner Richard Martin (National Police 

Chiefs' Council's Lead for Brexit) who was at that 

time anticipating where the UK might be placed:  

‘One of the negotiations going on at the 

moment is trying to secure the Norway-

Iceland agreement. … It is not the same as a 

European arrest warrant, but it gives officers 

the ability to make an arrest on the ground 

without a warrant as they can do with the 

European arrest warrant. [It] allows a power 

of arrest immediately [and] allows us to 
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arrest at a specific time and place. It has a lot 

of similarities with the European arrest 

warrant. The only thing it does not have is 

that countries do not have to extradite their 

own nationals. They can choose not to. With 

the European arrest warrant, that is not the 

case.’ 

Two important letters were written in November 

2020 in response to questions raised by the chair of 

the Home Affairs Select Committee.  These set out 

clearly the potentially disadvantageous effects of the 

United Kingdom’s new status outside the EU. Their 

authors write with authority:  

1. Letter of 5 November 2020 from Steve 

Rodhouse, Director General Operations, of 

the National Crime Agency (NCA);  25

2. Letter of 11 November 2020 from Martin 

Hewitt QPM, chair of the NPCC [the same 

o r g an i s a t i on a s Depu t y A s s i s t an t 

Commissioner Martin (above).  26

NCA:  the NCA and its partners have extensively 

used the EAW to enable the fast-track surrender and 

extradition of wanted individuals to and from EU 

Member States.  

NPCC:  UK law enforcement makes extensive use of 

the EAW to enable the fast-track surrender and 

extradition of wanted individuals each way. EU 

Member States may refuse to extradite their own 

citizens, which is not the case under the EAW 

process. Germany, Austria and Slovenia had already 

indicated they will not extradite their own nationals. 

In mitigation, Home Office funding has been provided 

to create a National Extradition Unit (NEU), 

operational from 31st December and responsible for 

all operational extradition across England and Wales 

and covering every aspect of the process for 

manhunts and the Extradition Court process through 

to removals and collections. 

On 26 January 2021, Mr Rodhouse and Asst. Chief 

Constable Peter Ayling (NPCC) gave evidence with 

Vice-Admiral Sir Charles Montgomery KBE ADC, 

former Director General of the Border Force to the 

Security and Justice Sub-Committee of the House of 

Lords. Mr Rodhouse and Mr Ayling were reassured 

that the new arrangements retained the majority of 

the features from the EAW system.  

• They were not asked their views on the 

nationality or political exceptions or the re-

introduction (unless otherwise opted out) of 

the double criminality requirement. 

Lord Blair of Boughton, Commissioner of the 

Metropolitan Police from 2005 to 2008, was in 

charge of the police response to the 7/7 bombings. 

He told the BBC (5 January 2021):  27

‘One of the wonderful things about the 

European Arrest Warrant is that there is no 

nationality bar on extraditing people, 

whereas … some countries may refuse to 

extradite their own nationals if we want 

them.’ 

• The Agreement has reintroduced the 

‘nationality bar’.  Germany Austria and 

Slovenia (definitely) and possibly up to 13 

other Member States will apply it. 
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Title V: Cooperation with Europol going forward 

The stated objective of this Title is “to establish 

cooperative arrangements between Europol and the 

competent authorities of the United Kingdom in 

order to support and strengthen the action by 

Member States and the United Kingdom, as well as 

their mutual cooperation in preventing and 

combating serious crime, terrorism and forms of 

crime which affect a common interest covered by a 

Union policy”. The Agreement contains generous 

provisions for cooperation  including the designation 28

of national contact point and liaison officers who 

may be “invited” to operational meetings (with similar 

reciprocal arrangements).  Strategic agreements will 29

allow police forces to share general intelligence 

information (such as threat assessments).   

1. Operational agreements will also permit the 

exchange of personal data, subject to 

protections.  30

2. But the Agreement does not give the UK, as 

a third (non-EU) country, direct access to 

Europol’s databases. In other words, real-

time access is lost. This is discussed later 

below. 

3. The UK will be able to post liaison officers 

to the agency and allowed to participate in 

Europol’s projects. The UK can participate in 

Joint Investigation Teams under which 

multinational police teams work together on 

an investigation.  31

Notwithstanding the new arrangements, there 

remain significant operational losses: 

• Officers in the UK will no longer be able 

to interrogate databases directly on their 

own. Only liaison officers who are based 

within Europol can access the Europol 

Information System. That means that 

searches will take more time.  That is a 

further loss of real time access.  

• As a non-EU country, the UK will have no 

say over how Europol works. Only EU 

member-states have a seat on Europol’s 

management board. Although officers will 

be permitted to sit in on meetings, they 

will not have a direct say in decisions. 

• Further, the UK will have to pay into the 

budget. 

What have those with experience 

had to say about the changed 

relationship with Europol?  

Sir Rob Wainwright (the Director of Europol from 

2009 to 2018) in his evidence to the sub-Committee 

of the House of Lords on 3 November 2020 (above) 

said:  

‘Here is quite a challenge, not least for 

Europol itself. I mentioned earlier the volume 

of UK intelligence that is currently shared 

through Europol. It is at least five times 

greater even than that of the United States. 

For that to suddenly be automatised through 

a direct interface and have to go through a 

central unit in itself is quite a burden for the 

agency to manage at those volumes.  It might 

lead to even further time lags than normal, 
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but it also leads to a significant challenge on 

how Europol can cope with that.’  

Mr Rodhouse of the NCA in his letter of 5 

November 2020 (above) wrote: 

The NCA and its UK Law Enforcement 

partners make extensive use of Europol’s 

significant and unique capabilities.  Even if 

there were to be a Deal, the NCA would no 

longer be able to second national experts to 

Europol and will not have the same 

influence, prioritise work and get UK 

operations to offer the specialist analytical 

assistance Europol needs. The UK would no 

longer attend the Europol Management 

board. It will no longer be able to exert 

influence over the future focus and prioritise 

areas of threat from within the agency. 

Mr Hewitt of the NPCC in his letter of 11 

November 2020 wrote:   

Non-EU Member States are not able to 

initiate operations such as Joint Investigation 

Teams and must rely upon a partnership 

with another Member State to undertake 

any activity. It is feared that while liaison will 

be agreed, participation in meetings and 

operational activity is only by invitation and 

only with the approval of the other 

participating EU Member States. The UK will 

need to secure a large enough delegation to 

Europol to be able to secure influence.  

Mr Rodhouse  

In his evidence on 26 January (above) 

stressed the importance of this relationship. 

He thought that on a practical level, very 

little will change in our relationship with 

Europol. But not being part of the Europol 

Management board might reduce UK 

influence over which particular threats 

Europol places its focus on. He was 

confident that the UK will remain a very 

strong participant within Europol because 

there is a mutual benefit in that. 
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The loss of access to databases - identifiable 

benefits lost 

What if anything has the UK lost?  First there is the 

evidence given on 3 November 2020 by Deputy 

Assistant Commissioner Martin  (above): 32

‘We use our EU powers extensively. To take 

something simple,  the Schengen Information 

System [SIS II], which is  the system  that EU 

countries put wanted people, stolen 

property or missing people  on,  is  very 

much  linked  to our own national system. 

Every time one of my police officers is on 

the streets and checks a vehicle or a person, 

that automatically goes from the English 

system out into SIS, so we know whether 

that person is wanted overseas or  is missing 

from somewhere, or whether  the vehicle  is 

stolen. … 

It is real-time as well: as soon as we circulate 

somebody, it goes on to that system. For us, 

information is key. The speed at which we 

get information and intelligence is key. It 

allows us to take some action right there and 

then, especially with that system. 

The Chair:  It is the real-time connectivity 

that makes a big difference in all those areas. 

Deputy Assistant Commissioner Richard 

Martin: Yes, very much.’ 

Next, we come again to the two November 2020 

letters of Mr Rodhouse (NCA) and Mr Hewitt 

(NPCC): 

The essence of their answers is synthesised by 

reference to each topic. 

1. SIS II  

NCA: the letter emphasised the great 

benefit of the UK’s current ability to share/

access all real-time data on persons and 

objects of interest.  Member States have 

access to a vast amount of information.  Mr 

Rodhouse noted that the Commission has 

maintained that there is no legal basis for the 

UK to retain access to SIS II after December 

2020. The NCA is planning accordingly. 

Interpol Notices and Diffusions (of 

information) are the alternative mechanism 

to share this type of data with EU Member 

States.  But it is not a like for like system. 

There are capability gaps which will reduce 

the NCA’s ability to dynamically exchange 

real-time alerts and data on persons and 

objects of interest. 

Interpol systems are not directly integrated 

into the UK Police National Computer and 

Border systems. Upload of the circulation of 

UK notices and diffusions is therefore 

manual; it takes longer and is less efficient. 

Over 60 additional UK International Crime 

Bureau (UKICB) officers have been recruited 

and trained to handle the workload. 

NPCC:  the loss of SIS II will have a major 

operational impact. It is currently aligned to 

national systems. The fall-back is Interpol. But 

Interpol is not linked to national systems.  It 

will be slower and lack the capability of SIS II.   
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The reader is reminded that in 2019 the UK 

conducted 603 million searches through SIS II .  That 33

will no longer be possible. 

Note     

Mr Rodhouse (NCA) spoke on 17 

December 2020, clearly with insight of what 

was anticipated in the Agreement about the 

fact that the UK could no longer use the 'SIS 

II' database . 34

Mr Rodhouse warned that ‘Investigations 

could take longer, and it could mean that 

serious criminals are not held to account as 

quickly.’ UK police would switch to the 

Interpol "red notice" system for international 

investigations in Europe, but Mr Rodhouse 

told the Home Affairs committee he was 

unsure whether EU countries would use it.   

‘It is right for me to raise the prospect that 

there will be some EU Member States in 

some circumstances who don't use Interpol 

alerts and of course if the UK doesn't have 

access to SIS 2 that provides a gap for us. … 

I'm led to believe that many of the 

capabilities or tools can be replicated but 

certainly not all.’  

This last point was picked up in the evidence given to 

the Security and Justice Sub Committee of the 

House of Lords on 26 January 2021 (supra) 

Mr Rodhouse [NCA]  

Overall it is a good deal in terms of being 

able to maintain the tools and tactics that we 

have enjoyed while members of the EU. 

But the NCA would have wanted to retain 

the capability of the SIS. The NCA will be 

working now on alternative mechanisms, 

predominantly the Interpol 1 – 24/7 system 

to share data. There is no significant loss of 

capability but there are some risks. We are 

reliant on the UK and, probably more 

significantly, EU member states making use 

of that Interpol system both to circulate data 

that would be useful to the UK and to make 

the U.K.’s data alerts available on the front 

line to their law enforcement officers, in the 

same way that SIS data was. 

The challenge is to make sure that officers 

still have access to the data that is available 

via the I – 24/7 system. When I – 24/7 or 

Interpol notice alerts arrive there is a 

process to put them on the police national 

computer in a very short time. There is a 

similar process to put them on the Warnings 

Index. 

The UK will have to use the I – 24/7 system 

to circulate the existence of an Interpol 

notice.  They are investing in robotic process 

automation to make sure that that is done 

very quickly and efficiently. 

Mr Ayling [NPCC]  

This is a good overall deal; the UK agencies 

have an ongoing need to co-operate and to 

finesse, as well as our policies and processes, 

to ensure that they work effectively. They 

will have to rely on a system of Interpol 

notices and he had high levels of confidence 

that it is already being used effectively both 

domestically and across European law 

enforcement.  The new system is workable.  

But connectivity and visibility need to be 

improved so that the system works more 

quickly across different databases. 

THE TRADE AND COOPERATION AGREEMENT: THE JUSTICE AND SECURITY CHALLENGES AHEAD 25



 
There was a strong preference to retain 

access to SIS II. the reality is that it is a 

significant loss of capability in terms of access 

to data which is automated and integrated 

within our systems. Nevertheless there are 

contingencies in place.  

The arrangement falls a long way short of 

the benefits provided by SIS II.  However it is 

sufficient. In terms of SIS II we have to 

recognise that there is a drop in capability. 

Vice-Admiral Sir Charles Montgomery KBE 

ADC, former [UK Border Force] 

SIS II was core to our ability to strip out the 

illegal from the legal at the border.  

From a Border perspective it is about the 

connectivity between SIS II and the 

Warnings Index. The Warnings Index is key 

to controls at the border. SIS II to the 

Warnings Index was pretty well seamless. 

Interpol to the Warnings Index was slower 

and clunky. 

The point about SIS II was its connectivity to 

the Warnings Index, which Interpol certainly 

lacked. The system that is most important to 

that element of Border Force operations 

was SIS II. Information through Interpol had 

to be manually translated into the Warnings 

Index. Interpol is a less responsive system 

with different datasets than SIS II.  

Sir Rob Wainwright (recent Director of 

Europol)  

Sounded a strong cautionary note (above). 

The removal of SIS II is a plain loss here.  It is crucial 

that Member States are accurate and prompt in their 

use of the Interpol alert system and the UK likewise.  

It is the diminution of real time immediacy and 

automacity which could be very important. 

Everything must be done to minimise this as the 

three witnesses stressed. 

2. PNR 

NPCC:   

The UK has been a leader in the use of 

PNR, with significant traffic coming through 

UK airports. An inability to access PNR 

would have a major impact for Counter 

Terrorism and Serious and Organised Crime 

related matters. Without the legal basis 

provided by the PNR Directive, it is difficult 

to foresee how such data could be shared by 

Member States with the UK. 

The Passenger Name Record (PNR) national 

databases system, accessible to all EU Member 

States, is used to exchange information about airline 

passengers travelling between the EU and third 

countries.  Member States may also apply PNR to 

intra-EU flights.  It appears, and the Home Office has 

stated , that there are ‘arrangements  providing   for 35

continued transfers of  Passenger Name Record  data 

to protect the public from serious  crime and 

terrorism’. As explained above , the UK has 36

negotiated what is in effect a mirror system.  That is 

an important success. These transfers must continue 

on a real-time basis with the same real-time 

automaticity and immediacy as before. Because any 

dilution of automaticity and immediacy in real time, 

would result in a weakening of an important defence 

against dangerous persons entering the country. 
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3. E U L a w E n f o rc e m e n t a n d 

National Security (LENS)  

On the basis of the two November 2020 letters:  

NCA:  

There will be some operational deficit in the 

loss of EU tools in which we have invested 

over a number of years, e.g., Europol where 

the UK has been the biggest contributor of 

data in relation to Serious and Organised 

Crime. Over 600 UK operations are 

supported by the agency each year. As a full 

member of Europol, NCA had prioritised 

access to data from all EU Member States its 

analytical expertise adding significant value to 

operations. That cannot be replicated at a 

bilateral level. 

It will be more time consuming. … While 

new powers over the border, such as the 

provision of advanced data on EU goods, will 

have a positive impact on Border Force’s 

targeting ability, these new powers may not 

fully offset the overall operational deficit. 

Again, the UK and EU Member States will lose out if 

the arrangements are less good.  It appears there 

may well be operational deficits unlikely to be 

compensated for by new border powers. 

4. The impact of decisions regarding 

data adequacy (DAC):  Decision 

Pending 

See again the two November 2020 letters: 

NCA:  

If the European Commission does not award 

Data Adequacy, there will be a direct impact 

on all UK law enforcement agencies in 

respect of the efficient inward transfer of 

information from the EU. The UK will be 

reliant on Member State authorities applying 

the alternative tests to transfer data to the 

UK, such as appropriate safeguards. 

Such alternatives are less efficient. They will 

require additional demonstration by UK law 

enforcement of the standards that are in 

place before the data is transferred from EU 

Member States. 

NCA:  

Without a data adequacy agreement, it will 

still be possible to exchange data under the 

Law Enforcement Directive as third-party 

countries do now. But at present the NPCC 

is uncertain how other EU Member States 

will view this and there is concern that less 

data will be shared without an agreement. 

A data adequacy agreement is crucial to efficient 

security. 
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Summary 

The UK has lost automatic and immediate access 

to two very important EU databases which the 

police and security services used every day. The 

new ‘Surrender’ regime is bound to be inferior 

to the EAW, with the reintroduction of the own 

national exception and double criminality 

requirement, albeit where the UK believes there 

is a political motivation or other improper 

reason for requesting extradition it may now 

refuse.  The UK will have diminished input into 

and output from Europol. By any measure, that 

is a serious loss of “real time” access to data vital 

for swift action to prevent terrorism and serious 

crime.  Subject to the ‘gain’ in respect of the 

“political exception”, the extradition procedure 

has been set back.  We await a decision on “data 

adequacy”. 

Losses 

1. SIS II:  centralised EU database of stolen 

identity documents and wanted people. The 

UK will lose all access to the EU's Schengen 

Information System II (SIS II), which is a 

database of alerts and instructions if a 

person of interest - under which anyone 

circulated as wanted or miss ing is 

automatically visible to 27 EU Member 

States. That covers the range of missing 

persons or someone involved in terrorism-

related activities, or objects connected to 

terrorism - which are found as they enter or 

leave the UK. This will be damaging.   

It will not be the same to send requests to 

Interpol. There are differences between how 

SIS II and Interpol operate, albeit the NCA 

believe that both sides will strive to have a 

system which is efficient.  Potentially, EU 

states lose similarly in respect of UK 

information.  There is a significant loss of 

access to data on a real time basis to all 

par ties’ disadvantage. Rel iabi l ity and 

completeness will depend on the efficiency 

of input by Member States. 

2. VIS: loss of access to this centralised EU 

database storing fingerprints and digital 

photographs of applicants for Schengen 

visas. 

There are no correlative benefits to balance 

against these losses of SIS II and VIS. 

3. Eurodac:  This is significant as the absence of 

information about those who seek asylum in 

the UK who have already become known to 

a third EU member state will be material in 

whether or not their claims in the UK will be 

regarded as "inadmissible" under the new 

asylum procedures instituted by the Home 

Office from the beginning of January 2021 

(that any person who travelled to the UK 

through a safe country will have their asylum 

case declared inadmissible)  which supplant 

the Dublin III procedures of which the UK is 

no longer a part since its departure from the 

EU.   
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Further, in the absence of bilateral return 

mechanism agreements with third countries 

it will be hard, if not impossible to return 

those whose claims are ruled as inadmissible. 

4. Europol:  loss of real time information 

searches and full participation and influence. 

These are losses with no benefits.  

5. Data access conditions: in some cases, access 

to data might only be made available under 

stricter conditions than previously. It is to be 

hoped that a favourable decision on data 

adequacy is granted. 

6. European Arrest Warrant: the UK is no 

longer a member of the European Arrest 

Warrant regime.   Surrender (extradition) 

will in practice no longer be automatic.  

a) EU Member States may refuse to 

extradite their own citizens, which is not 

the case under the EAW process. 

Germany, Austria and Slovenia have 

already indicated they will not extradite 

their own nationals . In all, there will be 37

serious obstacles to the extradition of 

nationals from potentially sixteen 

Member States. In respect of these, the 

best that will be achieved will be a trial 

of the wanted individual in that state 

where he or she is a citizen.  

b) For non-terrorist offences, the ‘political’ 

exception makes a come-back. That has 

benefits but they are not all one way. At 

some time in the future, it is not difficult 

to see certain member states turning 

that against the UK.  

c) The ‘double criminality’ requirement 

returns unless the relevant states have 

opted for it not to.  

d) By reason of the above, the process will 

be more complex and uncertain.  

In mitigation, Home Office funding has been 

provided to create a National extradition 

Unit (NEU), operat ional from 31st 

December and respons ib le for a l l 

operational extradition across England and 

Wales and covering every aspect of the 

process for manhunts and the Extradition 

Court process through to removals and 

collections. 
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The overall impact of Brexit on justice and security 

in the future  

The UK will have diminished effectiveness in law 

enforcement and security.  These disadvantages 

will affect not just the UK but EU Member States:  

1. Loss of the European Arrest Warrant means 

more complex extradition processes for all 

states concerned; 

2. The UK’s diminished role in Europol means 

that however hard the NCA tries, it is likely 

that the UK will have less efficient and swift 

access to Europol’s databases; there will be 

reciprocal dis-benefits to the EU; 

3. Loss of access to the Schengen Information 

System under which anyone circulated as 

wanted or missing is automatically visible to 

27 EU Member States will be damaging.  It 

will not be the same to send requests to 

Interpol. There are differences between how 

SIS II and Interpol operate. EU states lose 

similarly in respect of UK information; 

4. Similar loss of access to VIS; with similar 

detriment;  

5. Uncertainty about the availability in future of 

the full range of EU law enforcement tools; 

6. Uncertainty and serious disadvantage to the 

UK if there is no agreement about data 

adequacy; it may be deprived of access to 

sensitive information.  

We do not seek to argue that the UK will no 

longer be a safe country.  But we cannot agree 

with everything that is said on the Home Office 

website. It is plain that we have lost important 

tools ‘to tackle serious crime going forwards and 

to bring criminals to justice.’   The job of the 38

police and others responsible for our safety has 

been made harder. 

We are less sanguine than the Home Office:   

a) Contrary to what its website says, we have 

lost our previously streamlined   extradition  
arrangements and substituted something less 

effective. Barriers we have not faced since 

2005 have now returned. 

b) There will indeed be continued operational 

co-operation with Europol and Eurojust   that 

reflect the scale   of   our  contribution to these 

agencies.  But our role in Europol is likely to 

be less effective, to the disadvantage of our 

police. We have lost real time instant access 

to data.  Although we are encouraged by the 

evidence of Mr Rodhouse, the fact remains 

that we are no longer an important member 

at the heart of this organisation.  

c) It is good that from 1 January 2021, tougher 

border rules for EU criminals will come into 

force and that the UK will also make it harder 

for criminals to operate and smuggle illicit 

commodities such as guns and drugs into the 

country.  But the Border Force will have lost 

access to important real time information.  

The NCA and NPCC, with knowledge of 

such matters, do not appear to consider this 

will outweigh the other losses described 

above.  
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The matters addressed in this paper are serious. 

They go to the heart of the State’s duty to 

protect its citizens.  It is plain from the extent of 

Title VII of the Agreement that the EU, through 

the heads of government, the European 

Commission and the European Parliament, 

appreciate that because of the size, importance 

and proximity of the United Kingdom its 

departure from the EU has the potential to 

weaken seriously security and justice within the 

Europe as a whole.  What has been achieved to 

date is a good first step.  

Respective negotiating positions 

It is helpful to remind oneself what the respective 

negotiating positions were of the two parties 

when this process began.  

1. The Commission’s statement on the EU’s 

Internal Security (24 July 2020)  had 39

cited the Mission Letter of Commissioner 

Johansson, Commissioner for Home 

Affairs:  

“Terrorist attacks that have struck at the 

heart of our Union in recent years and 

the ever evolving nature of organised 

crime have brought into sharp focus the 

need to improve cooperation on internal 

security issues and build an effective 

Security Union”.   

The Commission then stressed:   

“As a core component of the strategy the 

Commission defines a new way forward 

on internal security with actions in key 

areas: 

• organised crime, 

• terrorism and the prevention of 

violent radicalisation, 

• r e s i l i e n c e o f o u r c r i t i c a l 

infrastructures and public spaces, 

• cybercrime, including fighting child 

sexual abuse, 

• law enforcement cooperation and 

information exchange, 

• research and innovation.” 

2. Reflecting that policy, the EU negotiating 

mandate for the exchange of law 

enforcement information  was in these 40

terms: 

Para. 121: “Without prejudice to the 

exchange of law enforcement information 

through Interpol, Europol, bilateral and 

international agreements, the envisaged 

pa r tner sh ip shou ld p rov ide fo r 

alternatives for simplified, efficient and 

effec t i ve exchange s o f ex i s t i n g 

information and intelligence between the 

United Kingdom and Member States law 

enforcement authorities, in so far as is 

technically and legally possible, and 

considered necessary and in the Union’s 

interest. This would include information 

on wanted and missing persons and 

objects.” 

So, the EU’s aspiration was “efficient and 

effective exchanges”, which appears to go 

beyond exchanges through Europol etc., 

the use of the word “technically” points 

the way.  

3. The UK’s aim was similar:  41

Para. 43: “The agreement should provide 

a mechanism for the UK and EU Member 
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States to share and act on real-time data 

on persons and objects of interest 

including wanted persons and missing 

persons. This capability is currently 

provided by the Second-Generation 

Schengen Information System II (SIS II), 

making alerts accessible to officers on the 

border as well as to front-line police 

officers in the UK. 

…. 

45. The agreement should provide 

capabilities similar to those delivered by 

SIS II."  

 [our emphasis] 

The parties do not seem to have fulfilled these 

aspirations and achieved these valuable aims.  That 

may not be altogether surprising in the context of 

the complex package of matters that was 

addressed in the Agreement. But it must be put 

right now. 

It is not simply the UK which will be 

disadvantaged if both it and the Union do not 

build on the Agreement to achieve, as far as 

possible, outcomes similar to the circumstances 

previously obtaining.   

Terrorism and serious crime, including (but not 

only) people trafficking, drug smuggling, arms 

smuggling and money laundering, are cross-border 

activities. The Internet is without borders. The UK 

is too close to the continent of Europe and its 

security, and its intelligence and security services’ 

skills and capacity are too significant to be ignored. 

The impediments now in the way of the UK, and 

to a lesser extent for EU Member States are real. 

The concerns raised in this paper must not be 

brushed aside by those with responsibility for 

these issues on either side of the Channel.   

It is essential that a way is found to address these 

dangers which threaten our free and democratic 

societies.  The legal and philosophical basis which 

underlies the Lisbon treaty, the Area of Freedom, 

Security and Justice, and the EU Charter of 

Fundamental Rights and other treaties makes this 

task a tricky one.  It will not be easy.  But the UK 

and the EU must strive to make good all that has 

been lost under this head. If we are not all kept 

safe, worthy aspirations will come to naught. 

In short, what has been achieved is more than 

many feared would be the case; but it is not as 

good as what went before.  More still needs to be 

done.  It is in the first rank of interests of those 

on both sides of the Channel to return promptly 

to the table and seek to remedy these 

weaknesses. 

Finally, if the UK government wishes to retain the 

access to data from Member States that it has at 

present, it must ensure that our data protection 

regime does not fall out of step with that of the 

EU.  Conversely, our European neighbours must 

give proper weight to the legitimate security 

needs and the wider interests of their populations 

in sleeping safely in their beds and going about 

their daily lives free from avoidable harm.  

So, both sides must now strive to achieve close 

parity with the regimes which have operated until 

the end of 2020, in accordance with their 

negotiating mandates.  Imagination and flexibility 

must be the watchword.  Time is of the essence.  

The price of non-agreement is too high.  We urge 

that the parties return to talks on these 

important topics at the earliest possible date. 
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