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CPSU/CSA Privacy Policy  
 

 

 

 

Introduction to the CPSU/CSA 

 

The CPSU/CSA is the combined entity of the Community and Public Sector Union SPSF Group 

(WA Branch) and the Civil Service Association of Western Australia Incorporated. We are a 

registered employee organisation representing more than 12,000 workers across WA in a variety 

of industries. We make work life better. You may be a CPSU/CSA member already, or you may 

just be visiting our website and interested in finding out more. This Policy outlines how the 

CPSU/CSA collects, stores, uses, discloses or otherwise manages the personal information of 

our members or other individuals. 

 

What information does the CPSU/CSA collect and why? 

 

The CPSU/CSA collects personal information in order to lawfully conduct its core business which 

includes upholding the Objects of the Union as articulated in the Rules1 and protecting and 

advancing the rights and interests of CPSU/CSA members. This Policy should be read in 

conjunction with the Privacy Act 1988 (Cth) (the Act), including Schedule 1 to the Act which 

contains the Australian Privacy Principles (APPs). This Policy also applies to personal information 

the CPSU/CSA collects from the Australian Council of Trade Unions (ACTU), UnionsWA or from 

your employer, about you. 

 

Personal information is collected from individuals by the CPSU/CSA and used, held and 

disclosed for the following purposes: 

- identification of potential members and recruitment; 

- membership management and communications; 

- collection of membership fees; 

- organising, education and delegate development; 

- encouraging and facilitating the democratic control of the Union by the membership 

through direct communications between members, workplace delegates, and 

representatives of Branch Council; 

- industrial representation and advocacy; 

- industrial, political, and community campaigns consistent with the objects of the Union; 

and 

- provision and coordination of other membership services, including legal benefits scheme, 

journey cover, workers’ compensation and other services. 

 

 
1 The most up-to-date registered union rules can be found on the Fair Work Commission website by 
selecting SPSF Group, Western Australian Branch via the Rulebooks tab, and on the WAIRC website by 
searching The Civil Service Association of Western Australia Incorporated. 

https://www.fwc.gov.au/registered-organisations/find-registered-organisations/cpsu-the-community-and-public-sector-union
https://www.wairc.wa.gov.au/registered-organisations/list-of-registered-organisations/?id=246
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Personal information can be collected through information provided to the CPSU/CSA, including 

through emails, petitions, surveys, meeting attendance sheets, website or social media analytics, 

and from publicly available information. Where reasonable and practicable, this information will 

be collected from the individual directly in accordance with APP 3.6.  

 

What if I’m not a CPSU/CSA member yet, but just a casual visitor to the website? 

 

When you visit our website cpsucsa.org.au, the web server makes a record of each visit and logs 

anonymous statistical information, including your ISP address, browser information, date and 

time of your visit, number of visits and session duration, the parts of our website you accessed 

and/or downloaded, and the previous website you visited. This enables us to recognise repeat 

traffic to our website, and to assess whether the tools and materials we have made accessible on 

the website are valuable to you. This helps us to improve the user experience for our members, 

as well as casual visitors to the website. 

 

If you visit us on our social media channels (Twitter, Facebook and Instagram) we may also use 

social media analytics to learn about how users engage with our content. This helps us to 

improve our content and broaden our reach. Personal information obtained through social media 

analytics is de-identified wherever possible. The CPSU/CSA recommends that users review the 

privacy policies applicable to any other websites and social media platforms they visit. 

 

The CPSU/CSA receives the names and contact details of new employees who commence with 

public sector agencies, in accordance with an existing industrial entitlement. Some, but not all of 

these employees will be CPSU/CSA members at the time of collection. In accordance with APP 

5.1, the CPSU/CSA contacts these new employees over the phone or via digital communications: 

a) to notify them that their information has been collected; 

b) to advise them of the benefits of union membership; and  

c) to provide them with the opportunity to opt-out of their personal information being held by 

the CPSU/CSA. 

 

I want to join the CPSU/CSA! What personal information will you collect about me? 

 

When you join the CPSU/CSA as a member, we ask you for relevant personal information to 

create your membership profile and improve your membership experience. This information 

includes your name, address, phone number, employer, worksite, work address, job title, level 

classification and salary. You will be asked to finalise your membership by providing your 

payment details which will be entered into Fat Zebra, a secure payment platform that immediately 

encrypts your confidential cardholder data: https://www.fatzebra.com/. 

 

This means that your payment details will not be visible to our staff. If you provide your payment 

details via a hard copy join form, your form will be kept in a secure location and securely 

destroyed as soon as your membership has been created in the member portal of the database.  

 

During your membership, you may require the assistance of the CPSU/CSA to deal with 

individual industrial matters. In those circumstances, further personal information about that 

matter may be collected for the purposes of industrial representation or the provision of other 

services. The CPSU/CSA may also collect additional personal information related to a member’s 

about:blank
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engagement and participation in union issues, activities, campaigns or representational and 

elected roles.  

 

The CPSU/CSA also collects personal information about our membership to satisfy the 

requirements of relevant legislation, including the Fair Work (Registered Organisations) Act 2009 

(Cth) and Industrial Relations Act 1979 (WA). This includes collecting information for the purpose 

of conducting elections and annual membership reporting as required under that legislation. 

 

The CPSU/CSA is aware that trade union membership is a category of sensitive data under the 

Privacy Act that requires an additional level of care and responsibility by the APP entity, including 

an understanding that consent is required to collect sensitive information. Accordingly, all 

CPSU/CSA staff are required to sign a direction acknowledging their expected use of the 

database and staff portal in accordance with the Privacy Act and APPs when collecting, storing, 

using and disclosing members’ personal information. Categories of sensitive information that may 

be collected by the CPSU/CSA with an individual’s consent, include trade union membership, 

political opinions, and political party membership. 

 

How is my personal information stored? 

 

The CPSU/CSA currently collects and stores personal information in both digital and paper-based 

records. Current paper files containing personal information are securely stored under the 

supervision of the relevant CPSU/CSA staff member tasked with oversight. Confidential disposal 

bins are available on-site for the purposes of secure disposal of all documents that contain 

personal information once they are no longer required. 

 

The CPSU/CSA is in the process of transitioning towards full digitisation of all records containing 

personal information. Increasingly, personal information will be held in electronic files in our 

database and/or in a secure drive location that is only accessible by approved staff members who 

require it for work-related purposes.  

 

Personal information about CPSU/CSA employees and job applicants 

 

The CPSU/CSA also collects information about its employees and elected officials for the 

purposes of managing its own human resources. This information is used for the management of 

the employment relationship and comes within the relevant exemption in the Act. The CPSU/CSA 

also receives personal information from applicants for potential employment at the CPSU/CSA. 

That information is only retained, used, and disclosed for the purpose and duration of considering 

that person for prospective employment. 

 

Is my personal information secure? 

 

The CPSU/CSA uses an on-site server to host and self-manage our database. We protect our 

database behind a series of firewalls and regularly maintain the currency of our security 

certificates and system updates.  

 

Our CPSU/CSA staff and CPSU/CSA membership portals allow for web-based integration with 

the database through a designated username and strong passphrases that are updated every 90 

days. The staff and membership portals automatically log-off if the database is left unattended. 
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The CPSU/CSA has a dedicated ICT team that implements database security measures, to 

protect your personal information from unauthorised access and cyber threats. 

 

Is my personal information disclosed to third parties? 

 

In some circumstances the CPSU/CSA may provide an individual's personal information to other 

organisations or third parties, including union-related organisations or peak bodies including the 

Australian Council of Trade Unions (ACTU), UnionsWA and the Union Innovation Hub.  

 

These circumstances of disclosure may include: 

- disclosures which are required or authorised by law (such as disclosures to the 

Registered Organisations Commission and the Western Australian Industrial Relations 

Commission); 

- disclosures to organisations contracted to undertake work on the CPSU/CSA’s behalf or 

on behalf of a member (including ICT providers, legal services providers, workers’ 

compensation insurers, training organisations, campaign services providers, and 

workforce management and EAP consultancy services);  

- disclosures to CPSU/CSA Workplace Delegates elected under the Rules of the Civil 

Service Association of Western Australia Incorporated and the Rules of the CPSU, the 

Community and Public Sector Union SPSF Group Western Australian Branch; and 

- disclosures to affiliated unions and/or peak bodies including the ACTU and UnionsWA, as 

part of a broader union movement campaign which is directly relevant to our membership 

and in which the CPSU/CSA is participating. 

 

In each of the above examples of third-party disclosures, the CPSU/CSA will either: 

a) obtain your consent in accordance with APP 6.1(a); or 

b) if it is reasonably expected that the CPSU/CSA may use or disclose the information for a 

secondary purpose, ensure this secondary purpose is directly related to the primary 

purpose of CPSU/CSA membership, in accordance with APP 6.1(b) and APP 6.2. 

 

To further protect individuals’ privacy, the CPSU/CSA will provide an opportunity to opt-out of 

third-party disclosures, unless those disclosures are required by law.  

 

Importantly, the CPSU/CSA never sells your data to anyone. 

 

How will my personal information be used? Who can contact me, and for what purpose? 

 

If you are a member, we use your contact details to allow you access to your account, and in 

order to contact you with important information about your membership. The CPSU/CSA may use 

your personal information to communicate with you directly, or via elected workplace delegates in 

your electorate in accordance with the Rules2. If you don’t have workplace delegates in your 

designated electorate, workplace delegates from another electorate may be assigned to you, with 

your consent. You may also opt-in to share your contact information with other workplace 

 
2 The most up-to-date registered union rules can be found on the Fair Work Commission website by 
selecting SPSF Group, Western Australian Branch via the Rulebooks tab, and on the WAIRC website by 
searching The Civil Service Association of Western Australia Incorporated. 
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delegates who work for the same employer, or who work in geographical proximity to you. This is 

recommended to improve membership networks and your union experience.  

 

If you are not a member but the CPSU/CSA has collected personal information in accordance 

with this policy, the CPSU/CSA may use or disclose that information for the purposes of direct 

marketing. This may include providing you with information about the benefits of union 

membership, our events, or other information which may be of interest to you. 

 

If individuals do not want the CPSU/CSA to use their personal information for direct marketing 

purposes, they may opt-out of receiving communications from us.  

 

Quality and correction of personal information 

 

The CPSU/CSA takes all reasonable steps to ensure the information it collects, uses or discloses 

is accurate, up-to-date, complete and relevant. The CPSU/CSA conducts regular internal audits 

of the database to correct and improve the quality of the data it holds. Additionally, the 

CPSU/CSA allows members to log in to their member profile and amend their own personal 

information as required.  

 

When the CPSU/CSA no longer requires personal information for a specific purpose and is not 

required to keep it to comply with any laws, the CPSU/CSA will take such steps as are 

reasonable in the circumstances to destroy personal information or to ensure that the information 

is de-identified. 

 

Anonymity and pseudonymity 

 

Where individuals do not wish to be identified in their communications with the CPSU/CSA, they 

may remain anonymous or pseudonymous unless it is impractical for the CPSU/CSA to process 

their communications in this way.  

 

In the case of casual users of the website or social media, non-members or potential members, 

the CPSU/CSA will endeavour to offer anonymity and pseudonymity wherever possible.  

 

In the case of CPSU/CSA membership, all members are required to provide identifying 

information, in order for their application for membership to be approved by the CPSU/CSA’s 

governing Council in accordance with our Rules3. Anonymity and pseudonymity may be offered to 

CPSU/CSA members in relation to specific communications, such as surveys, or while providing 

information to the CPSU/CSA that would otherwise place the member’s employment at risk. 

 

Cross Border Disclosures 

 

By providing personal information to the CPSU/CSA you consent to your information being stored 

and processed on a data server (e.g. cloud services) owned by a third party or third parties that 

 
3 The most up-to-date registered union rules can be found on the Fair Work Commission website by 
selecting SPSF Group, Western Australian Branch via the Rulebooks tab, and on the WAIRC website by 
searching The Civil Service Association of Western Australia Incorporated. 
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may be located outside of Australia. The current CPSU/CSA website is hosted by NationBuilder, 

a company based in Los Angeles in the United States of America.  

 

In accordance with our responsibilities under APP 8 in relation to cross-border disclosures, the 

CPSU/CSA will take reasonable steps to ensure that any third party providers located overseas 

comply with the APPs when dealing with personal information provided by the CPSU/CSA. For 

the purposes of the Act, the fact that information is routed through servers outside of Australia 

does not constitute a disclosure of personal information. 

 

Unsolicited personal information received externally 

 

If the CPSU/CSA receives unsolicited personal information about or relating to a member and 

determines that the information could have been collected by the CPSU/CSA in the same manner 

if it had solicited the information, then it will be treated it in the same way as the CPSU/CSA 

collects personal information under this Policy and in accordance with the APPs. 

 

If the CPSU/CSA determines that such information could not have been collected in the same 

manner as solicited personal information, and that information is not publicly available, it will 

destroy or de-identify the information as required by law. 

 

Notifiable Data Breaches 

 

The Notifiable Data Breaches Scheme commenced on 22 February 2018. This affects breaches 

that occurred on or after this date. The Scheme introduced an obligation to notify individuals 

whose personal information is involved in a data breach that is likely to result in serious harm. 

The notification must include recommendations about the steps taken in response to the breach 

and the Office of the Australian Information Commissioner (OAIC) must be notified of an Eligible 

Data Breach. 

 

An Eligible Data Breach arises when the following three criteria are satisfied: 

1. There is unauthorised access to, or unauthorised disclosure of, personal information, or a 

loss of personal information, that an entity holds; 

2. This is likely to result in serious harm to one or more individuals; and 

3. The entity has not been able to prevent the likely risk of serious harm with remedial 

action. 

 

Some examples of potential Eligible Data Breaches include: 

1. Losing a membership join form with a member’s credit card information on it; 

2. Sending an email to the wrong recipient that includes sensitive personal information about 

a member; 

3. An electronic device containing personal information is lost or stolen; 

4. A cyber attack by a malicious third party in relation to our database; or 

5. An employee searches and views sensitive member information without any work-related 

purpose. 

 

If an eligible data breach is suspected, the CPSU/CSA Governance and Policy Officer will 

immediately notify the Branch Secretary, mitigate the risk of harm, and conduct a preliminary 

assessment of the suspected breach. A recommendation will be made to the Branch Secretary 
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upon concluding the preliminary assessment and a decision will be made by the Branch 

Secretary on how to proceed. This may include a decision to conduct a full internal and/or 

external investigation into the suspected breach, to seek independent legal advice, and/or to 

notify the OAIC using the Notifiable Data Breach Form. 

 

Variation 

 

This Policy may be varied from time to time and an updated version will be posted on the 

CPSU/CSA website. Please check our website regularly to access the most recent version of the 

Policy. 

 

Contact Us 

 

Any privacy-related question, complaint, notification of a suspected breach, or request for access 

to personal information about you held by the CPSU/CSA is to be directed to the CPSU/CSA 

Governance and Policy Officer: 

- By post: Level 5, 445 Hay Street Perth 6000; 

- By phone: 08 9323 3800; or 

- By email: privacy@cpsucsa.org  

 

The CPSU/CSA Governance and Policy Officer will address any privacy related question, 

complaint or request seriously, promptly and confidentially. You may be asked to provide further 

details of the nature of your question, complaint or request in writing, to assist us in conducting a 

preliminary assessment with a view to resolving your matter. 

 

If the matter is not resolved to your satisfaction at this stage, it will then be referred to the Branch 

Secretary or their delegate, or referred externally for independent assessment where required. A 

response will be provided to you in writing within 30 days. 

 

If the matter is not resolved to your satisfaction at this stage, you may wish to contact the Office 

of the Australian Information Commissioner (OAIC) to make a privacy complaint. The Australian 

Information Commissioner has powers under the Act and associated regulations to investigate 

and resolve your complaint as an impartial third party. 

 

Website: www.cpsucsa.org  

© Community & Public Sector Union / Civil Service Association of WA 2021 
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