Geoffrey Toscano 09-19-2016 0300PM to 09-20-2016 0300 PM  Number of events: 788

Level Date and Time Source EventID Task Category &
(@ Informatien 9/20/2016 12:47:04 AM Microsoft Windows security auditi... 4724 User Account Management
(D nformation 9/20/2016 12:47:04 AM Microsoft Windows security auditi. 4733 User Account Management
(D Information 9/20/2016 12:47:04 AM Microsoft Windows security auditi... 4735  Security Group Management
(Dlnlom\ﬂion 9/20/2016 12:47:00 AM Microsoft Windows security auditi... 4634 Logoff
(@ 1nformation 9/20/2016 12:46:58 AM Microsoft Windows security auditi... 4624 Logon
(Daformation 9/20/2016 1205:34 AM Microsoft Windows security auditi... 4624 Logon o
(Dlnformation 9/20/2016 1205:34 AM Microsoft Windows security auditi.. 4624 Logon
(@D lnformation 9/19/2016 11:28:53 PM Microsoft Windows security auditi... 4647 Logoff
@lnfo:mnion 9/19/2016 11:26:11 PM Microsoft Windows security auditi... 4634 Legoff
D information 9/19/2016 11:2611 PM Microsoft Windows security audit... 4624 Logon
LD\l nnnkl AHAMEEILALAL AL P s gttt 1c40_1 2
Event 4647, Microsoft Windows security auditing. x
General l Details |
User initiated logoff:
T 13.43
Account Name:
Account Domain:
LogonID:

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.

LogName Security

Source Microsoft Windows security Logged: 9/19/2016 11:28:53 PM

Event 10: 4547 Task Category: Logoff

Levet Information Keywords: Audit Success

User N/A Computen COM32000533.ci.minneapolis.mn,us
OpCode: Info

More Information:  Event Log Qnling Help




Geolfrey Toscano 10-17-2016 and 10-18-2016

Task Category

Level Date and Time Source
Dlnformation 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4634 Logeff
(Dinformation 10/17/2016 7:46:43 PM Microseft Windows security suditi... 4624 Logon
(@) Information 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4624 Logon
)Information 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4648 Logon
(D Information 10/17/2016 7:12:40 PM Micresoft Windows security auditi... 4634 Logoff
) Infermation 10/17/2016 74239 PM Microsoft Windows security suditi... 4624 Logon
D Informaticn 10/17/2016 61712 PM Microsoft Windows security auddi... 4634 Logoff
Infermaticn 10/17/2016 6:17:12 PM Microsoft Windows security auditi... 4624 Logen
Information 10/17/2016 6:17:12 PM Microsoft Windows security auditi... 4648 Logon
)Informaticn 10/17/2016 6:17:42 PM Microsoft Windows security auditi... 4634 Logoff

Event 4624, Microsoft Windows security auditing,

[Genes | Daa]| T

LAn sccount was successfully logged on.

Subject:

Ten 13.43
Account Name:
Account Domain:
Logon D

Logen Type:

(New Logon:

Security ID:
Account Nsme
Account Domain:
Legon 10;

Logon GUID:

Process Information:
Process ID:
Process Name:

Network Information:
Worstation Name:
Source Network Addres
Source Port:

Log Name Security

Source: Microsoft Windows security Logged: 10/17/2016 7:46:43 PM
EventID: B2 Task Category: Logon

Levek Information Keywords: Audit Success

User. N/A Cemputer:
OpCode Info

More Information:  Event Log Online Help

COM32000533.ci.minnespolis. mn.us
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Level Date and Time Source EventID Task Category

(Dinformation 10/17/2016 7:49:14 PM Microsoft Windows security suditi.. 4647 Logolf

(thorrmtion 10/17/2016 7:46:43 PM Microsoft Windows security suditi... 4634 Logoff

(thovmotion 10/17/2016 7:46:43 PM Microsoft Vindows security suditi... 4534 Logoff

(DInformation 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4624 Logon &
(D linformation 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 464 Logon L
(Dinformation 10/17/2016 7:46.43 PM Microsoft Windows security auditi... 4543 Logon

(Dinformation 10/17/2016 7:46:43 PM Micrasoft Windows security auditi... 4634 Logoff

(@ Information 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4634 Logoff

(Dinformation 10/17/2016 7:46:43 PM Microsoft Windows security auditi.. 4624 Logon

gb\k’mctim 10/17/2016 7:46:43 PM Microsoft Windows security auditi... 4624 Logon A

Event 4647, Microsoft Windows security auditing.
Genenal | Details

User initiated logoff:

b, 13.43
Account Name:
Account Domain;
Legon 10:

This event is genenated when a logoff is initisted. No further user-initisted activity can occur. This event can be interpreted as s logoff event.

Log Nsme: Security

Source Microsoft Windows security Logged: 10/17/2018 74314 PM

Event1D: 847 Task Category: Logoff

Levet: Information Keywords: Audit Success

User N/A Computer: COM32000533.¢i. minnespolis.mn.us
OpCede: Info

MoreInformation: Event Log Online Help




Gomez, Jose
.

L |
“rom: Mazouz, Abdeslam
sent: Monday, October 31, 2016 4:28 PM
To: Gomez, Jose
Cc: Parker, Debra A.
Subject: RE: City computer
Attachments: Geoffrey Toscano 10-17-2016 and 10-18-2016 .evix

Jose,

See attached. You can open the log using the same method | showed you last time.
Let me know if you have guestions.

Thank you

Abdeslam Mazouz
X2289

From: Parker, Debra A.

Sent: Monday, Octeber 31, 2016 10:37 AM

To: Mazouz, Abdeslam <abdeslam.mazouz@minneapolismn.gov>
Subject: Fwd: City computer

Do think you can do this remotely or should 1 engage desk side.

Get Qutlook for i0S

---------- Forwarded message ----------

From: "Parker, Debra A." <Debra.Parker@minneapolismn.gov>
Date: Mon, Oct 31, 2016 at 10:35 AM -0500

Subject: Re: City computer

To: "Gomez, Jose" <Jose.Gomez{@minneapolismn.gov>

Jose, I'll get this request in motion.

(et Qutlook for iI0OS

On Mon, Oct 31, 2016 at 10:16 AM -0500, "Gomez, Jose" <Jose.Gomez@minneapolismn.gov> wrote:

‘ebra,



Could | please obtain an audit of Asset Tag number 32000533, the Employee is Geoffrey Toscano, Employee number

007257. I'm looking to see when he logged on/off (if he did) of his city computer on 10/17/2016 and 10/18/2018 please.

This is a confidential request, investigation, and subject should not know this occurred. Any questions feel free to cali me
-"4-312-328-3534, this is not a rush. '

Thank you,

Sergeant Jose F. Gomez
Minneapolis Police Department
Internal Affairs Unit

350 5" Street South, RM 112
Minneapolis, MN 55415

Office: (612) 673-3644

Fax: (612) 873-3843

Confidentiality Notice: This email message, including any attachments, is for the sole use of the intended recipient(s)
and may contain government data and thereby subject to the Minnesota Government Data Practices Act, Minnesota
<tatutes, Chapter 13; may he subject to attorney-client or work product privilege; may be confidential, privileged,

_ roprietary, or otherwise protected. If you are not the intended recipient, be aware that any unauthorized review,
disclosure, copying, distribution, or use of the contents of this information is prohibited and punishable by law. If you
have received this electronic transmission in error, please immediately notify the sender by return email and then
promptly delete this message from your computer system,



Gomez, Jose
e S —

“Tom: Parker, Debra A.
—<nt: Friday, November 04, 2016 3:21 PM
To: Gomez, Jose
Subject: RE: Timekeeping - Payroll week
Attachments: message delivery information.xlsx
Sgt. Gomez,

Attached is the best data we can get. It only shows when the message was delivered. We don’t log events like when the
message was read.

Let me know if you have questions.

Debra Parker

Director, Security Services
Information Technology
City of Minneapolis
612-673-2496

www.¢i,minneapolis.mn.us

Privileged and/or Confidential and/or Private Information:

This electronic message may contain infermation that Is confidential and/or private, If you are not the intended recipient of this e-mail: (1} do
not read the content of the message; (2) immediately notify the sender that you incorrectly received the message; and (3) do not
disseminate, distribute, or copy this e-mail.

.‘om: Gomez, Jose |

Sent: Thursday, November 03, 2016 6:54 AM
To: Parker, Debra A.

Subject: FW: Timekeeping - Payroll week

Debra,

| have a question. Below is an email sent by Lieutenant Hildreth, Employee #2987, to the group luvenile — Police
Investigations. Sergeant Geoffrey Toscano, badge 7257, isincluded in this group {contact card). Is there a way to audit
this email as far as when Sergeant Toscano received, opened it and if he deleted it? Any questions feel free to call me at
612-328-3534.

Thank you,

Sergeant Jose F. Gomez
Minneapolis Police Department
Internal Affairs Unit

350 5" Street South, RM 112
Minneapolis, MN 55415

Office: (612) 673-3644

Fax: (612) 673-3843



Confidentiality Notice: This email message, including any attachments, is for the sole use of the intended recipient(s)
and may contain government data and thereby subject to the Minnesota Government Data Practices Act, Minnesota
Statutes, Chapter 13; may be subject to attarney-client or work product privilege; may be confidential, privileged,
proprietary, or otherwise protected. If you are not the intended recipient, be aware that any unauthorized review,
disclosure, copying, distribution, or use of the contents of this information is prohibited and punishable by law. If you
have received this electronic transmission in error, please immediately notify the sender by return email and then
promptly delete this message from your computer system.

From: Hildreth, Christopher

Sent: Friday, October 28, 2016 10:41 AM
To: Pelice - Juvenile Investigations
Subject: Timekeeping - Payroll week

All,

"'-?ase check your time for the period and get it submitted. { will be in early Monday morning before my week of training
. /get everyone’s time completed and submitted to payroll for processing.



S

SenderAddress RecipientAddress
10/28/2016 15:40 Christopher.Hildreth@minnea) david.garman@minneapolismn.gov
10/28/2016 15:40 Christopher Hildreth@minnea) bradley.simonson@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea|shannon.gamble@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea; michael.arett@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| geoffrey.toscano@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea)christopher.hildreth@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea; wendy.liotta@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| gregory.wenzel@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| darrin.waletzki@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| eric.madson@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| paul.hatle@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea lyall.delaney@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| police-juvenileinvestigations@minneapolism
10/28/2016 15:40 Christopher.Hildreth@minnea) patrick. mccarver@minneapolismn.gov
10/28/2016 15:40 Christopher.Hildreth@minnea| daniel. mcshane @minneapolismn.gov



N

) Timekeeping - Payroll wee Delivered

Subject Status
Timekeeping - Payroll wee Delivered

Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Expanded
Timekeeping - Payroll wee Delivered
Timekeeping - Payroll wee Delivered

FromIP

170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.155.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..
170.159.4..

Size

Messageld
21124 <DM5PROS
21124 <DM5PR0OS
21124 <DM5PROS
21124 <DM5PR09
21124 <DM5PR0O9
21124 <DMS5PROS
21124 <DM5PRO9 .
21124 <DM5PR0OS
21124 <DM5PROS
21124 <DM5PROS
21124 <DM5PR0OS
21124 <DMS5PROS
21124 <DM5PR0O9
21124 <DM5PR0O9
21124 <DM5PROS



o MB15156BDACC2EF4A1526E2E569BAD0O@DM5SPRO9MB1515.namprd09.prod.outlook.com>
N MB15156BDACC2EF4A1526E2E569BADO@DM5PRO9MB1515.namprd09.prod.outlook.com>
' MB15156BDACC2EF4A1526E2E569BADO@DMSPRO9MB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BADO@DM5PROIMB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BADO@DMSPRO9MB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BAD0@DMSPRO9MB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2 E569BADO@DM5PRO9SMB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4AA1526E2E569BADO@DM5PRO9MB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BADO@DMS5PRO9MB1515.namprdQ9.prod.outlcok.com>
MB15156BDACC2EF4A1526E2 E569BADO@DM5PRO9MB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BAD0@DM5PROIMB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BAD0@DMSPROSMB1515.namprd(9.prod.outlook.com>
MB15156BDACC2EFAA1526E2E569BAD0@DM5PROSMB1515 . namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BAD0@ DMSPROSMB1515.namprd09.prod.outlook.com>
MB15156BDACC2EF4A1526E2E569BAD0O@DMEPRO9MB1515.namprd09.prod.outlook.com>



Gomez, Jose

“om: Parker, Debra A.
.,e}nt: Wednesday, September 28, 2016 10:07 AM
To: Gomez, Jose
Cc: Mazouz, Abdeslam )
Subject: FW: City computer -- Confidential Investigation
Attachments: Geoffrey Toscano, 09-19-2016 0300PM to 09-20-2016 0300 PM.evix
Jose,

Attached is the log file from his computer, which should have the information you need.
Let Abdeslam know if you have guestions (I'm nct in the office today).

Deb P

Debra Parker

Director, Security Services
Information Technology
City of Minneapolis
612-673-2496

Www.Ci.minneapolis.mn.us

Privileged and/or Confidential and/or Private Information:

This electronic message may contain information that is confidential and/or private. If you are not the intended recipient of this e-mail: (1) do

not read the content of the message; (2) immediately notify the sender that you incorrectly received the message; and (3) do not
“ssemninate, distribute, or copy this e-mail.

From: Mazouz, Abdeslam

Sent: Wednesday, September 28, 2016 10:05 AM

To: Parker, Debra A.

Cc: Hagedorn, Roger

Subject: RE: City computer -- Confidential Investigation

Attached is the security log from the computer in question.

Let me know if you need anything else.

Abdeslam Mazouz
X2289

From: Parker, Debra A.

Sent: Wednesday, September 28, 2016 9:28 AM

To: Mazouz, Abdesiam <abdeslam.mazouz@minneapolismn.gov>
Cc: Hagedorn, Roger <Roger.Hagedorn@Minneapolismn.gov>
Subject: FW: City computer -- Confidential Investigation

Abdeslam,

. e need to look at windows logs on this user's computer to investigate the question cutlined below.



- ¥

if you don’t have the ability to get at the computer logs without informing the user, work with Roger to create a
confidential investigation ticket and work with Deskside or Infrastructure.

ff‘*jealize we may not be able to find much to help out with the investigation, but we’ll need to give it a try.
Roger,

If need be, you should create a ticket for the Cl with the instruction to consult you or Abdeslam for instructions.

Debra Parker

Director, Security Services
Information Technology
City of Minneapolis
612-673-2496
www.ci.minneapolis. mn.us

Privileged and/or Confidential and/or Private Information:

This electronic message may contain Information that is confidential and/or private, If you are not the intended recipient of this e-mail: (1) do
not read the content of the message; (2) immediately notify the sender that you incorrectly received the message; and (3) do not
disseminate, distribute, or copy this e-mail.

From: Gomez, Jose

Sent: Wednesday, September 28, 2016 9:24 AM
To: Parker, Debra A.

“ubject: RE: City computer

Debra the asset tag number is 32000533 and the employee is Geoffrey Toscano, employee number 007257, The date
range is 09/19/2016 03:00PM to 09/20/2016 03:00 AM. I'm looking to see when he signed off, if he did . Any question
please contact me 612-328-3534.

Thank you,

Sergeant Jose F. Gomez
Minneapolis Police Department
Internal Affairs Unit

350 5" Street South, RM 112
Minneapolis, MN 55415

Office: (612) 673-3644

Fax: (612) 673-3643

' /Confidentiality Notice: This email message, including any attachments, is for the sole use of the intended recipient{s)
and may contain government data and thereby subject to the Minnesota Government Data Practices Act, Minnesota

2



- >
s

Statutes, Chapter 13; may be subject to attorney-client or work product privilege; may be confidential, privileged,

proprietary, or otherwise protected. If you are not the intended recipient, be aware that any unauthorized review,

disclosure, copying, distribution, or use of the contents of this information is prohibited and punishable by law. if you
*”’jve received this electronic transmission in error, please immediately notify the sender by return email and then

. Jomptly delete this message from your computer system.

From: Parker, Debra A.

Sent: Wednesday, September 28, 2016 7:56 AM
To: Gomez, Jose

Subject: RE: City computer

Okay. | don’t think there is much we can learn without knowing what computer he/she is using, unless its something
that would have occurred in the last few hours.

Debra Parker

Director, Security Services
Information Technology
City of Minneapolis
612-673-2496
www.d.minneapolis. mn.us

Privileged and/or Confidential and/or Private Information:

This electronic message may contain information that Is confidential and/or private, If you are not the intended recipient of this e-mail: (1) do
not read the content of the message; {2) immediately notify the sender that you incorrectly received the message; and {3) do not
disseminate, distribute, or copy this e-mail.

From: Gomez, Jose

“ant: Wednesday, September 28, 2016 7:52 AM
21 Parker, Debra A.

Subject: RE: City computer

The audit is confidential, with that being said | don’t know if I'll be able to get the asset tag on his/her computer. | will
work on that and let you know when | have obtained asset tag.

Thank you,

Sergeant Jose F. Gomez
Minneapolis Police Department
Internal Affairs Unit

350 5" Street South, RM 112
Minneapolis, MN 55415

Office: (612} 673-3644

Fax: (612) 673-3843




Confidentiality Notice: This email message, including any attachments, is for the sole use of the intended recipient(s)
and may contain government data and thereby subject to the Minnesota Government Data Practices Act, Minnesota
Statutes, Chapter 13; may be subject to attorney-client or work product privilege; may be confidential, privileged,
~"roprietary, or otherwise protected. If you are not the intended recipient, be aware that any unauthorized review,
.sclosure, copying, distribution, or use of the contents of this information is prohibited and punishable by law. if you
have received this electronic transmission in error, please immediately notify the sender by return email and then
promptly delete this message from your computer system.

From: Parker, Debra A,

Sent: Wednesday, September 28, 2016 7:47 AM

To: Gomez, Jose

Subject: Re: City computer

Yes, I can help. I'll need the name of the user and the asset number for the computer.

Also need to know if our audit needs to be confidential ... Subject shouldn't know it is occurring.

Get Qutlook for iOS

On Wed, Sep 28, 2016 at 7:42 AM -0500, "Gomez, Jose" <Jose. Gomez@minneapolismn.gov> wrote:

Debra,

“re you the contact to audit City computer access? I'm fooking to audit a city employee and want to know when they
.gged of the computer/network.

Respectfully,

Sergeant Jose F. Gomez
Minneapolis Police Department
Internal Affairs Unit

350 5" Street South, RM 112
Minneapolis, MN 55415

Office: (612) 673-3644

Fax: (612) 673-3843

~onfidentiality Notice: This email message, including any attachments, is for the sole use of the intended recipient(s)
._nd may contain government data and thereby subject to the Minnesota Government Data Practices Act, Minnesota
Statutes, Chapter 13; may be subject to attorney-client or work product privilege; may be confidential, privileged,
proprietary, or otherwise protected. If you are not the intended recipient, be aware that any unauthorized review,
4



disclosure, copying, distribution, or use of the contents of this information is prohibited and punishable by law. If you
have received this electronic transmission in error, please immediately notify the sender by return email and then
promptly delete this message from your computer system,.
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