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Raymond M. DiGuiseppe

The DiGuiseppe Law Firm, P.C.
2 N. Front Street, Fifth Floor
Wilmington, NC 28401

BY ELECTRONIC EMAIL to: law.rmd@gmail.com
Dear Mr. DiGuiseppe:

I write in response to your Vermont Access to Public Records Act request dated
September 5, 2018. In that request you seek, for the period of July 30, 2018 to
September 5, 2018:

1. [R]ecords and information containing or about any of the following -
subjects. CodelsFreeSpeech.com; Firearms Policy Coalition, FPC;
Firearms Policy Foundation; FPF; The Calguns Foundation; CGF;
California Association of Federal Firearms Licensees; CAL-FFL; Brandon
Combs; Gene Hoffman.

2. [R]ecords and information that are or refer to communications with
Amazon AWS or Amazon Web Services (including but not limited to
communications to or from ec2-abse@amazon.com) about
CodeisFreeSpeech.com, the subject of “Liberator,” or the subject
“liberator_complete.zip.”

3. [R]ecords and information containing or about any of the following
subjects: Defense Distributed; ghostgunner.net; Shopify; Ghost Gunner;
Ghost Gunner 2; CNC; 80% lower.

Enclosed please find potentially responsive records. To reduce costs, we have
omitted duplicate copies of potentially responsive records as well as copies of




potentially responsive documents that have been publicly filed in State of
Washington et al. v. United States Dep'’t of State et al., No. 2:18-cv-01115 (W.D.
Wash.). All documents that have been filed in that case are available to the public
through the federal judiciary’s PACER system at http://www.pacer.gov.

Additionally, attorney-client communications, attorney work product and/or
documents relevant to pending litigation exchanged with other state Attorney
General Offices have not been provided. These potentially responsive documents are
also exempt from disclosure under 1 V.S.A. § 317(c)(3), (4), and (14).

- To the extent you consider that this response constitutes a denial of your
request, you may appeal to the Deputy Attorney General. Any appeal should be in
writing and addressed to:

Joshua Diamond, Esq.
Deputy Attorney General
Office of the Attorney General

109 State Street '
~ Montpelier, VT 05609-1001

Please note that the attached documents are being provided at no cost.

Sincerely,

Benjamin D. Battles
Assistant Attorney General

Enclosures



Battles, Benjan1in

From: - Bowers, Todd (ATG) <ToddB@ATG.WA.GOV>
Sent: . Thursday, August 2, 2018 8:36 PM
To: - Aaron Goldstein; Abigail Wood; Al Gilbert; Andy Saindon; Bart DelLone; Beneskl, Kristin

(ATG); Battles, Benjamin; Cynthia Hudson; Pana Viola; Eleancr Blume; Elizabeth Wilkins;
Eric Haren; Eric Tabor; Henry Kantor; Jacob Campion; Jeff Dunlap; Jennifer Thomson
(jthomSOn@attorneygeneral gov); Jeremy Fergenbaum Jerry Coyne; Jimmy Rock; Joanna )
Lydgate; Jon Miller; Jonathan Goldman; Jones, Zach (ATG); Joseph Rubin; Diamond,
Joshua; Kelli Evans; Kim Bérger; Kim Massicotte; Laura Stuber; Lauren Sulcove; Mark
Beckington; Matt Grove; Maura Murphy Osborne; Michael Field; Nelson Richards; Robyn
Bender; Rupert, Jeffrey (ATG); Sam Towell; Scott Kaplan; Sprung, Jeff (ATG), Srlpnya
: Narasimhan; Steven Wu; Williams, Jennah (ATG); Yael Shavit
Subject:. . FW: State of Washington, et al. v. US. Department of State, et al., No. 2:18-cv- 1115
- (W.D. Wash)

Apologies for those for whom this will be redundant, but resending as we've just added a number of states. Want to
" make sure everyone is looped in. Thx

From: Mrller Jonathan (AGO) <jonathan. mlller@state ma.us>

Sent: Thursday, August 2, 2018 5:29 PM

“To: stuart.j.robinson@usdoj.gov

Cc: Sprung, leff (ATG) <leffS2@ATG.WA.GOV>; Bowers, Todd (ATG) <ToddB@ATG WA. GOV> Lydgate, Joanna (AGO)
<joanna.lydgate @state.ma.us>; Rupert, leffrey (ATG) <.lef'freyR2@ATG WA.GOV>; Beneskr Kristin (ATG)
<KristinB1L@ATG.WA.GOV>; eric.soskin@usdoj.gov

Subject State of Washrngton et al. v. U.S. Department of State, et al., No. 2:18- cv-1115 (W.D. Wash )

Dear Stuart,

I am writing to fo!low up your correspondence with Washington’s Assistant Attorney General Jeff, Sprung dated August
2, 2018.

Following the issuance of a Temporary Restraining Order by the U.S. District Court on Tuesday, the technical data that
Defense Distributed had posted on its affiliated websites following its settlement with the Department of State were
removed. However, in connection with their removal from the Defense Distributed websites, these files have started to
appear on numerous other websites that are easily accessible to the public. '

* Among the websites on which we have seen these files are: codeisfreespeech.com, fosscad.org, grabcad.com, and
free3d.com, and we believe that these items have been posted in a publicly accessible DropBox file, too. Withouta
doubt, there are other websites that are currently hosting these files, making them available to individuals who cannot
lawfully purchase or obtain a firearm in the United States. The Department of State has the authority, and we believe
the oblrgatron to take actlon to ensure that these data are removed from the internet immediately.

As you know, the distribution, transfer, or offering of access to these technical materials is restricted under Category | of
the United States Munitions List (USML) and the International Traffic in Arms Regulations (ITAR). This includes all CAD
files or other technical instruction to manufacture three-dimensional (3D) firearms or gun-related parts (including
triggers, grips, barrels, receivers, magazines, or munitions) using commercially available 3D printers or computer-
numerically-controlled machines. Pursuant to Section 127.1 of ITAR, 22 C.F.R. § 127.1, it is unlawful to grant access to or
otherwise disseminate technical data to manufacture or modify any USML Category | defense articles without prior -



authorization from the Directorate of Defense Trade Controls. The files previously posted by Defense Distributed remain
covered by the USML as a result of the District Court’s Temporary Restraining Order.

We ask that the Department of State take immediate steps to ensure compllance with the Arms Export Control Act and
ITAR. It is an urgent matter affecting the public safety of all Americans. By no later than2 p.m. PDT tomorrow (Fnday)
please advise of what steps the Department of State has taken to address these concerns, Should you have any
questlons please do not hesitate to contact me or my colleagues.

8

Sincerely,
Jonathan B. Miller
Chief, Public Protection and Advocacy Buteau

Office of Massachusetts Attorney General Maura Healey
One Ashburton Place .
Boston, MA 02108 .

617-963-2073 (office)

617-571-5349 (cell)

Jonathan Milles@state.ma.us



' Clark, Ch’arity

From: Battles, Benjamin

Sent: : Tuesday, July 31, 2018 10:10 AM
To: Clark, Charity .

Subject: ~ RE: 3D gun case complaint *
Attacliments: - 3D gun case - complaint.pdf
Sorry_aboui that

From: Clark, Charity . )
Sent: Tuesday, July 31, 2018 10: 05 AM : -

To: Battles, Benjamin <Benjamin. Battles@vermont gov>

Subject: RE: 3D gun case complaint

Looks like you accidentally attached the Corren case.

From Batt!es, Benjamm
Sent: Tuesday, July 31, 2018 9:59 AM

To: Clark, Charity <Charity.Clark@vermont. gov>
Subject: 3D gun case complaint

Benjémin D. Battles

- Solicitor General

- Vermont Attorney General’s Ofﬁce
802.828.5944
benjamin.battles@vermont.gov
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‘Case 2:18-cv-01115 - Document 1 Filed 07/30/18 Page 1of52°

"UNITED STATES DISTRICT COURT -
WESTERN DISTRICT OF WASHINGTON
AT SEATTLE

STATE OF WASHINGTON; STATE OF
CONNECTICUT; STATE OF MARYLAND;
STATE OF NEW JERSEY; STATE OF NEW
YORK; STATE OF OREGON;
COMMONWEALTH OF ,
MASSACHUSETTS; COMMONWEALTH
OF PENNSYLVANIA; and the DISTRICT
OF COLUMBIA,

Plaintiffs,

V.

UNITED STATES DEPARTMENT OF
STATE; MICHAEL R. POMPEO, in his

official capacity as Secretary of State;
DIRECTORATE OF DEFENSE TRADE

" CONTROLS; MIKE MILLER, in his official

capacity as Acting Deputy Assistant Secretary
of Defense Trade Controls; SARAH
HEIDEMA, in her official capacity as Director

- of Policy, Office of Defense Trade Controls

Policy; DEFENSE DISTRIBUTED; SECOND
AMENDMENT FOUNDATION, INC.; AND
CONN WILLIAMSON,

Defendants.

COMPLAINT FOR DECLARATORY
AND INJUNCTIVE RELIEF -

NO.

COMPLAINT FOR DECLARATORY

~ AND INJUNCTIVE RELIEF

ATTORNEY GENERAL OF WASHINGTON
800 Fifth Avenue, Suite 2000
Seattle, WA 98104-3188
(206) 4647744
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Case 2:18-cv-01115 Document 1 Filed 07/30/18 Page 2 of 52

Plaintiffs the State of Washington, State of- Connecticut, State of Oregon, State of

Maryland State ‘'of New Jersey, State of New York, Commonwealth of Massachusetts,

' Commonwealth of Pennsylvania and the District of Colurnbla (the “States”) brmg th1s lawsu1t

agalnst Defendants Unlted States Department of State Michael R. Pompeo, Directorate of

Defense Controls, Mike Mlller, and Sarah Heidema (the “Government Defendants™); as well as

Defense Dis’tributed, Second Amendment Foundation, Inc., and Conn Williamson.

I INTRODUCTION

1. This case addresses the threat that downloadable guns, in the form of ‘Computer
Aided Design (CAD) files for the automated production of firearms using a 3-D printer!, will
imminently be released on the internet, making these weapons available to virtually anyone. 3-D
printed guns are functional ‘weapons that are often unrecognizable by standafd metal detectors-
because they are made out of materials other than metal (e.g., plastlc) and untraceable because
they contain no serlal numbers Anyone with access to the CAD files and a commercially

available 3~D printer could readily manufacture, possess, or sell such a weapon—even those

" persons statutorily ineligible to possess firearms, including violent felons, the mentally ill and

persons subJect to protection and no-contact orders. This serlous threat to the national securlty
and to public safety in the State of Washmgton was caused by the Federal Government’s covert
and ultra vires regulatory about-face, in v101at1on of the Administrative Procedure Act (APA)
and the Tenth Amendment to the U.S. Constitution.Until recently, the Federal ‘Government
prohibited the distribution of CAD ﬁles for the' automated production of 3-D printed weapons
by including such files on the United States Munitions List (USML) and making them subject to

the International Trafﬁc in Arms Regulations (ITAR)' which are administered by the Directorate

- of Defense Trade Controls (DDTC) within the Department of State. As recently as April of this

year, the Government’s position was that if such CAD files were distributed via the internet, they

- 13D pnntmg refers to technology that allows a person to make a three dimensional product using a digital
f le or software in conjunction with a printer that is directed by the software. See, e.g., hitps: //3dgnnt1ng com/what-
is-3d-printing/ {last visited July 30, 2018). ]

. COMPLAINT FOR DECLARATORY 2 ATTORNEY GENERAL OF WASHINGTON

800 Fifth Avenue. Suite 2000

AND INJUNCTIVE RELIEF - . Scattle, WA 98104-3188
, (206) 464-7744
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.issue a letter to Defense Distributed advising that its files are exempt from ITAR and “approved

Case 2:18-cv-01115  Document 1 Filed 07/30/18 Page 3 of 52

could be “easily use,ci overseas to make ﬁrearms that are subject to U.S. eﬁcport controls”, -\"Nhere,
“beyohd the reach of U.S. law, they could be used to threaten U.S. national security, US foreign
policy interests, or international peace and stabilit};.’; :

2. In June 2018, however, the Government completefy reversed its position on'the
dissernination of the CAD ’ﬁles—'—not publicly or in accordance with a valid administrative
process, but by entering an under-the-radar settlement witﬁ a private company known as Defense
Distributed (DD). Defense Distributed v. U.S. Dept. of State, 15-CV-372 RP (W.D. Texas).
Defense Distributed’s stated objective is to ensure gldbal,' unrestric_ted a;:cgss to firearms by
posting its CAD files online so that virtuaily evéryone wili have 'aCcesé toa “dowﬁloadabie gun.;’
As part of the Settlement Agreement, the Government promised to: (i) draft and fully pur.s'ue’a
notice of rulemaking and a final rule tb remove the CAD files at issué from ITAR jurisdiction;

(ii) temporarily modify Categc.)ry-'I of the USML to exclude the files at issue from ITAR; (iii)

for public release (i.e., unlimited distribution)”; and v(iv) permit “any United States person” to
“.use; reproduce or otherwise benefit from™ the files at issue.

3. On Ruly 27, 2018, in accordan(;e with the Settlement Agreement, DDTC
published a “Terhporary Modification of Cafegory I of the -Unjted- States Munitions List” that
permits the dissemination of certain CAD files in Defense Distributed*s possession, inéluding
files used to creaté undetectable and untréceable weapons, as well as-a tabletop gun-milling
machine' called the “Ghost Gunner.” This deregulation also applies to _o‘ther ﬁles.for the

automated production of 3-D printed weapoﬁs that may be developed or acquired by Defense

Distributed in the future.
COMPLAINT FOR DECLARATORY 3 ATTORNEY GENERAL OF WASHINGTON
. L venue, suite
AND INJUNCTIVE RELIEF ' . Seattle, WA 98104-3188

(206) 464-7744
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Case 2:18-cv-01115 Document 1 Filed 07/30/18 Page 4 of 52

4 Although the Government’s deregulation of the CAD files in question is
nominally ‘v‘témporary',” it permits Defense Distributed’s founder, self-described “crypto-
anarchist” Cody Wilson—and anyone else—to immediately disseminate the files by making
them available for download via the internet.’ Wilson and Defense Distributed have announced

that they iﬁfend to release the files on August 1, 2018. As of that point, the files will be,

 practically speaking, irretrievable, because they will have been posted on the internet—a bell

that cannot be un-rung:

Source: https://defcad.com (‘acceésed‘July 28,2018).

5. - The files that Defense Distributed intends to make available-for download as of
August 1, 2018 include CAD files that can be used to manufacture a variety of weapons,

including AR-15 ﬁ'amesz and a 3-D printed pistol known as the »“Li'berator”, as well as a

-“computer-controlled milling machine” called the “Ghost Gunner,” which is designed to allow

its owner to carve gun parts out of aluminum:

2 An AR-15 is a semi-automatic rifle that is the civilian equivalent of the M~16 and the weapon of choice
for many mass shooters. Co

COMPLAINT FOR DECLARATORY .4 ATTORNEY GENERAL OF WASHINGTON
A I D ]-(n I 1 yenue, sutie
IN CTIVE RELIEF : Seatile, WA 98104-3188

(206) 464-7744,
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Case 2:18-cv-01115 Document 1 Filed 07/30/18 Page 5 of 52

Source: https://defcad.com (accessed July 28, 2018).

6. 1 According to news reports,? the D‘efense Distributed website’s‘repository of
downloadable-gun files will also include “more exotic DIY semi-automatic weapons.” “The
relaunched site will be open to user.contribution, too; Wilson hqpes it will soon serve as a
searchable, user-generated database of practically any firearm imaginable.” According to
Wilson: “What’s about to happen 1s a Cambrian explosion of the digital content related to
firearms.” Wilson says: “All this Parkland stuff, the students, all these dreams of ‘common sense

gun reforms’? No. The internet will serve guns, the gun is downloadable . . . No amount of

‘ petitions or die-ins or anything else can change that.”

3 Andy Greenberg, 4 Laridmark :egal Shift Opens Pandora’s Box for DIV Guns, (Tuly 18, 2018) Wired,
available at  https://www.wired.com/story/a-landmark-legal-shift-opens-pandoras-box-for-diy-guns/, _attached
hereto as Ex. 1.

COMPLAINT FOR DECLARATORY 5 ATTORNEY GENERAL OF WASHINGTON

. R0O0 Fifih Avenue. Suite 2000
AND INJUNCTIVE RELIEF A v Seattle, WA 98104-3188

(206) 464-7744
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7. The Govémment entered iﬁto the Settlement Agregmeht in contravention of the
statutes and regulations which govern the export designation broéess. @oﬂg éther things, upon
infomaﬁon and belief, the lState bepartment: (i) has not providgd the relevant Congressional .
committees with the required 30 déys’ notice t;) “temporarily” modify the ﬁSNE or to achieve
tﬁe same thing via approval for public release of the informatiqn pu,rsuanf to 22 CRF.
§125.4(b)(13); (if) has not received the co_ncv.irrcnce of the Secretary of Defense to “temp.brarily”
change the designation of the files at issue; and (iii) has not followed established commodity
jufisdictioﬁ procédures before agreeing to “témporarily” exemp’.c the CAD files at issue from
ITAR.

8. The ‘étempo;ary modification” of USMi Category I and approval for public'release;
of the iniformation pursuant 22 CF.R. §125.4(b)(13) ére especially troubling because it involves
making CAD ﬁlgs available on thé iﬁtemet, Whiqh largely_ovenides the later need to formally .
modify the relevant rules. Mdréover, the “temporary modification” on its face applies to recently -|
developed ﬁ'les that the Goverqment Has presumably not even seen or evaluated, as well as files
that niéy be glevéloped in,tﬁe future.

9. In.addition., the deemment has acted in an arbitrary and capricious manner, and |.
has aBused its discretion, by (i) fa;iling to conéider evidence relevant to. ITAR jurisdiction over
the CAD files; (ii)' drastically changing long-established practice and poljcy without any
explanation or sufficient notice; 'a.nd (iii) failing | to study the national- and state-security
implications of exempting the CAD files froﬁ’n ITAR. Upon information and belief, the
Government has made no determination.regarding the national security implications of the

agreement, or its effects on sovereign U.S. states’ ability to protect the safety of those within

their borders.
COMPLAINT FOR DECLARATORY - 6 -ATTORNEY GENERAL OF Y,“;f,g‘g““ _
Q [\ [) ” 'I\I . - 1 yenue, ouiie
N, CTIVE REL]:EF ' .Seattle, WA 98104-3188

(206) 464-7744
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Case 2:18—cv—01115 Documént 1 Filed 07/30/18 Page 7 of 52

10. Téllingly, even the notices of proppsed rules to amend the ITAR,'.Whiéh the
Departments of State and Commerce published on\ May 24, 2018, .make no mention of the
daﬁgers posed by the files falling into the'hands of terrorist org;uizations, insurgeht groups,
transnational organized criminal organizations, or countries subject to the U.S. or U.N. arms
embargoes. N

“11. The Government Defendants’ unlawful actions—if allowed to stand—will lead

to the proliferation of untraceable printed guﬁs overseas and within the United States.

Domestically, the proliferation of these guns also threatens to ci'ipp]e the various States’

‘extensive and comprehensive systems of firearms regulations designed to keep guns out of the

wrong hands. -

12. For all these reasons, and others detailed belo_w, the Government Defendants have

violated the Administrative Procedure Act (APA) and the Tenth Amendment of the U.S.

'Constitution, which reserves police power to the states. The Plaintiff States seek a declaration

that the “temporary modification” of the USML Category I (which constitutes é final agency

action) is invalid, and an. injunbtion requiring the Government Defendants to rescind the

temporary modification and refrain from acting in a manner inconsistent with such rescission.

I.  JURISDICTION AND VENUE
13.  This Court has jurisdiction over thismatteg and the parties hereto pursuant to 28 |

U.S.C. §§ 1331, 2201, and 2202.
14. Yenﬁg in this Court is proper pursuant to 28 U.S.C. § 1391(e) because the Plaintiff
is located here.and a substantial part of the events; or omissions giving rise to the claim occh&ed
or will immin.entl'y occur here. In particular, the djssel;nination of the CAD files in question will

have an adverse impact on the public safety in the City of Seattle and King County, Washington,

. which are located in this district. See Declarations of King County Sheriff Mitzi Johanknecht

- COMPLAINT FOR DECLARATORY 7 _ ATTORNEY GENERAL OF WASHINGTON

- 800 Fifth Avenue, Suite 2000
AND INJUNCTIVE REL]EF ' ) ) : Seattle, WA 98104-3188
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(attached hereto as Exhibit 2) and Seattle Police Chief Carmen Best (attached hereto as Exhibit

.3). Also, Defendant Second Amendment Foundation, Inc. is located in Bellevue, Washington.

II. PARTIES

15.- The States of Washington; Connecticnt, Maryland, New Jersey, New York,
Oregon, the Commonwealths of Massachusetts and Pennsylvania ‘(Plaintiff States) and the
District of Columbia, represented by and through their respectlve Attorneys General are
sovereign states of the Un1ted States of America. The secunty of the Plaintiff States is threatened
by the Government’s de_regulation of CAD files for the automated production of 3-D printed
weapons via the “temporary modification” of the USML Category 'I. The “temporary
modification” i.s also a direct attack on the State’s sovereign pO\-Nel' to protect the safety of those
within its borders, including the poWer to enact and enforce laws 1jelated to the ownership and
use ef firearms.

16.  Defendant the United States Deparlment of State (State Department) is the

- executive agency of the United States government- respon51ble for administering and enforcing

the ITAR under the authonty of the Arms Export Control Act (AECA) The State Department is
a party fo the Settlement Agreement with DefenseDist.ributed.

17. | Defendant Mi.che‘lel R. Pompeo is Sued in his official capacity as the Secretary of
State. In this capaeity, he is responsible for the operation and management of 'the State
Department, including the operation and management of the Direetorate of Defense Trade
Controls (DDTC) ana administration and enforcement of the ITAR. The Secretary of State is a
party to the Settlement Agreement with Defense Distributed.

18.  Defendant DDTC is a subordinate unit within the Departrnent of State Bureau of

Polltlcal and Military Affairs respon51ble for administering and enforcing the ITAR The DDTC

COMPLAINT FOR DECLARATORY 8 ATTORNEY GENERAL OF WASHINGTON

800 Fifth Avenue, Suite 2000
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enacted the “temporary modification” of the USML Category I, and is a party to the Settlement

Agreement with befense Distributed. .

19. Defendant: Mike Miller is sued in his official capacity as the Acting Deputy
Assistant. Secretary of Defense Trade Controls. The Acting Deputy Assistant Secietary is a party
to the Settlement Agreement with Defense Distributed.

20.  Defendant Sarah Heidema is sued in her official capécit)t as the Director, Office
of Defense Trade Controls Policy. The Director, Office of Det’en‘se Trade .(_Zontrels Policy is a
party to the Settlement Agreement with Defense Distributed. |

21.  Defendant Defense Distributed is a Texas corporation whose headquarters and
ptincipal place of business are located in Austin, Texas. Upon infonnation antl belief, Defense
Distxibuted advet‘tises and sells items over the internet throughout the nation, including in
Washington. Defense Distributed also intends to make available for tlewnlead from the intemet |
es of August 1, 2018 the CAD files at issue in this Complaint, and these downioads weuld be
avallable in Washmgton Defense Dlsmbuted is a necessary patty as the Settlement Agreement.

that 1t entered into with the other Defendants may be affected by the requested rehef and this

may lmpede Defense Distributed’s interests under that Settlement Agreement

22.  Defendant Second Amendment Foundation, Inc. is _a non-profit organizé.tion

' incorporated under the laws of Washington with its principal place of business in Bellevue,

Washington. The Second Amendment Foundation is a necessary party as the Settlement
Agreement that it entered into with the other Defendants may be affected by the requested relief;

and this may impede the Second Amendment Foundation’s interests under that Settlement

~ Agreement.

23.  Conn Williamson is a citizen of the State of Washington. Mr. Williamson 1s a

necessary party as the Settlement Agreement that he entered into with the other Defendants may

COMPLAINT FOR DECLARATORY -9 ATTORNEY GENERAL OF WASHINGTON

800 Fifth Avenue. Suite 2000
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be affected by the requested relief, and this may impede Mr. Williamson’s interests under that

Settlement Agreement.

IV. ALLEGATIONS

A. The Statutory and Regulatory Framework

24.  The Arms Export Control Act (AECA), 22 U.S.C. § 2751 ef Seq., authorizes the

President, “[i]n furtherance of world peace and the security and foreign policy of the United

States ... to control the import and the export of defense articles and defense services.”

22 U.S.C. § 2778(a)(1). The purpose of the AECA is to reduce theA international trade in arms
and avoid destabilizing effects abroad through arms exports. 22 USC § 2751. .

25.  Under the AECA, “[t]he President is authorized to designate tﬁose items which
shall be considered as defense articles and defense services for the purpose.s of this section and |
to promulgate regulations‘ for the import ‘and_ export of such articles and services.” 22 U.S.C. §.
2778(a)(1). Items designated as defense articles or services consﬁﬁlte the United States
Munitions List (U SM). I ‘avlt § 2773(a)(1). Category I of the USML lists art.icles., services,'
and relat'c.d technical data for “Firearms, Close Assault Weapons aﬂd Combat Shé;cguns.”

' 26.  Among other things, Cafegory'I of the USML includes all firearms up to .50

caliber, and all technical data directly related to such ﬂreann"s. See 22 C.F.R. § 121.1(0)(a).

“Technical data” is information that “is required for the design, development, production,
manufactiure, assembly, operation, repair, testing, maintenance or modification of defense
articles.” Id. § 120.10(a). Technical data inclucies “information in the form of blueprints,
drawings, Phofographs, plans, instructions or documentation” . § 120.10.

27.  As former Director of the Office of Defense Trade Controls Management Lisa V.
Aguirre stated ina2015 declaration‘ﬁle.d in federal court, “the ‘téchhical data’ provisions serve

-

the purpose of limiting the export of detailed information needed to manufacture, maintain, or

» COMPLAINT FOR DECLARATORY 10 - ATTORJ;;E(}'F(?&NERAL OSF XV‘;%I(-)](I)NGTON
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operate def;anse articleé controlled on the I_T'SML..Defense_Dz'strz'butea’ v. U.S. Dept. qf State, 15-
CV-372 RP Dkt. 32-1  14(d). Sugh export limitations advance the purposes ‘of the AECA by | |
limiting the al'bility of foreign power% to.desi,gn, develop, e;nd produce defense articles in ligu qf
being able to obt_ain. those articles directly. Absent the inclusic,;n of technical data m the ITA.R,,
the ITAR’S limits oﬁ arms transfers Would be of negligible practical effect because thg ITAR
would leave unregulated the exportatioﬁ of the fﬁndamental technology, kﬁow—hdw, blueprints,
and other design information sufficient for foréién powers to construct, produce, manufacture, |
maiptain, and operate tﬁe very same equipment regulated in its physical form by the ITAR.” Id.

28.° Pursuant to Executive Order 13637, the President has delegétéd his" AECA
authority tb the State Department. In ﬁum, the State Department has promulgated the ITAR,
which is administered by thg DDTC. See22 C.F.R. §§ 120-130. Amon.g other things, the DDTC
is tasked with maintaining, reviewing and clarify'ing‘ ﬁe USML.

29.  Pursuant to Executive Order 13637, section 1(n), “[d]esignations including

- changes in designations, by the Secretary of items or categories that shall be considered as

defense articles and defense services subject to eiport control under section 38 (22 U.S.C. 2778)
shall have the concurrence c;f the Secretary of Defense.”

.30' In addition, the Executive Branch must give notice to the International Relations
Committee of the House of Representatives and to the Committee on Foreign Relations of the

Senate at least 30 days in advance of removing an item from the USML. 22 U.S.C. § 2778(£)(1). '

“Such notification must be made in accordance with the procedures applicable to reprogramming

notifications under section 634A(a) of the Foreign Assistance Act of 1961, 22 U.S.C. § 2394-1.
Id
31.  Subject to the proce'dural requirements abeve and other provisions of AECA,

ITAR allows the Deputy Assistant Secretary for Defense Trade Controls to order the temporary
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modification of any ITAR regulation. However, it may do so only “in the interest of the securify

and foreign policy of the United States”—not merely as an interim measure before a final rule

‘can be passed. 22 C.F.R. § 126.2.

32.  For situations where there is doubt that a particular item to be exported falls on
the USML, ITAR contains a commodity jurisdiction (CJ) procedure.- 22 .C.F.R. § 120.4. Upon

written request, the DDTC will provide a determination as to whether a certain item, service, or

| data is within the jurisdiction of ITAR. Id.

33.  As the Director Aguirre explained in her 2015 declaration, the CJ determination

“entails consultation among the Department of State, Defense, CommerCe and other U.S.

~ Government agencies and industry in appropriate cases.” Ex. 4 § 19. Assessments are made on

a case-by-case basis, evaluating whether the article is c¢overed by the USML, is functionally .|
equivalent to an article on the USML, or has substantial military or intelligence application. A

determination made pursuant to the commodity jurisdiction process'takes into account “(i) The

form and fit of the article; and (ii) The function and performance capability of the article.” Ex. 4

9 20. .

34, 22 CFR. § 120.4(f) requires tﬁat “State, Defense.and Commerce will resolve
commodity jurisdiction disputes in accordance \%/ith established procedﬁres. State shall notify
Defensg and Commerce of the initiation and conclusion of each case.” )
B. The Defense Distributed CAD Files

35. - Defense Distributed is a Texas corpora;cion founded by Cody Wilson, a self-
described “crypto-aﬁarchist” who believes that “governments should live in fear of their

citizenry.” His company’s objective is for everyone in the world to have access to guns, and to

make meaningful gun regulation impossible.
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36. In or ‘around early May 2013, Defense Distributed posted CAD files on
DEFCAD.org, a website it created to serve' as an open-source repository for weapons designs,
including“software oode used to automatically manufacture the “Liberator” pistol. The Liberator
isa plastic firearm which contains 6-0z piece of steel,» which can be easily removed; enabling it:
to avord cletectlon in wa]k—through metal detectors.

. 37.  Defense Distributed described these CAD files as essentlally blueprlnts that can
be read by CAD software ” As the Federal Government stated i in a court filing in April 2018,
these files are “1nd1spensahle to a three-dunensronal (‘3-D’) printing process used to create
firearms and their cornponents._’; .All a user would need to do is connect to a 3-D printer,
download the.C.AD files, and enter a print command, m order to create a real, functional weapon
within hours or minutes. |

38. On May 8, 2013, the Office of Defense Trade Controls Compliance which is
respon51ble for compliance with and civil enforcement of the AECA and ITAR, sent Defense.
Dlstrlbuted a letter notrng that “it is unlawful to export any defense artlcle or technical data for
which a license or written approval is required without first obtamlng therequlred authorization

from the DDTC.”That letter is attached hereto as Exhibit 5. The letter.explained that “disclosing.

(including oral or visual disclosure) or transferring foreign data to a foreign person, whether in

the Uhited States or abroad, is considered an export under § 120.17 of the ITAR.” Tt requested |
that Defense ‘Distrtbuted remove ten specific CAD files from public access “immediately” and :
advised that Defense Distributed could submit a request for CJ determination for the files.
Defense Distributed submitted a CJ determination request on June 21,2015.

39.  Separately, Defense Distributed submitted a ‘CJ determination requ'est for the
“Ghost Gunner,” an automated ﬁrearms metal milling machine. In April 2015, the DDTC

determined that the Ghost Gunner machine itself was not subject to the jurisdiction of the State
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Department, but that the “project files and data files for prodﬁcing a defense article on a 3D
printer or similar device consﬁtuted' technicél data on that defensé article that would be 'subje‘ct
to ITAR regulation.”

40. ' The DDTC completed its review of Defensé Distributed’s ori\ginal requests on

June 4, 2015 and determined that six of those files were subject to ITAR control: (i) the |. -

Liberator pistol; (ii) the .22 caliber electric pistol;. (iii) the 5:56/.223 muzzle brake; (iv) the

Springﬁeld XD- 40 tactical slide assenﬂblé; (v) the suchaliber insert; and (Vi) the VZ-58 front
sight. , N

4. In maif:ing its CJ dete@mation, the DbTC noted that the CAD files could be used |-
to “aﬁtoniatically find, align, and mill” a defense article such as a ﬁrea&n oﬁ a 3-D printer or_
other méll'lufaiéhlring device, and that manufactﬁre of a defense article in this way requires
considerably less know-how than manﬁacﬁe in reliance o conventional technical daté, which
merely guides the manufacture of a defense érticle and requires additional craftsmanship, knowl—
how, tools, and materials. |
C. PDefense ﬁistributed’s Lawsuit against the Federal Covernment

42. ° In May 2015,.Defense’Distributed sued the Federal Government in a Texas
federal district cout, seékjng an injunctioﬁ to prevept the Goxjiemment from regulating Defense
Distributed’s aisseminatioﬁ of the CAD files. Def Distributed v. U.S. Dept; of State, -
15-CV-372 RP (W.D. Texas). |

43.  In defending ag‘ains.t. that lawsuit, the Government stated it was “].partici.llarly
con;:emed that [tfu;,] proposed exi:)ort‘ of undgtectable firearms technology could-be used in an |
assassination, fér the manufacture of spare parts by embargoed nations,'terrorist groups, oi‘ to
compronﬁisé aviation secuﬁty overseas in a manner speciﬁcally directed at U.S. persons.” As

the Government explained, the CAD files “are ‘technical data’ that are regulated by the ITAR
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because, absent such regulation, providing the. CAD designs to a foreign person or foreign
government ‘would be equivalent to providing the defense article itself, enabling the complete
circumvention of ITAR’s export regulations.”

44.  Along with its opposition to Plaintiffs’ preliminary injunction motion, the |

" Government submitted an 'aﬁ'ldavijc from Lisa V. Aguirre, who was then the Director of the

'Office of Defense Trade Controls Management. See Ex. 4, Dkt. 32-1. Among other things,

Director Aguirre stated that: (i) “[t]he ‘Libex;ator’ firearm included iﬂ DD’s.CAD desigﬁs

presents a specific and unique risk to the national security and foreign policy interests of the

United Stafes”; (ii) making the CAD files available online would iarovidé terrorist organizations

with firearms, which could be used against the Unitgd States or its allieé; and (iii) “[a]cess to
weapbns technoloéy coupled with the uncontrolled ubiquitous mez.ms of productions . . . could
coniribute to armed conflict, terrorist ;)r crifninz;l acts,v and seriously undermine global export.
control and non—proliferation regimes designed to prevent the dangerous and destabilizing spread
and accumulation of weapons and related technologies.” Ex. 4 at §:35(c).

45.  The federal district cou'rt. écpepted the: Government’s argumeﬁts and declined to
preliminarily enjoin the Govemment’s regulation of the‘C.AD files. In doing so, the court found

that “[f]acilitating global access to firearms undoubtedly increases-the possibility of outbreak or

escalation of conflict.” Def. Distributed v. U.S. Dep’t of State, 121 F. Supp. 3d 680, 691

(W.D. Tex. 2015). .

46. On appeal,l_the Fifth Circuit affirmed the district court’s refusal to enjoin the
Government’s enforcement efforts, focusing on both the national sequrity Aimplicatior.ns of the
CAD files and the permén‘ent nature of the internet:

‘Even if Plaintiffs—Appellants eventually fail to obtain a permanent injunction, the

_ files posted in the interim [if a preliminary injunction issued] would remain online
essentially forever, hosted by foreign websites such as the Pirate Bay and freely
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available worldwide . . . Because those files would never go away, a preliminary
injunction would function, in effect, as a permanent injunction as to all files
released in the interim. Thus, the national defense and national security interest
would be harmed forever.

Def Distributed v. United States Dep’t of State, 838 F.3d 451, 46 1 (5th Cir. 2016) (emphaSIS

added) ,
47.  OnJanuary 8, 2018, the Supreme Court denied Defense Distributed’s petition for

" a writ of certiorari. Def. Distrz'b‘itted v. Dep’t ofState, 138 S. Ct. 638 (2018).

48.  After the district court lifted the stay of proceedings that had been imposed
pending the above-referenced appeals, the Government in April 2018 moved to dismiss Defense
Distributed’s complaint, arguing that the CAD files at issue “can unquestionably facilitate the
creation df defense articles abroad” and that “the Department of State has consistently and
reasorlably cencluded that it is not possible to meaningfully curtail _tl're overseas‘drssemination
of arms if unfettered access to technical dataessential to the production of those arms is.
permitted.” If the Government were not permitted to regulate the dissemination of the‘CAD
files, it argued, “they could be used to threaten U.S. national security, U.S. foreign policy
interests, or international peace and stability.” |

49. Mere weeks after the Government moved to dlSI‘nlSS Wllson and Defense
Distributed abruptly announced that their case had settled According to news reports “the
government surprised the plaintiffs by suddenly offering them a settlement with essentially
everything they wanted” On July 27, 2018, the parties filed a stlpulatlon of dismissal with |
prejudice.

D.  The Government’s Settlement Agreement with Defense Distributed
50.  The Settlement Agreemerlt was apparently finalized in April 2018, but was not -

executed by the parties until June 29, 2018, and was not made public until July 10, 2018. A true

4 Exhibit 1
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and correct copy of the Settlement AgTeemenf, which is published on DDTC’s webéite-

(ht_tpséy/www.pmddtc.state,gov), attached hereto as Exhibit 6.

51. Purs.uant' to Paragraph 1 of the Settlemeht Agreement, the : Government
befendants have committéd to:

a. “draft and-. . . fully pursue, to the extent authorized by léw (including the

' Administrative Procedure Act), the publication in the Federal Register of a notice of
prépc‘)sed rulemaking and final rule, 'revisiﬁg USML Category I tc; excludethe technical
data that is the subj;act of the [Defense Distributed] Action”;

b. “announce| ],' while the above-referenced rule is in development, . ..a
temporary mcidiﬁcat.ion, consistent with [ITAR], of USML Category I to exclude the
technical data that is the subject of the Action . . . on or before July 27, 2018”;

c. . “issu[e]..' . . a letter to Plaintiffs on Qf before July 27, 2018, signed by the
Deputy Assistant Secretary for Defense Trade Controls, advising that the Publishgd Files,
Ghost Gunner Files, and CAD Filess.are approved for pliblib release (i.e., uﬂhﬁfed

. distribution) in ;a‘ny form and are exempt from the export licensing requirements of 4the .
ITAR”; and

d.. “acknowledge[ ] and agree] ] ;chat the ternporafy modification of USML

Category I permits any United States person . . . to'access, discuss, usé, reproduce, or

otherwise benefit from the technical data that is the subject of the Action, and that the

5 These terms are defined as follows, by reference to Defense Distributed’s complaint:
o “Published Files”: “technical information regarding a number of gun-rélated items, including a
‘ trigger guard, grips, two receivers, a magazine for AR~15 rifles, and a handgun™.
e “Ghost Gunner Files”: “files containing technical information on a machine, named the “Ghost
Gunner,” that can be used to manufacture a variety of items, including gun parts”. )
s “CAD Files”: files which Defense Distributed has made requests to the Department of Defense
Office of Prepublication Review and Security for prepublication review since September 2, 2014,
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lettér to Plaintiffs permits aﬁy such person to access, discuss, use, reproduce or otherwise
benefit from the Published Files, GilOSt anner Files, and CAD Files.” |
. 52 ' Importantly, Paragraphs l(a)A,k (b),'é.nd' (d) of the Settlemént Agreement appiy to.

“the techgical data that is the subject of the Aptit;ﬁ,;’ which is deﬁned to include “Other Files,”
ie., those that “Defense bistfibhted has and -will continue to create and poésess .. . that contain’
technical infbr’r'natibn, tc; include Ides.ign drawings, rendered images, written manufacturing
instructions.” In other wor;is; they inc'lude existing files that the deernfnent presumably has not
seen or evaluated, as well as ﬁleé that may be cre;ﬁed or acquired by D'gfense Distributed in the
future. |

53.  There is no indication in the Settlement Agreement (or elsewhere) that any

-analysis, study or determination was made by the Government Defendants, in consultation with’

other agencies, befqre th"e Government agreed to remove the CAD Files from the USML
Category 1. In fact, the Settlement Agreement states that it “does not reﬂéct any agreed-upoﬁ
purpose other than the desire of the Parties to reach a full and final conclusion of the Action, and
to resolve the Action without the time and e.xp‘en.se of further litigation.” Ex. 6 T 5. |

54. Upon information and bélief, neither the House Committee on Foreign Relations
nor thq Senate ‘COInmittee on F.oreign Relations; received the reéuirea 30 days’ advance notice
of the “temporary modiﬁcaﬁon” referenced in Paragraphs 1(b) or (d) of the Settlement
Agreement. Thé temporary modiﬁcatioﬁ went into effect on Jul}; 27, 2018, without providing
any su<:3h notice to Cq_ngreés. |

55.  Inaddition, there is no indication in the Settlement Agreement (or elsewhere) that

the Secretary of Defense has concurred in the changes to designation to which the Government

Defendants committed, as required by Executive Order 13637. There is also no-indication that
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the Government Defendanté have followed the established. procedures - for makir;g a CJ

.determination before allowing Defensé Distributed to disseminate its CAD files.

56.  Since the Settlemerit Agreement became public, Cody Wilson and Defense
Distributed have repeatedly and adamantly claimed that the “temporary modification” pursuant
to the Settlement Agreement will effectivély negate all gun violence prevention efforts. Among

other things, Wilson tweeted a photo of a‘tombstone announcing the death of “gun control,” and

‘stated: “All this Parkland stuff, the students, all these dreams of ‘common sense gun reforms’?

No. The internet will serve guns . . . No amount of petitions or die;ins or-anything else can
change that.” See Ex. 1. | |
E. The Government’s Actions in Accordanée w.itli the Settlement Agreement

57.  On May 24, 2018, as promised, the Government published notices of propdsed
rulemakiné by the ‘State and Commerce Deinartments, which would remove Plaintiffs’ CAD files
from the fJSML Category I. See Intefnational Trafﬁé in Arms Regulations: U.S. Munitions List
Categories I, II, and I, 83 Fed. Reg. 24,198 @day 24, 2018); Co‘nh'ol of firearrns, Guns,
Ammunition and Related Articles'the President Determines No Longér Warrant Conirol Und_er
the Unite&. States Munitions List (U SML), 83 Fed. Reg. 24,166 (May 24, 2018).

58. | According to the Department of State’s Notice of Proposed Rule, it “is engaged
in ari effort to revise the U.S. Munitions List so that its scope is limited to those defense articies |
that provide .!:he United States with a critical military or intelligence advantage or, in the case of
weapons,A are iinhercntly for military end use.” According to the Staté Department, the articles
that v;lould be removed from. the list ‘;do not meet this stapdafd.” For ;[his, reason, the notice.
proposes to remove all non-automatic firearms up to .50 caliber (and auy reléted tecimical data)

from the USML under the jurisdiction of the State Department, and move jurisdiction over these
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| .products over to the Commerce Department, which, due to its looser export controls,® do not

typically take action to prohibit the publication of the data. '

59. The Department of Commerce s Proposed Rule, filed the same day, descrlbes
how its Export Administration Regulatlons (EAR) will apply to items no longer controlled under
the USML. Although the Department of Commerce would not comprehenswely restrict the
export of technology' related to firearms, it would have aut’horit_;,' to impose a restriction on a
case—hy—case basis if it determines the export would be contrary to the national security or foreign
pohcy interests of the United States, the promotion of human rights, or tegional stability.
See 15 C.F. R §742. 6 But the Department of Commerce cannot restrict the export of technology
already in the public. domain; including through posting on publicly available sites on the |
internet. See 15 C.FR. §§ 734.3(b)(3), 734 7(a)(4) Ifthe Government Defendants improper
deregulation of the ’CAD files at issue is not enJolned, and Defense Distributed makes its
repository of files available online, the Department of Cominerce will be unable to make an
independent determination about whether national security or other concerris warrant restricting
the unlimited dissernination of those files tn accordance with the EAR

60.  The public comment period for both notices concluded on July 9 2018, the day
before the Settlement Agreement became pnblic.

61.  On July 27, 2018, as promised, DDTC published a notice on its website entitled
“Temporary Modification of Category I of the United States Munitions List.” attached hereto as
Ex. 7. This notice states that “the Acting Deputy Assistant Secretary for Defense Trade Controls |-

has determined that it is in the interest of the security and foreign policy of the United States to

6 ITAR requires any exporter of items on the USML to register with the State Department, see 22 C.F.R.
122.1(a), but Commerce Department regulations include no similar registration requirement.
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temporarily modify United S;tates Munitions List (USML) Categdry I to exclude” the technical
data described i.n the Settlement Agreement.

62.  Upon information and belief, the Governnient did not actually “determine”. that
“it ié Ain the iﬂterest of the security and foreign policy of the United States” to permit tlhe global

dissemination of CAD files that can be used to automatically manufacture undetectable and

untraceable weapons. The notion that removal of an item from the USML is in the national

| security interest defies common sense. This statement also contradicts the Sefttlement

Agreement, which provides that the parties” agreement thereto does not “reflect any agreed-upon -

purpose other than the desire of the Parties to reach a full and final conclusion of the Action, and

to resolve the Action without the time and expense of further litigation.”

63.  In sum, the Government’s covert agreement to deregulaté the CAD files by way
of the Settlement Agreement—which culminated in the enactment of the “temporary
modification” on July 27, 2QlS—~—-are ﬁnal agency decisions that not only failed to comply with
procediiral requirements, but that have far-reaching implicatidns for national security and the
safety and security of the Stafe and péople' of Washington. |
F. Adverse Effects on the States’ Public Safety Laws

64.  Each of the States in this matter have extensive and comprehensive statutory and
regulatory schemes regarding firearms. The aim of the States’ laws is the ;ame: To proteét the
public by keeping guns out of the hands of those who should not possess tﬁem — minors,

convicted felons, the mentally ill, and those subject to protective and no-contact orders. The

States® ability to protect the public will be seriously undermined if the GOchment’s action is

alloWed to stand because the Government’s action will allow anyone - including those ineligiBle

to possess firearms — to easily obtain untraceable guns by simply printing them.
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L 'Washington’s Firearms Laws

65.  The State of W;shington has a comprehensi"ve s:tatutory scheme regulating the
possession, licensing, registration, and use of firearms and dangerous wéapons.

66.  These lavs;s promote public safety by keeping guns out of the hands of those who,
for various reasc;ns, shpuld not have access to them, including minors, persons convicted of
viole;lt felonies, tﬁe mentally ill, and persons subject to various protection and no-c;orﬁact orde;é.

67.. - | As noted, Cody Wilson’s express intent is to eviscerate any fegulétion of ﬁma@s
by. pfoviding to angfone——;-including the catégories of persons just mentioned—the ability to
ea_sily manufacture firearms .that can evade metal detectors, are untraceable because they ca@
no mérking’s, ar;d shoot bullets that cannot be forensically linked to the gun. The 'Govemmeqt .
Defendénts’ u_nléwﬁ;l action inv removing from the Usm CAD files like those Mr. Wilson
intends to disseminate will allow Mr. Wilson and others like him to achieve their dream.

68.  Indeed, the Government Defendants® unlawful acﬁon will effective ly cripple
We;shmgton s ability to enforce its ﬁrearm and dangerous weapons regulatlons——f[o the great
detriment of the publlc and publlc safety.

69.  Washington law prohii:its certain persons from obtéini.ng or possessing firearms.
For exa.mple, persons cannot possess ﬁrearms. if they have been convicted or found not guilty by

reason of insanity of crimes including serious felony offenses and certain crimes committed by

_one family member against another (e.g., stalking, reckless endangerment, coercion). Wash Rev.

Code §§ 9.41.040(1), (2)(2)(1)-(ii). Persons subject to a variety of protection and no contact

orders are also prohibited from pqssessing firearms.” Wash Rev. Code § 9.41.040(2)(a)(iii).

.Persons who have been iﬁvoluntarily committed for mental health treatment may not possess

7 These include sexual assault protection orders (Wash Rev. Code 7.90), .stalking protection orders (Wash.
Rev. Code 7.92), anti-harassment protection orders (Wash Rev. Code 10.14), and domestic violence protection
orders (RCW 26.50).
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firearms. Wash Rev. Code § 9.41.040(2)(a)(iV). Finally, persons under the supervision of the

Washington Department of Corrections cannot possess firearms or ammunition. Wash Rev.
Code § 9.41.045.. |

: .70.  Washington law also has set up an extensive system of rules to ensure these .
persons cannot-buy firearms: For example, a person who applies to buy a pistol from a dealer

must provide a laundry list of information, including his or her name, residential address, date

~ and place of birth, driver’s license ﬁum_ber or state identification card number, and statement that

the buyer is eligible under Washington law to possess the gun, as well as a description of the

gun, including the make, model, caliber and manufacturer’s number.” Wash Rev. Code §

9.41;090(5)'. The dealer cannot deliver the pistol to the buyer, even if he or she is eligible to

possess the guﬁ, unless the manufacturer’s number for the gun is recorded on the application and
transmitted to the local police chief or sheriff wheré the buyer lives. Id. The_dealerlmust keep a
récopd in a book of each piétol sold, inéludin.g information about the person buying the weapon
(e.g., name, address, etc.) and the weapon (e.g., caliber, make, model' and manufacturer’s

number), and the book must be signed by both the buyer and the dealer in one another’s presence.

"Wash Rev. Code § 9.41.110(9)(a). The dealer is also obligated to give to the buyer a copy of a

pamphlet advising the buyer of legal restricﬁons ‘on the use of firearms and firearms safety. Wash
Rev.. Code § 9.41.090(5) (year).

71. One of the cornerstones of Washington’s firearms regulatory structure is the use
of background checks. Essenﬁally all sales or ﬁansfers of ﬁrearm;s' in Washington are sﬁbject to
backgroﬁnd checks.® Wash. Rev. Code § 9.41.113(1). This includes not just sales by dealers, but |

also sales or transfers at gun shows and online. Id. Eyen sales or transfers between unlicensed

8 The ‘exceptions to this rulé are exiremely limited (e.g., transfers between immediate family members,
antique firearms, to prevent imminent death or great bodily harm, etc.). RCW 9.41.113(4). -
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parties must be run through a licensed dealer in order to ensure that a background check is -

compléted. Wash Rev. Code § 9.41.113(3). The purpose of the backgfound check is simple and

obvious: to ensure that persons prohibited by law from possessing firearms are unable to do so.

72.  The Government’s “temporary modification” of the USML Category I to permit

- “any United States person” to “access, discuss, use, reproduce, or otherwise benefit from™ CAD

files for the automated production of 3-D printed weapons quite lite;rally nullifies the State of
Washington’s laws prohibiting certain categories of persons frpm possessing ﬁréarms.

73.  Ifthe “temporary modification” is left in place, the State of Washington stands to
suffer ext;fenie aﬁd irreparable harm. Persons ineligible to possess firearms under Washington

Jlaw will easily be able to obtain downloadable guns that they can produce at home using a 3-D

* printer. Washington law enforcement will have-no means of detecting such weapons using

standard equipment such as metal detectoré, and no means of tracing such weapons because they.
hﬁve no sé;ial numbers. |

74. 3-D pri.ntefs‘ are widely available to the -general public in Washington. For
example, Amazon has hundreds of 3-D printers on its website for sale to the public. in a(lidit.ion', -

such printers are widely accessible at Washington colleges and universities, including the

University of Washingtoﬁ in Seattle. See, e.g., hitps:/itconnect.uw.edw/learn/workshops/3d-

printing-consultation/. (University of -Washington);' https://vcea.wsu.edw/fiz/3d-printing/

(Washington State  University); https://www.cwu.edu/multimodal-education/3d-printing

(Central Washington University).

75. .The dangers posed by the Government’s actions that will allow the imminent.

- dissemination of the technology needed to print guns is recoghized by two of Washington’s

preeminent law enforcement officers, Seattle Police Chief Carmen Best and King County Sheriff

Mitzi Johanknecht. As Sheriff Johanknecht attests, “Ghost guns are an extreme risk to public
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safetyA that would diémpt the ability of law enforcement to conduct, solve and prevent violent
crimes.” Ex.298.
© 76.. In sum, the Government’s actions are an extreme infringement on thg State of
Washihgton’ s sovereign right to enact and enforce its i)ublic safety laws.
2. Connecticut’s Firearms Léwé
: 77 Conﬁec'ticﬁt comprehensively regulates the possession, sale and transfer of all firearms
within and into the state and baris the most 'd.ange.roqs milita.ry—'style firearms completely. It also regulatés
the classés of pedple who may lawfully possess otherw{se lawful firearms and prohibits individual from
possessing firearms who pose the most serious threat to puBlic safety, and in somé instaﬁces, themselves.
a. Connecticut’s regulation of ﬁll lawful firearm owners
78. In Connecticut, people \;vho wish to possess handguns——pistols or revolvers—are
required to havela valid pistol permit; an éligibility certiﬁcéte to purchase pistdls or revolvers; an
eﬁéibility certificate to purchase long guns, or a be a police officer or one of the éxemption listed in -
law. Not everyone who wishes to have a pistol permit in Connecticut is granted one; he or she must be a
person is a suitable person to receive such permit. Conn. Gen. Stat. Ann. § 29-28. Individuals who wish
to 'poséess a pistol or revolver must satisfy basic safety training requirements. Conn. Gen. Stat. Ann. §
29-36(b); Conn. Gen. Stat. § 29-28 (b).

b. Connecticut’s regulation of sale, purchase and transfer of possession
of all firearms, even between lawful firearm owners ’

30. ~ Connecticut closely regulates the s'ale' and transfer-of all firearms, even between
lawful firearm owners. In Connecticut, no person, firm or corporation shall sell, deliver or
otherwise transfef any pistol or revolver to any person who is prohibited from possessing a pistol
or revolver. Conn. Gen. Stat. § 29-33(a). The purchaser of a pistol or revolver must hgve a valid
permit to carry a pistol or revolver. Conn. Gen. Stat. § 29-33(b). Compliance with these

requirements is ensured by requiring all sales or transfers of pistols or revolvers in Connecticut
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be made fchrough a pr.ocess establishéd by the Connecticut Department Emergency Services and
Public Protection. Conn. Gen. Stat. § 29-33(c). |

81. Sirnilarly; Connecticut regulates.the sale and transfer of long guns sﬁch as rifles
.and-sh'otguns. All parties to such trénsfers must ensﬁre, thfough a process eétablished by the
Connecticut Department Emergency Services and Publié Protectiori, that the purchaser of the
long gun has a valid long gun eligibility certificate that has not been revoked or suspended. Conn.
Gen. Stat. § 29—361&'). ﬂ . |

'82. ‘Connecticut regulation also restricts how many firearms a pcfson can b;ell as year
without becorriirig a federally licensed firearm dealer or obtaining a permit. Conn. Gen. Stat.
§29-28.

© 83.  Unlike man‘y states, Conﬁecticut’s' firearm regulations extend to the sales,

transfers or exchanges taking place at “gun showé.” Connecticut requires that gun show sellers

 obtain an authorization number from the Connecticut Special Licensing and Firearms Uﬁit.

Conn. Gen. Stat. § 29-37g(c).

c. Connecticut’s prohibition on possession of a firearm by certain
persons :
84.  Connecticut prohibits certain.pérsons from obtaining or possessing firearms. For

example, persons cannot possess firearms if they have been convicted or found not guilty by
reason of insanity. of crimes including serious felony offenses and certain crimes committed by
one family member against another Conn. Gen. Stat. § 53a-217. No person convicted for a

Felony or a Misdemeanor crime of domestic violence involving. the use or threatened use of

physical force or a deadly weapon may possess any firearms in Connecticut.. Conn. Gen. Stat.

§ 29-36f(b); Conn. Gen. Stat. § 29-28 (b).

85. .The types of crimes that render someone ineligible to possess a firearm in
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Connecticut are wide ranging and include: 1) illegal possession of narcotics or other controlled
substancés; 2) criminally nggligent horpicide’; 3) assault m the third dégree 3 4) Assault of a
victifn 60 or older 1n the third dégree; 5) threatening; 6) reckless endangerment in the first degree;
7) unlawful restraiﬁt in the second degree; 8) riqt in the ﬁrstrdegfee.; 9) riot in the secoﬁd degree;
10) Inciting to riot; 11) ‘stalkineg' in the second degree; or 12) anyone who has been convic;tedl as
delinquent for the commiésion of a serious juvenile offense, or 13) ar;yone who has been
discharged from custody within the preceding twenty years after having been found not guilty
ofa crirﬂe by réasori of men"cal. disease or defect; 14) anyone who has been confined in a hospital
for persons with psychiatric disabilities within the preceding sixty months i)y order of a prpBate

céurt; 15) anyone who has been voluntarily admitted to a hospital for persons with psychiatric

' disabilities within the preceding six months for care and treatment of a psychiatric disability and

not solely for alcohol or drug dependency; or 15) anyone who is subject to a firearms seizure
order issued pursuant to Génn‘ecticut General Statute Section 29;386 after notice and an
opportunity to be heard has been provided to such person; 16) anyone who is an alien illegally
or unlawfully in the United States; 17) anyone Who satisfies any of the federal disqualifiers listed
in Title 18 U.S.C Chapfer 44, See Conn. .Gen. Stat. § 29-28(b); Conn. Gen._ Stat. § 29-361(b).

86. | Connecticut also prohibits a pers‘on under the age of 21 years of.‘agé from
6btaining:a bistdl or revolver. Conn. Gen. Stat. § 29-361(a).

| | d. Connecticut’s regulation of assault weapons and machine guns

87.  Connecticut pfohibits the possession of an assault weapon or any “part or
combination of parts” that can be readily assembled into an assaqlt weépon, Conn. Gen. Stat.
§ 53-202c unless the owner obtained a Certiﬁcafé of Possession prior‘ to January 1, 2014.

Comn. Gen. Stat. § 53-202d.

88.  Any Connecticut resident who owns a fully automatic weapon or machine gun is
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required to complete a state form registering that firearm with ‘Connecticut imfnediately’upon
receiving it, and updn an annual basis. Conn. Gen. Stat. § 53-202(g).
89..  The Government’s “temporary modification” of the USML Category I to permit

“any United States person” to “access, discuss, use, réproduce, or otherwise benefit from” CAD

. ﬁles. for the automated production of 3-D printed weapons quite literally nuiliﬁes the State of

Connecticut’s laws prohibiting certain categories of persons from possessing ﬁrearms.

90.  Ifthe “temporary ﬁodiﬁcationf’ is left in place, the State of Connecticut stands to
suffe;’extreme and irreparable harm. Persons ineligible to p;)ssess firearms under Connecticut
law will.easily be able to obtain downloadable guns that they can produce af home using a 3-D
;;rinter. Connecticut law enforcement will have no meansl of detecting such weapons using
standard equipment such as metal detectors; and no means of tracing such weapo;ls because they
have no serial numbers. |

91. In sum, the Government’s actions are an extreme infringement on the State of

Connecticut’s sovereign right to enact and enforce its public safety laws.

3. Maryland’s Firearms Laws

92.  The State of Maryland hgs one of the most robust firearms regulatory regimes in
fhé country. For instance, Maryland prohibité certaiﬁ categories of persons from bu'ying or
possessing a ﬁreaqn. This includes rﬁinors undér the age of 21, énd pe'rsons previously convicted

of certain serious crimes, including crimes of violence. Md. Code Ann., Pub. Safety § 5-133.

Persons who have been involuntarily committed to a mental health facility, or are under the

protection of a court-appointed guardian, or have been found incompetent to stand trial, or are
addicted to a controlled dangerous substance, or are subject to a protective order are all

prohibited from posséssing-a firearm as well. Id.

93..  Sales and other transfers of firearms in Maryland are extensively regulated to
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ensure that prohibited persons are unable to ointain a weapon. A person seeking to purchase, rent,
or receive a handgun must first o:btain a handgun qualiﬁca_tion license. Md. Code Ann., Pub.
Safefy § 5-117.1. To obfain such a license, applicants must, among othér things, .make‘a sworn
statement £hat they are not prohibited under federal or ‘State law from possessing a handgun, p'éss
a ﬁngeri)rmt—baged ba.ckgroﬁnd check, and cdmpleté ah approved firearms safety training course.
Id. F}thher, a person must submit a firearm app]icaﬁon before the person purchases, rents, or
transfers a handgun in Maryland. 'Md. Code Ann., Pub. Safety 8§ 5-;1 17, 5-118. That transaction

must be executed within 90 days of the application’s approval and must be reported to the State

Police, including a description of the firearm and its serial number. Md. Code Ann., Pub. Safety

§ 5~123. Firearm dga-lers are required to maintaip records of every transaction, including the
name and addreés of thev purchaser, a precise description, including make, mode;l, caliber, and
serial number of each ﬁr.earm acquired or sold, and the date of sale. Md Code Ann., Pub. Safety
§ 5-145. Further, pérsons mdving ’;o Maryland from out-of-state must register their firearms with
the State Police, which requires the applicant to submit information such as their name, address,
;':md Sogial .Sgcﬁritf number, as wé]l as the make, model, and manufacturer’s serial ﬁumbe; of
the firearm. Md. Code Ann., Pub. Safety‘ § 5-143. | |

94.  Maryland -also prohibits the possession of certain types of firearms. Assault

. weapons, including assault pistols, may not be bought, possessed, sold, or transp;)rted into the

State. Md. Code Ann., Crim. Law'§ 4-303. Detachable magazines with a capacity of more than:
ten rounds of ammunition are also prohibited from being bought, sold, or possessed. Md. Code |
Ann., Crim. Law § 4-305. .

95.  Maryland’s carefully ‘constmcted regulatory regime will be upended if the
Government’s action is pem‘litte'd to stand: Persons currently prohibited from possessing

ﬁreérms‘would be able to easily circumvent Maryland law by simply manufacturing a gun on a
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3-D printer. The firearms thus produced will be unregistered, unmarked, and virtually

untraceable, directly harming Maryland’s interest in a Well—regulated firearms market and

potentially leading to an increase in violent crime.

4. . New Jersey’s Fire.zlrxilﬁ Laws

96. New Jersey not only has statutes fela‘;éd to the purchase.and. possession of guns,
but also laws relating to who ‘c'an manufacture ﬁrearmg. In New Jersey, under N.J.S.A. 2C:39-9,
it is illegal to manufacture a weapon without being registered or licensed to 60 s0. And N.J.S.A.
2C:39-10 makes it a crime to knowingly yiolate the regulatory provision relating to the |
manufacturing of firearms in N.J.S.A. 2C:58-1, which .provides. that every ménufacturer of
firearms shall register with the ppoi)er State authorities. Yet Defense Distributed’s codes would
enable individuals to m;nufachir‘e guhs, without a license, using 4 3D printer at home, ﬁo matter
what stéte 'law says —and indeed, foun&er Cody Wilson has celebrated this result.

97.  New Jersey also has an extensive system of rules for people purchasing firearms.

-A person must obtain a firearms purchaser identification card before purchasing, receiving, or

otherwise acquiring a firearm. Under N.J.S.A. 2(.3:51'3-3(0), the following people are prohibited

from obtéining a purchaser identification card, aﬁd thus prohibite.d ~ﬁ6m purchasing
ﬁrea@s: those who BHVC been convicted ‘of crimes and disorderiy persons offenses involving
acts of domestic violence (N.J.S.A. 2C:58-3(c)(1)); those who are dnig dependent (N.J.S.A.
2C:58-3(c)(2)); those who are confined for mental disofders to hospitals, mental institutions or
sanitériums (N.J.S.A. 2C:58-3(c)(2)); thosé who .suffer froﬁ a .ph.ysical defect or disease that ;
would make it unsafe for hjm to handle firearms (N.J S.A.:2C:58-3(c)(3)); those. who have‘ been
confined for a mental disorder (N.J.S.A. 2C:58-3(c)(3)); those who are alcoholics and are un.able
to produce proof demonstrating that they no longer suffer fl'OI'l'.l that particular disability in a

manner that would interfere With or handicap them in the handling of firearms (N.J.S.A‘.'
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2C:5 8-3(0)(3)); juveniles (N.J.S.A. 2C:58-3(c)(4)); those for whom the issuance of a perrnit to
purchase a handgun or firearms purchaser 1dent1ﬁcat10n card would not be in the interests of the
public health, safety, or - welfare (N.J.S.A. 2C:58-3(c)(5)); those who are subJect to restrammg
orders issued pursuant to the “Prevention of Domestic Vielence Act” prohibiting them from |,
possessing firearms (N.J.S.A.2C:5 8—3(c)(6); those who‘ were adjudieated deliriquent for o.ffenses.
which, if commltted by an adult would constitute a crime involving the unlawful use or
possession of weapons, explosives, or destructlve devices (N J.S.A.2C: 58 -3(c)(7)); those who |.
had a firearm seized pursuant to the Prevention of Domestic Violence Act (N.J.S.A.
2C:58-3(c)(8)); and those who are named on the consolidated Terroristic Watchlist maintained
by tlte Terrorist Screening Center administered by the Federal Bureau of Investigation (N.J.S.A.
2C:5 8;3(0)(9)). And New Jersey bans all assault weapons. N.J SA 2C:39-5(%).

98. Finally, New Jersey lauv prohibits “certain persons” from purchasing, owning,
possessmg, or controlhng any and all. ﬁreanns under N.J.S.A. 2C:39-7(b), due to thelr prior

convictions for aggravated assault, arson burglary, escape extortlon homicide, kldnappmg,

robbery, aggravated sexual assault, sexual assault, bias intimidation, endangering the welfare of

a child, stalking, ora etime involving domestic violence. Those persons-face a mandatory term
of imprisonment with at least ﬁue years of parole ineligibility if they purchase, own, possess, or
control a firearm. N.J.S.A. 2C:39-7(b).

5. New York’s .Firearms Laws

99. Forover a century, in order to promote public safety, New York law has regulated

 the possession and use of guns and has prohibited certain persons from obtaining or possessing

firearms. See NY Penal Law §§ 265.00, 265. 01 265.20(a)(3), 400.00; Kachalsky v. Cty of
Westchester, 701 F.3d 81, 84 (2012), cert. denied, 133 S. Ct. 1806 (2013). For example

New York licenses the possession of “firearms,” which are defined, as a general matter, as any
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" pistol or revolver; a shotgun having one or more barrels less than eighteen inches in length; a |

rifle having one or more barrels less than sixteen inches in length; and any assault ‘Weapon.

.S‘ee NY Penal Law §§ 265.01, 265.20()(3), 400.00. Thésc'méaéures remain the law today.
©100. Licenses are ‘limited_ “to those over twenty-one Years of age, of good moral
character, withdut a history of crime or mental iliness, and ‘concerning whom no good cause
exists for the  denial of the l1cense > Kachalsky v. County of Westchester 701 F.3d 81 86..
(quotlng PL § 400.00(1).); NY Penal Law §§ 265.00, 265 01, 265 20(a)(3), 400.00. Persons
subject to a variety of protection orders are also prohibited from maintaining licenses. NY Penal
Law § 400.00(1); NY Criminal Procedure Law § 530.14; Family Court Act §842-a.
101.  Every license application triggers an investigation iﬁto tﬁe applicant by local law

enforcement, including an investigation into the applicant’s mental health history.

'PL § 400.00(4); Kachalsky, 701 F.3d at 87. Firearms subject to licensure must be disclosed to

and registered with licenising officials. N.Y. Penal Law § 400.00(7) (mandating that each license

“specify the weapon covered by calibre, make, model, manufacturer's name and serial number,
or if none, by any other distinguishing number or idehtiﬁcé.tion mark . . ."")..
102. New York has also enacted specific criminal prohibitions on the posseséion of

rifles and shotguns by certain mentally ill individuals. PL §§ 265.01(6), 265.00(16). Penal Law

~§ 265.01(6), enacted in 1974, provides that “a person who has been certified not suitable to

possess a riﬂé or shotgun . . . and refuses to'yiel.d possession of such rifle or shotgun upon the
demand of a police officer” is guilty of criminal possession of a weapon in fhe fourth degree. Id.
§ 265 .61(6). Law enforcement is authorized to take firearms “possessed by such person.”

103. New York’s Secure Ammunitjon and Fi;earms Enforcement -Act of 2013 (SAFE

Act) generally restricts the transfer and possession of “assault weapons”—defined, as a general

matter, as rifles, shotguns, and pistols that are (1) semiautomatic, (2) in the case of a pistol or |
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rifle, able to accept a detachable amm{mition rﬁag'aZine, and (3) equipped with at leas;c.one feature ,
on an enumerated list of military style features. Penal Law § 265.00(22).[1] Possession of a
prohibitéd assault weapori constitutes' the Class D felony of Criminal Possessi‘on ofa Wegpon in
the‘Thi‘rd']')egree."Id. § 265.02(7)-(8)’.

104. The Government’s “temporary modification” of fhé USML Category I to permit
“any United States person” to “acéess, diScuss, use, reproduce, or otherwise benefit from” CAD
files for the automated production bf 3-D printed weapons quite literally nullifies the New
Yorlk’s laws prohibiting certain categories of persons ﬁdm possessing firearms. If the “temporary
quifiéation” is left in place, the New York stands to suffer extrerﬂe and irreparable |
harm. Persons ineligible to possess firearms under New York law will egsily be able to obtain
downloadable guns that they can produce at home usiﬁg a 3-D- p1:inte1'. New ‘l}ork law
enforcement will have no means of detecting‘ such weapons using standard equipment such as
mietal detectors, and no means of ﬁacing such V\}eapons because they have no serial numbers. |

6. . Oregon’s Firearms Laws |

105. bregon law also limits the a.\'aila;bility and manufacture of firearms to protect the
public safety and in the exercise of its police powers. Or. i{ev. Sf. 166.170(1) provides: “[e]xcept
as expressiy authorized l'):y.state statute, the authority to regulate in any matter whatso.ever the
sale, acquisition, transfer, ownership; posseséion, storage, transportation or use of firearms or
any elemenf relating to firearms and components thereof, including ammunition, is vested solely
in the Legislative Assembly.” Under this authority, the Oregon Legislature enacted Or. Rev. St.

166.410, which states that “[a]ny person who manufactures or causes to be manufactured within

9 The Act does not prohibit possession of any firearm that was lawfully possessed before the law’s effective date

_of January 15, 2013: See Penal Law § 265.00(22)(g)(v). Persons who lawfully possessed a banned assault weapon

at that time may continue to do so, but must regxster the weapon with the Supcrmtendent of the State Police. Id. §
400. 00(16-a) i\ .
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this stdte, or who imports into this state, or offers, exposes for sale, or sells or transfers a handgun, |~

short-barreled rifle, short-barreled shotgun, firearms silencer or machine gun, otherwise than in

| accordance with [the Oregon statutes] is guilty of a Class B felony.”

106. Thus, Oregon law P.rohibits certain persons from obtaining or possessix.lg
firearms. For example, Oregon law prohibitsf certain felons, certain individuals undér the -
jurisdiction of juvenile cdurt; ceftain individuals with will mental illnesses and .cel.'tain persons
subjec’.c to stalking orders from possession firearms. Or. Rev. St. 166.250; Or. Rev. St. 166.255.
Under Or. Rev. St. 166.470(1), it is unlawful to knowingly and .intentionally sell, ‘deliver or
otherwise transfer a firearm to such p.ersons.

107. Oregon law also has set up an extensive system of rules to ensure unauthorized

persons cannot buy firearms. For example, with certain exceptions (for example, transfers to

family members), only a gun dealer may transfer a firearm. Or. Rev. St. 166.435(2). A person
who épplies to buy a handgun from a dealer must provide valid government ideﬁtiﬁcation'
bearingia photograph and date of birth, and the dealer must complete a transaction record with
the signature of the purchaser. This transaction record much include the federal firearms license
number of the dealer, the business name of the_dealer, the place of transfer, the name of the

person making the tfansfer, the make, model, caliber and manufacturer’s number of the handgun

" and the type, the social security number of the purchaser, and the issuer and. identification

number of the identification presented by .the purchase'r. The dealer must also obtain the
thumbprints of the prospective. purchaser and contact the Department of State Police
(“Departmen ”) to conduct a criminal bapkground check. Or. Rev. St: 166.412; Or. Rev. St.
166.418. | | |

108. Oregon law élsq requires a request for a criminai background check to transfer a

gun at a gun show. Or. Rev. St. 166.433(2); Or. Rev. St. 166.438.
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7. Massachusetts’ Firéarn.is Laws

109. Massachusett;s; carefully regulates the Posseséion, licensing, and use of firearms
and other inherently danéerous v;'eapons. Amo_ng the goals 6f tﬁese laws is limiting access to.
deadly weapons by persons who ma& inflict hérm — be it negligéntly of intentionally — on
themselves or chets. These laws aiso recognize that criminal use of fu;earms is a significant

problem, that guns should be registered and traceable in the event of theft or criminal misuse,.

‘and tHat possession of firearms should be limited to responsible persons who meet all

requirements for licensure. ;S’ee, e.g., Commonwealthv. Reyes, 464 Mass. 245,250 (2013); Jupin
v. Kask, 447 Mass. 141, 153-154 (2006)

110. Under Massachusetts law,'® a person may not possess or carry a firearm without

- obtaining a license from the appropriate licensing authority. Persons may not obtain a license to

carry a firearm if they: (1) have comﬁiﬁed certain offenses, ih(_:lﬁding v‘i‘olentcrimes and laws
regulating the use, possession, or sale of a controlled substance; (2) havé bee.n commifted toa
hospital or institution for Iﬁental illness, or alcohol or substance misuse, subject to limited
exceptions; (3) were younger than 21 years old at the time of submitting an application; (4) are
currenﬂy subject to an order for suspension or surrender of firearms in cc.)nnecti'on.with an.abuse
prevention order; (5) have an outstanding arrest warrant in any state or federal jurisdiction; (7)
have.been dishonorably discharged from the armed forces of the United Sfates; (8) are a fugitive
from justice; or (9) have renounced their United States citizenship. M.G.L. c. 140, § 131(d).
111. A licensing authqrity‘also may deny a person a license to carry firearms if the

licensing authority determines that the person is unsuitable for a license based on: (i) reliable

1° The Massachusetts-specific allegations contained herein constitute a summary of some of the
most relevant provisions of Massachusetts law. It is not an exhaustive or complete list of all relevant
statutes, regulations, or other provisions. . : ‘
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and credible information that the applicant or licensee has exhibited or engaged in behavior that

suggests that, if issued a license, the applicant or licensee may create a risk to public safety; or

(i) existing factors that suggest that, if issued a license, the applicant or licensee may create a |

risk to public safety. M.G.L. c. 140; §1 31(d).

112. Anyo.ne who wishes to sell, rent, or lease firearms must apply for and obtain a
license. Such licenses are valid for three years.' No license may issue until an investigation into .
the applicant’s criminal history has been completed. A licensee must record all sales of flrearrns :
to include a complete descrrptiorr of the firearm (including the make.and type of firearm) and the
person purchasing the firearm (including the 'Iaersorl’ssex, residence, and occupation). The police
may inspect the premises of a licensee at all times. M.G.L. c. 140, §§ 122-124. Reports of all
transactions must be made by licensees to Massachusetts’s Department of Criminal Justice
Information Services with informaticn that includes the make, model, serial vnumber, caliber,
barrel length, and gun surface finish. 803 C.M.R. 10.00.

113. It is unlawful to manufacture a tirearm in Massachusetts or to deli'ver a firearm

to a dealer i Massachusetts without a serial number permanently inscribed on a v1s1b1e metal

' surface of the firearm. M.G.L. 269, § 11E.

114.  Anyone who purchases or obtams a ﬁrearm from any source other than alicensed |
dealer must, within seven days of receiving the firearm, report in writing to the Commissioner
of the Massachusetts Department of Criminal Justice tnformation Services the name and address
of the seller or donor and the buyer or donee, together with a complete description of the firearm,
including the calrber, make, and serial number. M.G.L. c. 140, § 128B.

115. Only hanuguns that meet the safetyr and t)erfonhance standards expressed in state
law and regulations,‘inctuding protectto’n against accidehtal discharge and exptosion upon firing,

may be sold. M.G.L. c. 140D, § 123, clauses 18 to 20. The Secretary of the Massachusetts
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Executive Office of Publié ‘Safety énd Security has compiled an approved firearms fost_ef,
pursuant to M.G.L. 140, § 131-3/4 and 501 CMR. 7.00.

116. Itis unlawful to sell, éffer fc;r sale, transfer, or possess any weapon, capable of
discharging a bl;llet or shot, thaf is an deteétable as a weapon or potential weapon By x—‘réy
machines commonly used at airports or walk-through metal detectors. MGLc 140, § 131N.

117. » The sale, transfer, or posseésion of an “A‘ssgult weapon,” as defmed inM.G.L. c.
140, § 121, is prohibited. M.G.L. c. 140, § 131M. |

118. All ﬁrearrns that are used in the commission of a crime must be traced by the
licensing authority for the city or towh’ih which the crime took place. M.GL. c. 140, § 131Q.
| 8. Pennsylvania’s Firearms Laws

1'19.. Pennsylvania, iike th.e other states, also has a robust sy.stem of state firearms laws
deéigned to kéep the ﬁublic safe and that would bevundermin;ad if the Government’s action is-
allowed to stand. Section 6105 of the Pennsylvania;s Firearms Act mandates that any person
whd has been convicted of certain enumerated offenses insidé or outside of Pex;nsylvania
“regardless of the length of sentence” or whose conduct meets certain specified criteria “shall
not possess, use, control, seil, transfer or manufacture or obtain a licénse toipos's»ess, use, co.n’;rol;

sell, transfer or manufacture a firearm in this Commbnwealth.” 18 Pa. C.S. § 6105(a). The

‘definition of “firearm” in section 6105 “shall include” any weapons which are “designed to or

may readily‘be converted to” expel any projectile by the action of an explosive or the frame or
receiver of any such weapon. 18 Pa. C.S. § 6105(i). The “downloadable guns” that Defense
Distributed promises to make available constitutes a “ﬁ.rearm” under this section of the Firearms |
Act because it is a weapon that is designed and, by 3D printiﬁg, “méy readily be converted to”
expel bulleté by an explosive. Id. Depending on the underlying offense .or criteria, violation of

section 6105, by individuals who shall not possess, u‘se,' control, sell, transfer or manufacture the

COMPLAINT FOR DECLARATORY S37 T ATTORNEY GENERAL OF WASHINGTON

800 Fifth Avenue. Suite 2000
AND INJUNCTIVE RELIEF . © - Seattle, WA 98104-3188

(206) 464-7744




10

11

12
13
14

15

16 -

17
18
19
20
21
22
23

24

Case 2:18-cv-01115 Document 1 Filed 07/30/18 Page 38 of 52

'Defendants ﬁrearm in the Commonwealth is a second degree felony or ﬁrst or third degree

mlsdemeanor 18 Pa. C.S. § 6105(a)(1). Each firearm wrongly possessed by a felon constitutes
a separate offense.
120. By law, the State Police “shall have the responsibility to administer the provisions

of” Pennsylvania's Uniform Firearms Act, and are ass1gned certain spemﬁc dut1es thereunder

18 Pa. C.S. § 6111.1.(a), (b). Among these duties, the State Police must (1) review criminal |

h1stor1es, delinquency histories, and mental health histories of potential firearms’ purchasers or
transferees; make all reasonable efforts to identify the legal owner of any firearm confiscated or

recovered by law enforcement; (3) establish a telephone number for inquires by licensed firearms

" manufacturer, importers, and dealers; and (4) provide information regarding the firearms laws

and firearmis safety. 18 Pa. C.S. § 6111.1

121.  Section 6106 of the Firearms Act mandates, With limited exceptions, that, outside

of one’s home or “fixed place of business,” firearms may not be carried in the Commont;vealth

“without a valid and lawfully issued license.” 18 Pa. C.S. § 6106(a). Violation of this section
constitutes a third degree felony unless the unlawful carrier of the firearm is “eligible” to have a |
valid license, in which case the violation is a first degree misdemeanor. /d,

122.  Under section 6109 df the Firearms Act, a “license to carry a firearm” is required

to carry a concealed firearm “on or about one’s person or in a vehicle throughout this

Commonwealth.” 18 Pa..C..S. § 6109(a). In order to'apply for a concealed carry license, you
must be “21 years of age or older” and the appltcation itself must be “uniform throughout this
Commonwealth” and only “bn a form prescribed by the Pennsylvania State Police.” 18Pa.C.S.
§ 6109(b),(c).. In filling out the applicatidn,.the lieensee must identify one of the following
reasons for applying for a ﬁrearm license: “self-defense, employment, hunting and fishing, target

shooting, gun collecting or another proper reason.” 18 Pa. C.S. § 6109(c).
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123. Applicants‘ must also sign and date the following statement under penalty of
perjury, certifying that they have “never been convicted of a crime that prohibits [them] from
possessing or acquiring a firearm under Federal or Sfate law,” are “of sound mind,” and “have -

never been committed to a mental institition.” Id. Applicants must also authorize the relevant

“law enforcement officials to research all records necessary to verify the certification and promise

to “promptly notify” them if they are issued a license but later “kndwingly become ineligible to

" legally possess or acquire firearms.” Id.

124. Then, before a license is issued, the sheriff must “conduct [an] investigation” of
the applicant in.clud'_mf.g an investigation of the applidarifc’s “record of crimin‘ali conviction,”
whether or not the applicant “is under indictment for or has. ever been convicted of a crime
punishable b}'l iniprisonmcnt excee;iing one year,” and has a “character and ‘reputati.cl)n.’; such that
.the applicant “will not be lﬂcely to act in. a manner dangerous to.public séfety.” 18 Pa. C;S. §
6109(d). The sﬁcriﬁ' must -also “condﬁct a criniinal background, juvenile 'delir‘lqucncy and
mental health chf;ck.” Id

125. - As can be seen, these various"rcquirements and backéround checks serve to keep
Pcmsylvénians safe by keeping guns out of the hands of those who should not havé access to

them. This system, however, will be effectively nullified if those ineligible to buy or possess

' firearms can avoid the legal prerequisites for lawful possession by simply printing an untraceable

gun at home or elsewhere.
9. District of Columbia’s Firearms Laws
126. The District of Columbia, like the States, has a comprehensive statutory scheme -

regulati_ng the possession, licensing, and registration of firearms. Certain types of weaponé are

prohibited entirely.
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127. . District of Columb.ia law prohibits certain persons from registering firearms.!!
For eXanipl_e, persons cannot register firearms if they have been acquitted by reason of insanity
within the last five years, or have been voluntarily or involuntarily committed to a mental
hospital or institution in' that ttme. D.C. Code § 7-2502.03.'Other persons prohibited from

registering firearms include persons convicted of a felony, persons with a history of violent

behavior, under indictment for a crime of violence or a weapons offense, or convicted within the

previous five years of: (a)' use, possession, or sale of any narcotic or dangerous drug; (b) assault
or threats; (c) two or more impaired driving offenses; (d) intrafamily offenses puoishable as
misdemeanofs; or (e) stalking. D:C. Code § 7—2502.03@)(2)—(4). |

128. The District of Columbia also prohibits the. registration of certain types ot
firearms, includirtg “unsafe” pistols, assadlt weapons, and .50 caliber ﬁrearms. D.C. Code 88 7-
2562.02, 7-2501.01(3A)(A) (defining “assault weapon™).

129. One of the comerstones of the .Dtstrict of Columbia’s ﬁrearmc regulatory
structure. is the use of background checks. All persons seeking to register a firearm (or obtain a
license to carry concealed) are sub_]ect to background checks. D.C. Code § 7-2502. 04(a) § 22~
4506. The purpose of the background check is simple and obvious: to ensure that persons |
prohibited by law from possessmg firearms are unable’ to do so.

130. The Govemmen ’s “temporary modification” of the USML Category I to permit
“any United States person” to “access, discuss, use, reproduce, or otherwise benefit from” CAD
files for the automated production of 3—.D printed weapons quite literally nullifies the District of

Columbia’s laws prohibiting certain categories of persons from possessing firearms.

) Registration is a prerequisite to firearm possession and carrying in the District of Columbia. D.C. Code
§ 7-2507 01(a). See also D.C. Code § 22-4504 (license required to carry firearm within the District “either openly
or concealed™). ) .
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13i. If the “temporary modification” is left in place, the District of Columbia stands
to suffer extreme and iirepargble-hanﬁ. ’Pérsons ineligible to possess firearms under District of
Columbia law will easily be ablé to obtain downloadable. guns that they .can- pfoduce at home
using a 3-D printer, and even produce guns vs;hich are explicitly prohibited in.thé'District because
they are assault wéapons such as the AR-15. See D.C. Code Sec. 7-2501.001(3‘A)(A) (defining
assault weapons). District of Célumbia law enforcement will have no means of deteéting 'SL.ICh
weapons using standafd ‘equipmen’; such as. metal detectors, and ﬁo means of tracing such
weapons because they have no serial numbers. In sum, the Government’s actions are an extreme
infringement on the District of Columbia’s ;ight to enact and enforce its public safety laws.
| | V.  CAUSES OF ACTION

Couht I:
Violation of the Administrative Procedure Act—Ulfra Vires Conduct

132.  All of the foregoing allegations are repeated and realleged as tho-ugh fully set

forth herein.

133. Under the A&ministrative Procedure Act (APA), a court must set “aside agency
action that is “i-n excess.of statutory jurisdiction, authority, or Iimitaﬁons, or short of statutéry
right” 5 U.S.C. § 706@)(C): |

- 134: The Government Defendants’ enactment of a “temporary modification” of the
USML Category I so as to deregulate CAD files used for the production of 3-D printed guns
constitutes a final agency action that i_s ultra ﬁ'res ar.xd should be set aside by the Court. Likewise,‘

Deferidants approval of the CAD files for public release and effective removal from USML

"Category I constitutes a final agency action that is ultra vires and should be set aside by the

Court.
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135. The Government Defendants may only exercise the authority conferred to them

‘|| by statute. Neither the AECA nor ITAR confer ‘upon'the Government Defendants the powé‘r to

' médify the USML Category L, temporarily or otherwise, without 30 days’ notice fo the relevant

Congressional committees and without concurrence of the Defense Depaﬁment.
136. Upon information and belief, the Government Defendants did not’ provide
advance notice of the proposed temporary modification to the House Committee on Foreign

Affairs and to the Committee on Foreign Relations -of the Senate, and did not receive the

‘concurrence of the Secretary of Defeﬁse, before enacting the modification on July 27, 2018.

137. According to Rep. Engel, Ranking Member of the House Committee on Foreign
Affairs, notice of the terms of the settlement has not been provided by the President or the State
Department. -See “Engel Decries State Départment Policy to Allow 3-D Gun Printing,” Press

Release (July 20, 2018), available at https://democrats-foreignaffairs. house.gov/news/press-

releases/engel-decries-state-department-policy-allow-3-d-gun-printing, attached hereto as Ex. 8.

138. ;l"he Government Defendants. also lack statutory authority to determine that the
Plaintiffs> CAD files should be removed from the'Caitego_'ry I list and approval of the CAD files
for public release without following the “established proqedures” for commédity jurisdiction.
This is especially relevant here because, in effect, the “temporaq modifications” and approvai

for public release at issue will negate—in large part;the need for final rulemaking with respect

)

to the data at issue, because once the data is on the internet, the damage to the national security

and public-safety in the State of Wéshington will be irreparable.

139. In addition, although ITAR allows the Deputy Assisfant. Secretary for Defense
Trade Controls to order the temporary modification of any ITAR regulation, it may do so only

“in the interest of the security and foreign policy of the United States.” 22 C.F.R. § '126.2. :
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' 140. The temporary modification enacted by DDTC on July 27, 2018 and the éﬁproval
of the CAD files for public release sent the same day are not in the interest of the security and
foreign policy of the United States, and, upon information and belief, Government Defendants

have made no determination otherwise.

141. In addition, Government Dgfénda,nts lack statutory authority t;) pérmit “any
United States person” to “access, discuss, tise, reproduce, or othemise benefit” from CA]j files
for the automated production- of 3-D printed weapons, as this would allow “any United States
person” to manufacture, possess, and sell firearms made from the files. As such, this provision
would violate numerous provisionsv of Washington’s statutory scheme régulating firearms,
including laws that promote public sa_fety by keeping guns out of the hands of minors, persons

convicted of violent felonies, the mentally ill, and persons-subject to. various protection and no-

contact orders. For similar reasons, this provision would also. violate numerous provisions of

the federal Gun Control Act, including 18 U.S.C. § 922(x)(2) '(prohibiting haﬁdgun possession
by minors), § 922(g) (prohibiting firearm possession by felons and domestic abusers), and §
922(p) (prohibiting the manufacture of undetectable firearms). Government Deféndants lack

any authority to amend, rescind, or waive any portion of these laws.

142. For these reasons, the State of Washington is entitled to a declaration that the
“temporary . modification” is invalid, and an injunction requifing Govemrnent Defendants to
rescind the'tempofary modification and restore the status quo until a proper administrative
process is completed.

. ‘Count II:
Violation of the Administrative Procedure Act—Action Not in Accordance with Law -

143.  All of the foregoing allegations are repeated and realleged as though fully set
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forth herein.

144. Under the APA, a court must set aside agency action that is “not-in accordance -

with law.” 5 U.S.C. § 706(2)(A).

145. As alleged ébove; upon information and belief, Govermhent‘ Defendants did not
give 30 days’ noticé to the required Coﬁgressional Comﬁﬁttees or receive conéurrence from -the
Secretary of Deféns;.e before enacting the “tempdrary mc')diﬁcatic-)n” of USML Category I to
remove the CAD files atl issue fronll ITAR regulation on J uly 27,20 ‘18 as w;ll as the 'al;')p’roval of

the CAD files for public release on the same day. .

.146. Upon information and belief, Government Defendants also did not follow

established procedures before granting Defense Distributed an exception to ITAR jurisdiction.

.147.  Furthermore, it is unlawful for Government Defendants to permit.“any United

States person” to “access, discuss, use, reproduce, or otherwise benefit from” CAD files for the

~ automated production of 3-D printed weapons, as this purports to allow prohibited individuals

to possess, manufacture, and sell firearms made using such files, in violation of existing'state :

-and federal law.

148. For these reasons, the State of Washington is entitled to a declaration that the

“temporary modification” is invalid, and an injunction requiring Government Defendants to

rescind the temporary modification and restore the status quo until a proper administrative

process is completed.

. Count Il: .
Violation of the Administrative Procedure Act—Arbitrary and Capricious Agency
' ‘ - Action ' :

149.  All of the foregoing allegations are repeated and realleged as though fully set
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forth herein.

~150. Under the APA, a court must set.“aside agency action” that is “arbitrary,

capricious, an abuse of discretion, or otherwise not in accordance with the law,” 5 U.S.C. §

T06(2)(A)-

151. A court may hold that an agency action is arbitrary and capricious when the
agency has failed to consider relevant evidence or articulate a satisfactory explanation for its
action. An agency’s depérture from prior practice can serve as an additional basis for finding an

agency’s action to be arbitrary and cépricious.

152. Upon information and bélief, 'Govenurllent Defendants have provided no
explanation for the Government’s compléte revergal of its position on the CAD files at issue.
The Government has released no reports, studies, or m1al§rse§ to explain why CAb files for the
aﬁtomated production of 3-D printed weapons should be renioifed from ITAR regulation or that
the files should be publically released. It appearé that Govefnment Defendants have also failed
to consider or acknowledge the serious nationai»‘ security concermns ori the threaf to p.ubli(; safety-

posed to states, including the Plaintiff States, created by‘ th‘e export of the CAD files.

153.  Government Defendarits’ enactment of a “temporary modiﬁ;;ation” to exclude the |
CAD files at issue from ITARjurisdictibn, the approval of the CAD files for public release, and
the agreement to permit “any United States person” to “access, discuss, use, reproduce, or
otherwise benefit from” the CAD files is arbitrary and capficious because the Government has
not offered ‘a reasoned explanation for ignoring or countermanding. its earlier factual
determinations. It is also arbitrary and qapricious because it is contrary to the purposes of AECA,

which requires the State Department to administer AECA to reduce the international trade in

- arms and avoid destabilizing effects abroad through arms export. See 22 U.S.C. § 2751. Itis also
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arbitrary and capricious because it is an extreme infringement of the Plaintiff States’ sovereign
right to exercise its police power by enacting and enforcing public safety laws that restrict certain

persons’ possession of firearms and provide for licensing.and tracking gun ownership.

154. For these reasons, the Plaintiff States are entitled to a declaration that. the
“temporary modification” is invalid, and an injunction requiring Government Defeﬁdantq to
rescind the tempbrary modification and restore the status quo until a proper adjministrati‘ve‘

process is completed.

- CountIV:
Violation of the Tenth Amendment

155. All of the foregoing allegaitions are reﬁeated and r‘ealieged as though fully set
forth herein.
1546. The structure and limitations of fgderalism-éllowﬂle States great latitude under
their police powers to legislate as to :the protecﬁon of the lives, limbs, health, comfo"rt, and quiet
of all ‘persons. The police poWef is a critical function reserved to the States by the Tenth

Amendment.

157. While the regulation of health and safety is primarily and historically a matter of
State and local concefn, the Federal Government can set uniform national standards in these
areas—but only if Congress makes its intent to alter the usual constitutional balance between the:

States and the Federal Government “unmistakably clear” in the language of the statute.

158. Government Defendants’ enactment of a “temporary modification” to the USML
permitting “any United States person” to “access, discuss, use, reproduce, or otherwise benefit
from” CAD files for the automated production of 3-D printed weapons and the approval of the

CAD files for public release purports .to allow any U.S. citizen to manufacture and use an
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undetectable and untraceable weapon—regardless of their age, mental health status, or criminal

history—in violation of Wasliington’s public saféty laws.

159. Government Defendants’ action infringes on the Plaintiff States’ exercise of its

policé power and enforcement of 'its‘safety laws, including (i) prohibiting certain United States

 persons from possessing firearms—such as minors, persons convicted of violent felonies, the

-mentally ill; and persons subject to various protection and no-contact orders; (ii) regulating the

acquisition and tracking the ownership of firearms; (iii) using serial numbers to trace weapoﬁs;
and (iv) keeping government buildings and other public placés' safe through the use of metal -

detectors.

160. Govem.me.nt Defendants were not authorized by Congress to infringe upon the
Plaintiff States® police power to this extreme degre‘e, which is well outside the scope of any
authority dqlegated by. AECA. Indeed, Government Defendants failed even to foliow the
fequired administrative procedures before enacting fhe‘ temporary modiﬁcation,I including
providing Congress with 30 days’ notice and obtaining the Secretary of Defense’é concurrence.
Rather, Government Defendants enacted the temporary rﬁodiﬁcation uniiaterally onl July 27,
2018, completely revéfsing the Government’s previous position as to the CAD files at issue.

while sidestepping Congressional review and flouting APA requirements.

161.  As such, the State of Washington is entitled to a declaration that the “temporary
modification” is an unconstitutional violation of the Tenth Armendment, and an injunction
requiring Government Defendants to rescind the temporéry modification and restore the status

quo until a proper administrative process is completed. -
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VL PRAYER FOR RELIEF

WHEREFORGE, the State of Washington requests that the Court enter a judgment against

Defendants and award the fdllowing relief:

a. * ' Declare that the “’cempb;ary modiﬁcation”.of the USML Catégpry I and
the approval of the CAD files for public release are unlawful and ulfra vires agency

action, including to the extent it purports to permit “any United States person” to “use,

 reproduce or otherwise benefit from” the files at issue in violation of state and federal

law;

b, Declare that the “temporary m(_)diﬁcation” of the USML Category I and

approval of the CAD files for public release are an unconstitutional violation of the Tenth

Amendﬁlentj

c. Declare that the “temporary modification” of the USML Category I and
épproval of the CAD files for public release are null and void;

d. Issue an injunction requiring Defendants to rescind the “temporary

modification” of the USML Category I and to rescind fché appfoval of the CAD files for

public release;
e. Issue an injunction prohibiting Defendants and anyone acting in concert

with them from taking any action inconsistent with the rescission of the “temporary

* - modification” of the USML Category I and the rescission of the approval of the CAD

files for public release;
f. Award the State its costs and reasonable attorneys’ fees; and
g Award such additional relief as the interests of justice may require.

Respectfully submitted this 30th day of July, 2018.
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COMPLAINT FOR DECLARATORY
AND INJUNCTIVE RELIEF

ROBERT W. FERGUSON
Attorney General

/s/ Jeffrey Rupert

JEFFREY RUPERT, WSBA #45037

_Division Chief .

KRISTIN BENESKI, WSBA #45478

- Assistant Attorney General

TODD BOWERS, WSBA #25274

Deputy Attorney General

JEFF SPRUNG, WSBA #23607
Assistant Attorney General
JeffreyR2@atg. wa.gov

KristinB 1@atg.wa.gov

ToddB@atg.wa.gov

JeffS2@atg.wa.gov .

Attorneys for Plaintiff State of Washington

GEORGE JEPSEN
Attorney General of Connecticut .

/s/ Kimberly Massicotte

‘KIMBERLY MASSICOTTE, CT-04111

Associate Attorney General

JOSEPH RUBIN, CT-00068

Associate Attorney General

MAURA MURPHY OSBORNE, CT-19987
Assistant Attorney General

Connecticut Office of Attorney General

55 Elm St.

P.0O. Box 120

Hartford, CT 06141-0120

Attorneys for Plaintiff State of Connecticut

BRIAN E. FROSH
Attorney General of Maryland

/s/ Julia Dovle Bernhardt

JULIA DOYLE BERNHARDT
JENNIFER KATZ

Assistant Attorneys General
Office of the Attorney General
200 Saint Paul Place, 20th Floor
Baltimore, MA 21202

(410) 576-7291
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COMPLAINT FOR DECLARATORY -

AND INJUNCTIVE RELIEF

jbernhardt@oag.state.md.us
jkatz@oag.state.md.us
Attorneys for Plaintiff State of Maryland

GURBIR GREWAL -
Attorney General of New Jersey

[s/ Jeremy M. Feigenbaum

JEREMY M. FEIGENBAUM

Assistant Attorney General

Office of the Attorney General

Richard J. Hughes Justice Complex

25 Market Street, 8th Floor, West ng
Trenton, NJ 08625-0080

(609) 376-2690.
Jeremy.Feigenbaum@njoag.gov
Attorneys for Plaintiff State of New Jersey

BARABARA D. UNDERWOOD
Attorney General of New York

(s/ Barbara D. Underwood
BARBARA D. UNDERWOOD
Attorney General of New York
28 Liberty Street

New York, NY 10005

MAURA HEALEY
Attorney General of Commonwealth of -
Massachusetts

/s/ Jonathan B. Miller
JONATHAN B. MILLER

Assistant Attorney General

Office of the Massachusetts Attomey General
One Ashburton Place

Boston, MA 02108

617-963-2073

Jonathan Miller@state.ma.us

Attorneys for Plaintiff Commornwealth of
Massachusetts
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COMPLAINT FOR DECLARATORY

AND INJUNCTIVE RELIEF

JOSH SHAPIRO
Attorney Genéral of Commonwealth of
Pennsylvania

/s/ Josh Shapiro

JOSH SHAPIRO
Attorney General

Office of the Attorney General

Strawberry Square, 16th Floor
Harrisburg, PA 17120

(717) 787-3391 ‘
Attorneys for Plaintiff’ Commonwealth of

-Pennsylvania

KARL A. RACINE

* Attorney General for the District of Columbia

s/ Robi/n Bender
ROBYN BENDER

Deputy Attorney General

Public Advocacy Division

JIMMY ROCK ' )

Assistant Deputy Attorney General

Public Advocacy Division

Attorneys for Plalm‘zﬁr District of Columbia

Pro Hac Vice motions forthcoming for all
counsel of record not -barred in the Western
District of Washington
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DECLARATION OF SERVICE

I hereby certify that on July 30, 2018, I.electronicall}:' filed the foregoing document with
the Clerk of the Court uéing the CM/ECF system, which will serve a copy of this document upon |
all counsel of record.

DATED this 30th day of July, 2018, at Olympia, Washington.

" /s/ Jeffrey Rupert
Assistant Attorney General = -
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l,jiamond, Joshua

From: Lydgate, Joanna (AGO) <joanna.lydgate@state.ma.us>
Sent: . Monday, July 30, 2018 12:08 PM
To: . : | Andrew Bruck; Jeremy Feigenbaum; Mary. McTaggart@state de.us;

Aaron.Goldstein@state.de.us; Brian.Mahanna@ag.ny.gov; Eric.Haren@ag.ny.gov; EIlenA1

" @ATG.WA.GOV; élizabeth.wilkins@dc.gov; Diamond, Joshua; Kelli.Evans@doj.ca.gov;

" Eleanor.Blume@doj.ca.gov; Laura. Stuber@doj ca.gov; GCoyne@riag.ri.gov;

~ Kimberly.Massicotte@ct.gov; Jaclyn.Severance@ct.gov; CHudson@oag.state.va.us;
LPlummer@oag.state.va.us; Melanie.Snyder@coag.gov; Eric. Tabor@ag.iowa.gov;
Nathan.Blake@ag.iowa.goy; Cathleen.White@ag.iowa.gov; aaron.sjoyce@hawaii.gov;
dviola3325 @R bstratton@atg state.ilus; aspillane@atg.state:il.us;

~ Laura.Yustak@maine.gov; linda.pistner@maine.gov; lharris@oag.state.md.us;
cscheiber@oag.state.md.us; cquattrocki@oag.state.md.us; tmaestas@nmag. gov;
jgoldman@attorneygeneral.gov; dwade@attorneygeneral.goy;
mhenry@attorneygeneral.gov; mhenry@attorneygeneral.gov; fred.boss@doj. state or.us;
kamala.h.shugar@doj.state.or.us; al.gilbert@ag.state.mn.us

‘Ce: . Miller, Jonathan (AGO); Yannett, Elise (AGO); Gainey, Emalie (AGO)
Subject: RE: Sign-on letter re 3-D guns: plan for release
Attachments: 3D guns release TEMPLATE.docx
Dear All,

Our press team is sharing this with each of your press teams, but | have attached the draft template press release re
today’s multistate letter on 3-D printable guns. Each of your offices will of course make changes to the release as you
see fit, but if you see anythmg problematic in the release language-wise that you want to bring to my attention, please

let me know ASAP and cc my colleague Emalie.Gainey@state.ma.us.

Please also note that we have moved the press embargo to ZQm EST today. If you haven’t yet sent your AG’s e-
signature, please email it to me and Elise.Yannett@state.ma.us as soon as possible.’

Thanks so much,
Joanna

From: Lydgate, Joanna (AGO)
Sent: Sunday, July 29, 2018 10:28 PM
To: Andrew Bruck <Andrew.Bruck@njoag.gov>; Jeremy Feugenbaum <Jeremy.Feigenbaum@njoag:gov>;
Mary.McTaggart@state.de.us; Aaron.Goldstein@state.de.us; Brian.Mahanna@ag.ny.gov; Eric.Haren@ag.ny.gov;
EllenA1@ATG.WA.GOV; elizabeth.wilkins@dc.gov; joshua.diamond@vermont.gov; Kelli.Evans@doj.ca.gov;
Eleanor.Blume@doj.ca.gov; Laura.Stuber@doj.ca.gov; GCoyne@riag.ri.gov; Kimberly.Massicotte@ct.gov;
Jaclyn.Severance@ct.gov; CHudson@oag.state.va.us; LPlummer@dag.state.va.us; Melanie.Snyder@coag.gov;
Eric. Tabor@ag.iowa.gov; Nathan,Blake @ag.iowa.gov; Cathleen.White@ag.iowa.gov; aaron.s.joyce@hawaii.gov;
dviola3325 - bstratton@atg.state.il.us; aspillane @atg.state.il.us; Laura.Yustak@maine.gov;
linda.pistner@maine.gov; Iharris@oag.state.md.us; cscheiber@oag.state.md.us; cquattrocki@oag.state.md.us;
tmaestas@nmag.gov; jgoldman@attorneygeneral.gov; dwade @attorneygeneral.gov; mhenry@attorneygeneral.gov;
mhenry@attorneygeneral.gov; fred.boss@doj.state.or.us; kamala.h.shugar@doj.state.or.us; al.gilbert@ag,state.mn.us
Cc: Miller, Jonathan (AGO) <Jonathan.Miller@MassMail.State.MA.US>; Yannett, Elise (AGO)
<Elise.Yannett@MassMail.State.MA.US>; Gainey, Emalie (AGO) <Emalie. Gamey@MasslVlall State.MA.US>
- Subject: Sign-on letter re 3-D guns: plan for release



-Dear Colleagues,

Thank you all for joining the multlstate letter to the Department of State and the Department of Justice on 3- D
printable guns. We have 21 signatories to the letter. | have attached the near-final version here, which

" incorporates edits from a few states. If you have not yet sent us your Attorney General s s:gnature block,
please doso by 12pm EST tomorrow (Monday) if at all poss:ble

The letter is embargoed until 1pm EST tomorrow. Emalre Gainey from our press team (cc'ed here) is
communicating with PIOs in each of your offices and will circulate a draft press release in-the morning.

Again, we really appreciate your quick review of the letter and your support.

‘With best- wnshes
Joanna

Joanna Lydgate
Deputy Attorney General
Office of Massachusetts Attorney General Maura Healey
One Ashburton Place, 20t Floor
Boston, MA 02108
(617) 963-2955 (landline)
(617) 872-8963 (cell)
Joanna.Lydgate @state.ma.us

This email message (including any attachments) contains information that may be confldentual may be
protected by the attorney-client or other applicable privileges, or may constitute non- public information. It is.
intended to be conveyed only to the designated recipient(s) named above. If you are not an intended recipient
of this message, please notify the sender by replying to this-message and then delete all copies of it from your
computer system. Any use, dissemination, distribution, or reproductlon of-this message by unintended
recipients is not authorized and may be unlawful.



AG XXXXX JOINS MULTISTATE EFFORT TO PREVENT DISTRIBUTION OF
ONLINE FILES FOR 3-D PRINTED FIREARMS .
AGs ﬁam 20 States and the District of Columbia Urge Federal Government to Reconsider .
Proposed Rules and Abrupt Settlement

XXXXX — Attorney General XX led a coalition today of 21 attorneys general urging U.S:
Attorney General Jeff Sessions and U.S. Secretary of State Mike Pompeo to withdraw from a
settlement that would allow a company to post plans online to print p1ast1c guns using 3-D
printers, writing that these actions recklessly disregard public safety.

. AG QUOTE

A letter sent by the state attorneys general today expresses serious concern over the
federal government’s recent settlement with Defense Distributed, an’ online company that in
2013 was previously instructed by the U.S. Department of State to remove downloadable files
for firearms from its website. . ,

In the settlement, the Department of State also agreed to amend federal rules regulating '
the export of weapons on the United States Munitions List. The proposed rules would allow
information about certain military weapons such as semi-automatic firearms, previously '
considered critical to national security and public safety, to be uploaded to the Internet. The
attorneys general argue that these actions will facilitate violations of state and federal law and
create unprecedented risks to public safety, allowing terrorists, transnational criminals, conv1cted .
felons, and individuals otherwise prohlblted by federal and state laws from purchasing,
manufacturing, selling, and possessing firearms to have unrestricted access to computer designs
for unsafe undetectable and untraceable firearms.

The Arms Export Control Act requires the federal government to reduce the mtematlonal
trade of firearms abroad, which the federal government has successfully done through the
International Traffic in Arms Regulations, in part by prohibiting certain technical data about
weapons from being made publicly available. Many states also have independent laws and
regulations to prevent gun violence and protect public safety. In the letfer, the attorneys general
-argue that publicly available information on 3-D printed weapons will enable the production of
firearms that are untraceable and undetectable by magnetometers in places such as airports,
government buildings and schools. Additionally, unrestricted access to this kind of information
will increase illegal trafficking of weapons across state and national borders.

In the letter, the attorneys general also express their serious concern over the Department -
of State’s abrupt change in position on these matters, pomtmg to arguments the Department of
Justice and Department of State have made for years in the challenge brought by Defense
_ Distributed. Until very recently, the Department of State had argued that the federal government
has 4 strong national security interest in the regulation of these types. of files. The attorneys
general also note that courts have previously recognized the risk of allowing these gun designs to
be publicly available on the Internet, and urge the Administration not to disregard those rulings.



This multistate letter was organized by AG Healey of Massachusetts and includes state-
attorneys general from California, Colorado, Connecticut, Delaware, the District of Columbia,
Hawaii, I[llinois, Jowa, Maine, Maryland, Minnesota, New Jersey, New Mexico, Néw York,
Oregon, Pennsylvania, Rhode Island, Vermont, Virginia, and Washington.

HH



Diamond, Joshua

From: =~ Bradley, Alexander (AGO) <alexander. bradley@state ma.us>
Sent: -Monday, July 30, 2018 12:24 PM
-To: ‘ ) ' . Bologna, Paul (AGO); Gotsis, Chloe (AGO); Fennimore, Jillian (AGO); Gainey, Emalie

(AGO); jgrace@attorneygeneral.gov; msartoretto@attorneygeneral.gov;
csimpson@attorneygeneral.gov; Ihatalla@attorneygeneral.gov;
jgrace@attorneygeneral.gov; msartoretto@attorneygeneral.gov;
csimpson@attorneygeneral.gov; Ihatalla@attorneygeneral.gov;

. Carl.Kanefsky@state.de.us; Amy.Spitalnick@ag.ny.gov; BrionnaF@ATG.WA.GOV;
lanC@atg.wa.gov; BethC@atg.wa.gov; AndreaP2@atg.wa.gov; DanJ1@atg.wa.gov;
marrisa.geller@dc.gov; Robertmarus@dc.gov; andrew.phifer@dc.gov; Diamond, Joshua; .
‘Silver, Natalie; Bethany.Lesser@doj.ca.gov; karen.whité@cwagweb.org;
Susan.Lustig@CWAGWeb.org; akempe@riag.ri.gov; Jaclyn.Severance@ct.gov;
mkelly@oag state.va.us; Annie.Skinner@coag.gov; Jacqlin. McKinnon@coag.gov;
eric.tabor@ag.iowa.gov; cathleen.white@ag.iowa.gov; dana.o.viola@hawaii. gov;
James.W.Walther@hawaii.gov; pthompson@atg.state.il.us; eboyce@atg.state.ilus;’
mpossley@atg.state.il.us; Andrew.Roth-Wells@maine.gov; rcoombs@oag.state.md.us;
ctobar@oag.staté.md.us; fschantz@oag.state.md.us; jhallinan@nmag.gov;
dcarl@nmag.gov; dana.o.viola@hawaii.gov; James.W.Walther@hawaii.gov;
kristina.edmunson@doj.state.or.us; Annie.Skinner@coag.gov;

: . Jacglin.McKinnon@coag.gov’ :
Subject: o . RE: Press for Multistate 3-D Firearm Letter *UPDATED EMBARGO TIME* .

Attachments: ' " 3D guris release final TEMPLATE.docx
Hiall- .

Please see this template release.
PLEASE NOTE: THE EMBARGO IS NOW 2PM EST

Thanks!

From: Bradley, Alexander (AGO)

Sent: Manday, July 30, 2018 9:58 AM

To: Bologna, Paul (AGO) <Paul. Bologna@MassMail.State. MA US>; Gotsis, Chloe (AGO)
<Chloe.Gotsis@MassMail.State.MA.US>; Fennimore, Jillian (AGO) <lillian.Fennimore @ MassMail.State.MA.US>; Gainey,
Emalie (AGO) <Emalie.Gainey@MassMail.State.MA.US>; ‘jgrace@attorneygeneral.gov' <jgrace @attorneygeneral.gov>;
'msartoretto@attorneygeneral.gov' <msartoretto@attorneygeneral.gov>; 'csimpson @attorneygeneral.gov'’
<csimpson@attorneygeneral.gov>; 'Ihatalla@attorneygeneral.gov' <lhatalla@attorneygeneral. gov>
'ljgrace@attorneygeneral. gov' <jgrace@attorneygeneral.gov>; 'msartoretto@attorneygeneral.gov'
<msartoretto@attorneygeneral gov>; 'csimpson@attorneygeneral.gov <c5|mpson@attorneygeneral gov>;
'lhatalla@attorneygeneral gov' <|hatalla@attorneygeneral gov>; 'Carl.Kanefsky @state. de.us'

<Carl.Kanefsky @state.de.us>; 'Amy. Spltalmck@ag ny.gov' <Amy.Spitalnick@ag.ny.gov>; 'BrionnaF@ATG. WA GOV’
<BrionnaF @ATG.WA.GOV>; 'lanC@atg.wa.gov' <lanC@atg.wa.gov>; 'BethC@atg.wa.gov' <BethC@atg.wa.gov>;
'‘AndreaP2 @atg.wa.gov' <AndreaP2 @atg.wa.gov>; 'DanJ1@atg.wa.gov' <DanJ1@atg.wa.gov>; ‘marrisa. geller@dc gov'
<marrisa.geller@dc.gov>; 'Robert:marus@dc.gov' <Robert. marus@dc gov>; 'andrew.phifer@dc.gov'
<andrew.phifer@dc.gov>; Joshua.Diamond@vermont.gov' <Joshua. Diamond @vermont.gov>;
'Natalie.Silver@vermont.gov' <Natalie.Silver@vermont. gov> 'Bethany.Lesser@doj.ca.gov'

<Bethany. Lesser@dOJ ca.gov>; “'karen.white@cwagweb.org' <karen.white @cwagweb.org>;

1



. 'Susan.Lustig@CWAGWeb.org' <Susan.Lustig@CWAGWeb.org>; ‘akempe@riag.ri.gov' <akempe@riag.ri.gov>;
"Jaclyn.Severahce@ct.gov' <Jaclyn.Severance@ct.gov>; 'mkelly@oag.state.va.us' <mkelly@oag.state.va.us>; -
'Annie,Skinner@coag.gov' <Annie.Skih’n'er@coag.gov>; 'Jacglin.McKinnon@coag.gov' <Jacqlin.McKinnon@coag.gov>;

" ‘eric.tabor@ag.iowa.gov' <eric.tabor@ag.iowa.gov>; 'cathleen.white@ag.iowa.gov' <cathleen.white@ag.iowa.gov>;
'‘dana.o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>; ‘James.W.Walther@hawaii.gov'
<James.W.Walther@hawaii.gov>; 'pthompson@atg.state.il.us' <pthompson@atg.state.il.us>; 'eboyce@atg.state.il.us'
<eboyce @atg.state.il.us>; 'mpossley @atg.state.il.us' <mpossley@atg.state.il.us>; 'Andrew.Roth-Wells@maine.gov'
<Andrew.Roth-Wells@maine.gov>; rcoombs@oag state:md.us' <rcoombs@oag.state. md.us>; 'ctobar@oag.state.md:us'
<ctobar@oag.state.md.us>; 'fschantz@oag.state.md.us' <fschantz@oag state.md.us>; 'jhallinan@nmag.gov'
<jhallinan@nmag.gov>; 'dcar!@nmag gov' <dcarl@nmag.gov>; 'dana o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>;

‘James.W. Walther@hawaii.gov' <Jlames.W.Walther @hawaii.gov>; - 'kristina.edmunson@doj.state.or.us’
<kristina. edmunson@do; state.or.us>; 'Annie. Skmner@coag gov' <Annie. Skmner@coag gov>;

'Jacqlin.McKinnon @coag.gov' <Jacglin. McKinnon@coag.gov>

"Subject: RE: Press for Multistate 3-D Firearm Letter

Hiall —

This is a notice that the embargo time will be 1PM EST. A tenﬁplate release will be sent shortly.

P

Thank you!

Alex Bradley

Deputy Press Secretary

Office of Massachusetts Attorney General Maura Healey
One Ashburton Place, 20t Floor

Boston, MA 02108

617-727-2543

From: Bradley, Alexander (AGO)

Sent: Friday, July 27, 2018 5:22 PM

To: Bologna, Paul (AGO) <Paul.Bologna@MassMail.State.MA.US>; Gotsis, Chloe (AGO) ‘ : :
<Chloe.Gotsis@MassMail.State.MA.US>; Fennimore, Jillian (AGO) <jillian.Fennimore @MassMail.State.MA.US>; Gainey,
Emalie (AGO) <Emalie.Gainey@MassMail.State.MA.US>; ‘jgrace @attorneygeneral.gov' <jgrace@attorneygeneral.gov>; '
'msartoretto @attorneygeneral.gov' <msartoretto@attorneygeneral.gov>; 'csimpson@attorneygeneral. gov

- <csimpson@attorneygeneral.gov>; ‘IhataHa@attorneygeneralgov <lhata|la@attornevgeneral gov>;

'igrace @attorneygeneral.gov' <jgrace @attorneygeneral.gov>; 'msartoretto@attorneygeneral.gov'
<msartoretto@attornevgeneral gov>; cslmpson@attorneygeneral gov' <cstmpson@attornevgeneral gov>;
‘lhata!la@attorneygeneral gov' <lhatalla@attorneygeneral.gov>; 'Carl. Kanefsky@state de.us'

<Carl.Kanefsky @state.de.us>; 'Amy.Spitalnick@ag.ny.gov' <Amy.Spitalnick@ag.ny.gov>; 'BrionnaF @ATG.WA.GOV'
<BrionnaF@ATG.WA.GOV>; 'lanC@atg.wa.gov' <lanC@atg.wa.gov>; 'BethC@atg.wa.gov' <BethC@atg.wa.gov>;
‘AndreaPZ@atg wa.gov' <AndreaP2@atg.wa.gov>; 'Dan)l@atg.wa.gov' <Danll@atg.wa.gov>; 'marrisa. geller@dc gov'
<marrisa.geller@dc.gov>; 'Robert.marus@dc.gov' <Robert.marus@dc.gov>; ‘andrew.phifer@dc.gov'
<andrew.phifer@dc.gov>; 'Joshua.Diamond @vermont.gov' <Joshua.Diamond@vermont.gov>;
'Natalie.Silver@vermont.gov' <Natalie.Silver@vermont.gov>; 'Bethany.Lesser@doj.ca.gov'
<Bethanv.Lesser@doi.ca.gov>;_'karen,white@cwagweb.brg' <karen.white@cwagweb.org>;" »
'Susan.Lustig@CWAGWeb.org' <Susan.Lustig@CWAGWeb.org>; 'akempe@riag.ri.gov' <akempe@riag.ri.gov>;
‘Jaclyn.Severance @ct.gov' <Jaclyn.Severance@ct.gov>; 'mkelly@oag.state.va.us' <mkelly@oag.state.va.us>;
'Annie.Skinner@coag.gov' <Annie.Skinner@coag.gov>; 'Jacglin:McKinnon@coag.gov' <Jacglin.McKinnon@coag.gov>;
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'eric.tabor@ag.iowa.gov' <eric. tabbr@ag iowa.gov>; 'cathleeri.white @ag.iowa.gov' <cathleen.white@ag.iowa.gov>;
'dana.o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>; 'James.W.Walther@hawaii.gov' ‘
<James.W.Walther@hawaii.gov>; 'pthompson@atg.state.il.us' <pthompson@atg.state.il.us>; eboyce@atg state.il.us'
<eboyce@atg.state.il.us>; 'mpossley @atg.state.il.us' <mpossley@atg.state.il.us>; 'Andrew, Roth-Wells@maine.gov'

- <Andrew.Roth-Wells@maine.gov>; 'rcoombs@oag.state.md.us' <rcoombs@oag.state. md.us>; ctobar@oag state. md us
<ctobar@oag.state.md.us>; 'fschantz@oag.state.md.us' <fschantz@oag. state md us>; Jhalllnan@nmag gov'
<jhallinan@nmag.gov>; 'dcarl@nmag.gov' <dcarl@nmag.gov>

Subject: Press for Multistate 3-D Firearm Letter

Hi all -

" If you are receiving this emall you are the press contact for one of the state Attorneys General for the Multistate Letter
for 3D Printed Firearms.

We will be doing press on Monday; but are currently waiting for additional states to sign on. We'will touch base on
‘Monday morning with a template press release and an embargo time.

Thank you, enjoy your weekend!

Alex Bradley
Deputy Press Secretary
Office of Massachusetts Attorney General Maura Healey
One Ashburton Place, 20t Floor
Boston, MA 02108
.617-727-2543



**TEMPLATE RELEASE EMBARGOED FOR 2 PM ET*"‘

AG XXXXX JOINS MULTISTATE EFFORT TO PREVENT DISTRIBUTION OF
ONLINE FILES FOR 3-D PRINTED FIREARMS :
AGS from 20 States and the District of Columbia Urge Federal Government to Reconszder
Proposed Rules and Abrupt Settlement

KXKKX — Attorney General XX _]omed a coalition today of 21 attornéys general urging
U.S. Attorney General Jeff Sessions and U.S. Secretary of State Mike Pompeo to withdraw from
a settlement that would allow a company to post plans online toz rint plastic guns using 3-D
pr1nters writing that these actions recklessly dlsregard publi 5

' AG QUOTE

A letter sent by the state attorneys gener 3 SEL QUS concern over the
federal government’s recent settlement with D)
2013 was previously instructed by the U.S. D
for firearms from its website.

“to amend federal riles regulating
proposed rule_s would allow

Jaws from purchasin g,

and protect public safety In the letter, the attorneys general
ation on 3-D printed weapons will enable the production of
detectable by magnetometers in places such as airports,

1s. Additionally, unrestricted access to this kind of 1nformat10n
g of weapons across state and national borders.

government buildings an:
‘will increase illegal traffic

In the letter, the attorneys general also express their serious concern over the Department
of State’s abrupt change-in position on these matters, pomtmg to arguments the Department of
Justice and Department of State have made for years in the challenge brought by Defense

Distributed. Until very recently, the Departtheht of State had argued that the federal government

has a strong national security interest in the regulation of these types of files. The attorheys
general also note that courts have previously recognized the risk of allowing these gun designs to
be publicly available on the Internet, and urge the Administration not to disregard those rulings.

\



ia,

This multistate letter was organized by AG‘Healey of Massachusetts and includes state

t, Delaware, the District of Columb

esota, New Jersey, New Mexico, New York,

, and Washington.
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Diamond, Joshua

From: - » " Bradley, Alexander (AGO) <alexander.bradley@state.ma.us>

Sent: - Monday, July 30, 2018 2:13 PM
To: . .Bologna, Paul (AGO); Gotsis, Chloe (AGO); Fennimore, Jillian (AGO); Gainey, Emalie

(AGO); jgrace@attorneygeneral.gov; msartoretto@attorneygeneral.gov;
csimpson@attorneygeneral.gov; lhatalla@attorneygeneral.gov;
jgrace@attorneygeneral.gov; msartoretto@attorneygeneral.gov;
csimpson@attorneygeneral.goy; [hatalla@attorneygeneral.gov;

Carl. Kanefsky@state de.us; Amy.Spitalnick@ag.ny.gov; BrionnaF@ATG.WA.GOV;
lanC@atg.wa.gov; BethC@atg.wa.gov; AndreaP2@atg.wa.gov; Dan)1@atg.wa, gov,
marrisa.geller@dc.gov; Robert.marus@dc.gov; andrew.phifer@dc.gov; Diamond, Joshug;
Silver, Natalie; Bethany.Lesser@doj.ca.gov; karen.white@cwagweb.org;
Susan.Lustig@CWAGWeb.org; akempe@riag.ri.gov; Jaclyn.Severance@ct.gov;
mkelly@oag.state.va.us; Annie.Skinner@coag.gov; Jacglin.McKinnon@coag.gov;
eric.tabor@ag.iowa.gov; cathleen.white@ag.iowa.gov; dana.o.viola@hawaii.gov;
James.W.Walther@hawaii.gov; pthompson@atg.state.il.us; eboyce@atg.state.il. us;

. mpossley@atg.state.il.us; Andrew.Roth-Wells@maine.gov; rcoombs@oag.state.md.us;
ctobar@oag.state.md.us; fschantz@oag.state. md.us; Jjhallinan@nmag.gov;
dcarl@nmag.gov; dana.o.viola@hawaii.gov; James.W.Walther@hawaii.gov;
kristina.edmunson@doj state.or.us; Annie.Skinner@coag. gov; '
Jacglin.McKinnon@coag.gov

Subject: . : RE: Press for Multistate 3-D Firearm Letter *UPDATED EMBARGO TIME*
Attachments: ' T 30 18 Multistate Letter re 3D Firearms Final.pdf

Hi all - see the ﬁhalized' letter.
Thank Y6u!

From: Bradley, Alexander (AGO)
Sent: Monday,July 30, 2018 12:24 PM
To: Bologna, Paul (AGO) <Paul.Bologna@MassMail.State.MA.US>; Gotsis, Chloe (AGO)
<Chloe.Gotsis@MassMail.State.MA.US>; Fennimore, Jillian (AGO) <Jillian.Fennimore@MassMail.State.MA.US>; Gainey,
Emalie (AGO) <Emalie. Galney@MassMali State.MA.US>; 'jgrace@attorneygeneral.gov’ <jgrace @attorneygeneral.gov>;
msartoretto@attorneygeneral gov' <msartoretto@attorneygeneral.gov>; 'csimpson@attorneygeneral.gov'
<cstmpson@attorneygeneral gov>; 'Ihatalla@attorneygeneral.gov' <lhatalla@attorneygeneral.gov>;
'jgrace @attorneygeneral.gov' <jgrace@attorneygeneral.gov>; 'msartoretto@attorneygeneral. gov'
“<msartoretto@attorneygeneral.gov>; csmpson@attorneygeneral gov' <csvmpson@attorneygeneral gov>;
'Ihatalla@attorneygeneral.gov' <lhatalla@attorneygeneral.gov>; 'Carl.Kanefsky@state.de.us'
<Carl.Kanefsky @state.de.us>; 'Amy. Spltalnlck@ag ny.gov' <Amy.Spitalnick@ag.ny.gov>; 'BrionnaF@ATG.WA. GOV'
<BrionnaF@ATG.WA.GOV>; 'lanC@atg.wa.gov' <lanC@atg.wa.gov>; 'BethC@atg wa.goV' <BethC@atg.wa.gov>;
'AndreaP2 @atg.wa.gov' <AndreaP2@atg.wa.gov>; 'Dan)1@atg.wa.gov' <Dan/1@atg.wa:gov>; 'marrisa.geller@dc:gov'
<marrisa.geller@dc.gov>; 'Robert.marus@dc.gov' <Robert.marus@dc.gov>; 'andrew. phlfer@dc gov'
<andrew.phifer@dc.gov>; ‘Joshua.Diamond@vermont.gov' <loshua.Diamond@vermont. gov>;
'Natalie.SilVer@vermont.gov' <Natalie.Silver@vermont.gov>; 'Bethany.Lesser@doj.ca.gov'
<Bethany.Lesser@doj.ca.gov>; 'karen.white@cwagweb.org' <karen.white@cwagweb.org>;
'Susan.Lustig@CWAGWeb.org' <Susan.Lustig@CWAGWeb.org>; 'akempe @riag.ri.gov' <akempe@riag.ri.gov>;
'Jaclyn.Severance@ct.gov' <Jaclyn.Severance@ct.gov>; 'mkelly @oag.state.va.us' <mkelly@oag.state.va.us>;
"Annie.Skinner@coag.gov' <Annie.Skinner@coag.gov>; 'Jacglin.McKinnon@coag.gov' <Jacqlin.McKinnon@coag.gov>;
‘eric.tabor@ag.iowa.gov' <eric.tabor@ag.iowa.gov>; 'cathleen.white @ag.iowa.gov' <cathleen.white@ag.iowa.gov>;
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'dana.o vuola@hawau gov' <dana.o. vuola@hawau gov> 'James.W. Walther@hawau gov'

-. zJames.W.Walther@hawaii.gov>; 'pthompson@atg.state.il.us' <pthompson@atg.state.il.us>; eboyce@atg state.iL.us'

<eboyce@atg.state.il.us>; 'mpossley@atg.state.il.us’' <mpossley@atg state.il.us>; "Andrew.Roth-Wells@maine.gov'
<Andrew.Roth-Wells@maine.gov>; 'rcoombs @oag.state.md.us' <rcoombs@oag.state.md.us>; 'ctobar@oag.state.md.us'
<ctobar@oag.state.md.us>; 'fschantz@oag.state.md.us' <fschantz@oag.state.md.us>; ]halhnan@nmag gov'
<jhallinan@nmag.gov>; 'dcarl@nmag.gov' <dcarl@nmag.gov>; 'dana.o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>;
'Jlames.W.Walther@hawaii.gov' <James.W.Walther@hawaii.gov>; ‘kristina.edmunson@doj. state or.us' -
<kristina.edmunson@doj.state.or.us>; 'Annie. Skinner@coag.gov' <Annie.Skinner@coag.gov>;
"Jacglin.McKinnon@coag.gov' '<Jacglin.McKinnon@coag.gov>

Subject: RE: Press for Multistate 3-D Firearm Letter *UPDATED EMBARGO TIME*

Hiall -
Please see this template release.
PLEASE NOTE: THE EMBARGO 1S NOW 2PM EST

Thanks!

From: Bradley, Alexander (AGO)
-Sent: Monday, July 30, 2018 9:58 AM
To: Bologna, Paul (AGO) <Paul. Bologna@MassMall State.MA.US>; Gotsis, Chloe (AGO)
<Chloe.Gotsis@MassMail.State.MA.US>; Fennimore, lillian (AGO) </illian.Fennimore@®MassMail.State.MA.US>; Gainey,
Emalie (AGO) <Emalie.Gainey@MassMail.State.MA.US>;- 'jgrace @attorneygeneral. gov' <jgrace@attorneygeneral.gov>;
msartoretto@attorneygeneral gov' <msartoretto@attorneygeneral.gov>; csumpson@attorneygeneral gov'
' <cs1mpson@attornevgeneral gov>; 'lhatalla@attorneygeneral. gov' <lhatalla@attorneygeneral.gov>;
'jgrace @attorneygeneral.gov' <1grace@attornevgeneral gov>; 'msartoretto@attorneygeneral.gov'
" <msartoretto@attornevgeneral.gov>; csmpson@attorneygeneral gov' <csimpson@attorneygeneral. govS;
'lhatalla@attorneygeneral, gov <Ihatalla@attornevgeneral gov>; 'Carl.Kanefsky@state.de.us' :
<Carl.Kanefsky@state.de.us>; *"Amy. Spltalmck@ag ny.gov' <Amy. Spitalnick@ag.ny.gov>; ‘BnonnaF@ATG WA.GOV'
<Br|onnaF@ATG WA.GOV>; 'lanC@atg.wa.gov' <lanC@atg.wa.gov>; 'BethC@atg wa.gov' <BethC@atg.wa.gov>;
‘AndreaPZ@atg wa.gov' <AndreaP2 @atg.wa.gov>; ‘DanJl@atg wa.gov' <Dan)1@atg.wa.gov>; 'marrisa. geller@dc.gov'
<marrisa.geller@dc.gov>; 'Robert.marus@dc. gov' <Robert.marus@dc.gov>; ‘andrew. phifer@dc.gov'
<andrew.phifer@dc.gov>; 'Joshua.Diamond @vermont.gov' <Joshua.Diamond @vermont.gov>;
'Natalie.Silver@vermont.gov' <Natalie Silver@vermont.gov>; '‘Bethany.Lesseér@doj.ca.gov'
<Bethany.Lesser@doj.ca.gov>; 'karen.white@cwagweb.org' <karen.white@cwagweb.org>;
'Susan. Lustug@CWAGWeb org' <Susan.Lustig@CWAGWeb.org>; 'akempe@riag.ri.gov' <akempe@r|ag ri.gov>;
"Jaclyn.Severance@ct.gov' <Jaclyn.Severance@ct.gov>; 'mkelly@oag.state.va.us' <mkelly@oag. state.va.us>;
'Annie.Skinner@coag.gov' <Annie.Skinner@coag.gov>; ‘Jacqlin.McKinnon@coag. goV' <Jacglin.McKinnon@coag.gov>;
'eric.tabor@ag.iowa.gov' <eric.tabor@ag.iowa.gov>; 'cathleen.white@ag.i jowa.gov' <cathleen. whlte@ag iowa.gov>;
'dana.o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>; 'James.W.Walther@hawaii.gov'
<James.W.Walther@hawaii.gov>; 'pthompson@atg.state.il.us' <pthompson@atg.state.il.us>; eboyce@atg state il.us'
<eboyce@atg.state.il.us>; mpossley@atg state.il.us' <mpossley@atg.state.il.us>; 'Andrew.Roth-Wells@maine.gov'
<Andrew.Roth-Wells@maine.gov>; 'rcoombs@oag.state.md.us' <rcoombs@oag.state.md.us>; 'ctobar@oag.state.md.us'
<ctobar@oag.state.md.us>; ‘fschantz@oag.state.md.us' <fschantz@oag.state.md.us>; Jhalhnan@nmag gov'
<jhallinan@nmag.gov>; 'dcarl@nmag.gov' <dcarl@nmag.gov>; ‘dana.o.viola@hawaii.gov' <dana. 0. viola@hawaii. gov>
Jamies.W.Walther@hawaii.gov' <James.W. Walther@hawaii.gov>; 'kristina.edmunson@doj.state.or. us
<kristina.edmunson@doj.state.or.us>; 'Annie. Skmner@coag gov' <Annie.Skinner@coag. BOV>;
"Jacglin.McKinnon@coag.gov' <Jacglin. Mcl(mnon@coagr gov>
Subject RE: Press for Multistate 3-D Firearm Letter

Hi all — -



This is a notice that the embargo time will bé 1IPM EST. A template'release will'be sent shortly.

Thank you!

Alex Bradley

Deputy Press Secretary ,

Office of Massachusetts Attorney General Maura Healey
One Ashburton Place, 20t Floor

" Boston, MA 02108

617-727-2543

From: Bradley, Alexander (AGO)

Sent: Friday, July 27, 2018 5:22 PM

To: Bologna, Paul (AGO) <Paul.Bologna@MassMail. State MA.US>; Gotsis, Chloe (AGO)
<Chloe.Gotsis@MassMail.State.MA.US>; Fennimore, Jillian (AGO) <Jillian. Fennimore@MassMail.State.MA. US>; Gainey,

Emalie (AGO) <Emalie.Gainey@MassMail.State.MA.US>; 'jgrace @attorneygeneral.gov' <jgrace @attorneygeneral.gov>;

'msartoretto@attorneygeneral.gov' <msartoretto@attorneygeneral.gov>; 'csimpson@attorneygeneral.gov'
<csimpson@attorneygeneral.gov>; 1hatalla@attorneygeneral.gov' <|hatalla@attorneygeneral.gov>;
'jgrace@attorneygeneral.gov' <jgrace @attorneygeneral.gov>; ‘msartoretto@attorneygeneral.gov'
<msartoretto@attorneygeneral.gov>; 'csimpson@attorneygeneral.gov' <csimpson@attorneygeneral.gov>;
'Ihatalla@attorneygeneral.gov' <lhatalla@attorrieygeneral.gov>; 'Carl.Kanefsky @state.de.us’
<Carl.Kanefsky@state.de.us>; 'Amy.Spitalnick@ag.ny.goVv' <Amy.Spitalnick@ag.ny.gov>; 'BnonnaF@ATG WA.GOV'
<BrionnaF@ATG.WA.GOV>; 'lanC@atg.wa.gov' <lanC@atg.wa.gov>; '‘BethC@atg.wa.gov' <BethC@atg.wa.gov>;

.'AndreaP2@atg.wa.gov' <AndreaP2 @atg.wa.gov>; 'Danl1@atg.wa.gov' <DanJ1@atg.wa.gov>; 'marrisa.geller@dc.gov'
<marrisa.geller@dc.gov>; 'Robert.marus@dc.gov' <Robert.marus@dc.gov>; 'andrew.phifer@dc.gov'
<andrew.phifer@dc.gov>; Joshua.Diamond @vermont.gov' <Joshua.Diamond @vermont.gov>;
'Natalie.Silver@vermont.gov' <Natalie. Silver@vermont.gov>; 'Bethany.Lesser@doj.ca. gov'
<Bethany.Lesser@doj.ca.gov>; 'karen.white @cwagweb.org' <karen.white@cwagweb.org>;
'Susan.Lustig@CWAGWeb.org' <Susan. Lustlg@CWAGWeb Org>; akempe@rlag ri.goV' <akempe@rlag ri.gov>;
'Jaclyn.Severance@ct.gov' <Jaclyn.Severance @ct.gov>; 'mkelly@oag.state.va.us' <mkelly @oag.state.va.us>;
'Annie.Skinner@coag.gov' <Annie.Skinner@coag.gov>; Jacglin.McKinnon@coag.gov' <Jacglin. McKinnon@coag.gov>; -
'eric.tabor@ag.iowa.gov' <eric.tabor@ag.iowa.gov>; 'cathleen.white @ag.iowa.gov' <cathleen. Whlte@ag iowa.gov>;
'dana.o.viola@hawaii.gov' <dana.o.viola@hawaii.gov>; 'James.W.Walther@hawaii. gov'
<James.W.Walther@hawaii.gov>; 'pthompson @atg.state.il.us' <pthompsoh@atg.state.il.us>; 'eboyce @atg.state.il.us'
<eboyce@atg.state.il.us>; 'mpossley@atg.state.il.us' <mpossley @atg.state.il.us>; 'Andrew.Roth-Wells@maine.gov'
<Andrew.Roth-Wells@maine.gov>; 'rcoombs@oag.state.md.us’ <rcoombs@oag.state.md.us>; 'ctobar@oag.state.md.us'
<ctobar@oag.state.md.us>; 'fschantz@oag.state.md.us' <fschantz@oagstate.md.us>; 'jhallinan@nmag.gov'
<jhallinan@nmag.gov>; 'dcarl@nmag.gov’ <dcarl@nmag.gov> :

Subject: Press for Multistate 3-D Firearm Letter

Hiall—

If you are receiving this email, 'you are the press contact for one of the state Attorneys General for the Multistate Letter
~for 3D Printed Firearms. '

We will be doing press on Monday, but are currently waiting for addutlonal states to sugn on. We will touch base on

- Monday morning Wlth a template press release and an embargo time.

3



4Thank you, enjoy your weekend!:

Alex Bradley

Deputy Press Secretary

Office of Massachusetts Attorney General Maura Healey
One Ashburton Place, 20t Floor

~ Boston, MA 02108

617-727-2543




THE COMMONWEALTH OF MASSACHUSETTS
OFFICE OF THE ATTORNEY. GENERAL
ONE ASHBURTON PLACE

B . " Boston, Massachuserts-02108
Mauvra HeaLsy | . _ (617) 727-2200

ATTORNEY GENERAL S (617) 727-4765 TTY
. . WWW.Imass, ﬂov/ag,o

~ July30, 2018

The Honorable Mike Pompeo
Secretary of State

U.S. Department of State.
2201 C. Street, N.W.
‘Washington, D.C. 20520

The Honorable Jeff Sessions
~ Attorney General |
U.S. Department of Justice
950 Pennsylvania Avenue, N.W.
Washington, D.C. 20530 °

Dear Secretary Pompeo and Attorney General Sessions:

We, the undersigned Attorneys General, write to express our serious concern about the
Department of State’s settlement with Defense Distributed and the proposed rules (83 Fed. Reg.
24198; 83 Fed. Reg, 24166) published by the Department of State and the Department of
Commerce to amend. the International Trafficking in Arms Regulations. As the Chief Law
Enforcement Officers of our states, we believe the settlement terms and proposed rules are
deeply dangerous and could have an unprecedented impact on public safety. In addition to
helping arm terrorists and transnational criminals, the settlement and proposed rules would
provide another path to gun ownership for people who are prohibited by federal and state law
from possessing firearms. Federal courts have recognized the danger of allowing these guns to
be publicly available on the Internet, and this Administration has abruptly disregarded those
~rulings. We urge you to withdraw from the settlement and withdraw the proposed rules
lmmedlately, and allow full and fair consideration of any future proposed rules on these issues.

We believe the settlement and proposed rules will facilitate violations of federal and state
laws, and will make Americans less safe from both domestic and international threats. For
- example, individuals who access the files posted by Defense Distributed (and similar files posted
by others in the future) and use those files will be c1rcumvent1ng laws that regulate the



manufacture, sale, transfer, possession, and export of firearms. The Arms Export Control Act
requires the federal government to reduce the international trade in, arid lessen the burden of,

. arms abroad. Domestically, many of our states have carefully crafted regulatory regimes geared
at preventing gun violence and protecting public safety. The Department of State’s abrupt
change in position seriously undermines the efficacy of those laws and creates an imminent risk” -
to public safety. '

- As a result of the Department of State’s settlement with Defense Distributed, terrorists,
criminals, and individuals seeking to do harm would have unfettered access to print and
_ manufacture dangerous firearms. Some of these weapons may even be undetectable by
" magnetometers in places like airports and government buildings and untraceable by law
* enforcement. Illegal trafficking of these guns across state and national borders could also
increase, and self-made, unrégistered, and untraceable firearms could easily wind up in the hands
of (or simply be produced directly by) dangerous individuals.

The proposed rules would also transfer oversight of certain weapons and ammunition —
which-have long been considered “military grade” and are currently on the United States
Munitions List — from the Department of State to the Department of Commerce. The settlement
and proposed rules would facilitate the upload of files and other information sufficient to build
unsafe and untraceable guns to the Internet. There would be unrestricted access, domestically
and abroad, to large amounts of technical data that had previously been regulated to promote

_serious national security interests. :

We agree with the argument that the Department of Justice and Department of State
asserted for years in the lawsuit brought by Defense Distributed, before this abrupt reversal: that
the release of these computer files of firearms would threaten national security and put our
residents in danger.! For example, the Department of Justice wrote in its brief to the Fifth Circuit
Court of Appeals, “[t]he computer data files at issue here, if made publicly available without

- restriction, would allow anyone with a 3-D printer (or related device) to create, at the touch of a
button, parts and components for ari operational firearm that is untraceable and undetectable by
mietal detectors. Because such printers are readily available, allowing the distribution of the
computer files at issue here is tantamount to permitting the dissemination of firearms

-themselves.”? The settlement and the related proposed rules are inconsistent with the
government’s longstanding position and recklessly disregard public safety and security.

These rules, if finalized, and the settlement, if implemented, set a preéedent that would
endanger the lives of civilians, law enforcement, and members of the armed forces at home and

! Defense Distributed v. U.S. Dep't of State, Case 1:15-cv-00372-RP, Defs.’ Mot, Dismiss Second Am. Compi., at 1
(W.D. Tex. April 6, 2018). . : : o .

2 Brief for Federal Appellees, 2016 WL 614088, Case No. No. 15-50759, at *7 (5th Cir. 2016). In the same brief,
the Department of Justice also wrote “[t]he availability of such firearms to foreign nationals, particularly
if...attributable to the United States, could raise significant foreign policy and national security concerns....” Id, at
#]. The Department of Justice additionally asserted, “[i]f such a firearm were produced and ‘then used to commit an
act of terrorism, piracy, assassination, or other serious crime,’ the United States could be held accountable, causing .
‘serious and long-lasting harm to the foreign policy and national security interests of the United States.” Id. at *23
(quoting Aguirre Decl. § 35(a) [ROA.571). ' ’



abroad. We urge you to withdraw from the settlement 1mmed1ate1y The status quo — which
currently ensures public safety and national security by prohibiting publication of firearm design
files on the Internet — should be maintained. “Any rulemaking on these issues should not be tied
to a specific settlement agreement and should be subject to full and fair rulemaking proceedmgs
so that all stakeholders may provide input into the rules in the interest of public safety. -

Maura }Qaaley 4
" Attorney Generalo Massachusetts

Cynthia Cefffhan  #/ :
Attorney General of Colorado

A D

Matthew P. Denn
Attorney General of Delaware

Russell A. Suzuki
Attorney General of Hawaii

’ (/,_\,-4——7' : ]
- I Ny g .
Thomas J. Miller _
Attorney General of Jowa

Brian E. Frosh ,
Attorney General of Maryland

Sincerely,

(o

Vler Becerra Q
omey General of California

- George Jepsen
Attorney General of Connecticut

Karl A. Racine
Attomey General of the DlST.'l‘lCt of Columbia

A MW

Lisa M. Madigan
Attorney General of Illll‘lOlS

met T. Mills
Attorney General of Maine

Lori Swanson .
Attorney General of Minnesota




Hector Balderas B

At‘torney General of New Jersey Attorney General of New Mexwo

Loaban D Uondned (B & R

. Barbara D. Underwood - (Ellen Rosenblum
Attorney General of New York -

Y

Josh Shapiro | Peter F. Kllmartm '
Attorney General of Pennsylvania Attorney General of Rhode Island

Thomas J.|Dong¥ar, Ir. ' : Mark R. Herring :
Attorney Giene 1gf Vermont : Attorney General of Virginia

Bob Ferguson kﬁ)
Attorney General of Washington

Attorney General of Oregon




Diamond, Joshua

From:
Sent:
To:

Subject:
Attachments:

Hi aH

Aho, Brionna (ATG) <BrionnaF@ATG.WA.GOV>

Thursday, August 2, 2018 8:17 PM

Goldman, Jonathan Scott; Jaclyn.Severance@ct.gov; Robert marus@dc. gov
Amy.Spitalnick@ag.ny.gov; emalie.gainey@state.ma.us; jillian. fennlmore@state ma.us;
kristina.edmunson@doj.state.or.us; rcoombs @oag.state.md.us;

Leland. Moore@njoag.gov; Jerinifer Molina; Annie.Skinner@coag.gov;

- Carl.Kanefsky@state.de.us; James.W.Walther@hawaii.gov; pthompson@atg.stat’e,ii.us;

lynn.hicks@ag.iowa.gov; benjamin.wogsland@ag.state.mn.us; lbrewer@ncdoj.gov;

. akempe@riag.ri.gov; Clark, Charity; Diamond, Joshua; CGomer@oag.state.va.us’

3d-printed guns amended complaint
AmendedComplaint.pdf :

| just wanted to-make sure everyone was in the loop that the amended complamt has been filed. Also, it looks I|ke our
" new date to hear the preliminary mjunctlon motion is 8/21.

Welcome to all the new sign-ons!

Best regards,
Brionna

Brionna Aho

Communications Director | Office of State Attorney General Bob Ferguson
Office: 360-753-2727 | Cell: 360-338-2743 | Email: brionna.aho@atg.wa.gov
1125 Washington Street SE, Mailstop 40100 | Olympia | WA | 98504

For the latest news from the AG's office, visit our website at www.atg.wa.gov or follow us on Twitter and Facebook!



' Diamond, Joshua

From: . .Quackenbush Margaret (AGO) <Margaret. Quackenbush@MassMasI State. MA. US>

Sent: ' . Friday, August 10, 2018 11 :05 AM
To: ' - patricia.moscoso@doj.ca. gov,Jenmfer.mohna@dOJ.ca.gov; tania.mercado@doj.ca.gov;

Bethany.Lesser@doj.ca.gov; karen.white@cwagweb.org; Susan.Lustig@CWAGWeb.org;
Annie.Skinner@coag.gov; Jacglin.McKinnon@coag.gov; Jaclyn.Severance@ct.gov;
Marrisa.Geller@dc.gov; Robert.Marus@dc.gov; David.Mayorga@dc.gov;
andrew.phifer@dc.gov; Carl.Kanefsky@state.de.us; Carl.Kanefsky@state.de.us; .
pthompson@atg.state.il.us; eboyce@atg.state.il.us; mpossley@atg.state.il.us;
eric.tabor@ag.iowa.gov; lynn.hicks@ag.iowa.gov; cathleen.white@ag.iowa.gov;’
melissa.oneal@maine.gov; rcoombs@oag.state.md.us; fschantz@oag.state.md.us;
Laura.Fredrick@njoag.gov; Leland.Moore@njoag.gov; Sharon.Lauchaire@njoag.gov;
dcarl@nmag.gov; jhallinan@nmag.gov; Amy.Spitalnick@ag.ny.gov; Ibrewer@nchJ gov;
nahmed @ncdoj.gov; nmadavilli@ncdoj.gov; kiistind.edilinson@doj.state.of.us;
jgrace@attorneygeneral.gov; msartoretto@attorneygeneral.gov;

- csimpson@attorneygeneral.gov; Ihatalla@attorneygeneral.gov; akempe@riag.ri.gov;
Diamond, Joshua; Clark, -Charity; CGomer@oag.state.va.us; mkelly@oag.state.va.us;
MaureenS@atg.wa.gov; BrionnaF @ ATG.WA.GOV; lanC@atg.wa.gov; BethC@atg.wa.gov;
AndreaP2@atg.wa.gov; Dan)1@atg.wa.gov; benJamln wogsland@ag.state.mn.us '

Subject: _ RE: 3D-printed guns letter to DOS
Attachments: - . Multistate Letter on 3D Printed Guns 08.10.18.pdf
.Hello,‘

~ Please see the below template release with an embargo time of 12 p.m. EST. I've also attached the final letter. Let me
know of questions.

Thanks and have a nice weekend!’

. FOR IMMEDIATE RELEASE MEDIA CONTACT:
August 10,2018

COALITION OF 22 STATE ATTORNEYS GENERAL DEMAND THAT U.S. STATE DEPARTMENT STOP .
ONLINE SPREAD OF 3D-PRINTED GUN PLANS
Multistate Letter Urges Trump Administration to Take Immediate Action

. DATELINE - A coalition of 22 state attorneys general led by Massachusetts Attomey General Maura Healey
today sent a letter to U.S. Secretary of State Mike Pompeo and U.S. Attorney General Jeff Sessions demanding that the
Department of State take immediate action to remove from several websites downloadable plans for 3D-printed guns that
were illegally posted onlme :

The letter criticizes the Department of State’s failure to mitigate the harms of its settlement with Defense
Distributed, an online company that was authorized by the federal government to post plans for 3D-printed guns online.
Last week, a multistate lawsuit filed by nine state attorneys general seeking to stop the Department of State’s action won a
temporary restraining order from a federal judge in Seattle, blocking the publication of downloadable plans online. Eleven
other state AGs-have since joined that lawsuit.

In the letter, th'e state attorneys general call on Secretary Pompeo and AG Sessions to take steps to ensure tliat
Defense Distributed’s files are not available to anyone, especially those who pose a threat to public safety.

1
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‘ Since the temporary restraining order was put in place, Defense Distributed removed files for 3D-printed guns
posted on its website, but several other easily accessible websites have since re-posted these files online and the federal
government has taken no apparent action to have thern removed.

A multistate coalition sent a letter last week urging AG Jeff Sessions and Secretary Pompeo to withdraw from the
settlement with Defense Distributed, writing that it recklessly disregards public safety. AG Sessions and Secretary
Pompeo have yet to respond to the state' AGs’ concerns and have not indicated any w1llmgness to confront the urgent
- public safety risk posed by 3D—prmted firearms. :

* Joinin g AG Healey in today ] coalltlon are state attorneys general from California, Colorado, Connecticut,
Delaware, the District of Columbia;-Hawaii, Illinois, Iowa, Maine, Maryland, Minnesota, New Jersey, New Mexico, New
York, North Carolina, Oregon, Pennsylvania, Rhode Island, Vermont, Virginia, and Washington. ,

i

From: Quackenbush, Margaret (AGO)
Sent: Friday, August 10, 2018 9:38 AM ‘ .
To: 'patricia. mOSCOSO@dOJ ca.gov' <patricia. mOSCOSO@dOj ca.gov>; ‘jennifer. molma@dOJ ca.gov'
<jennifer.molina@doj.ca.gov>; 'tania.mercado@doj.ca.goVv' <tania.mercado@doj.ca.gov>; 'Bethany. Lesser@do; ca. gov
<Bethany.Lesser@doj.ca.gov>; "karen. white@cwagweb.org' <karen.white@cwagweb.org>;
“'Susan.Lustig@CWAGWeb.org' <Susan.Lustig@CWAGWeb.org>; 'Annie.Skinner@coag.gov' <Annie. Skmner@coag gov>;
"Jacglin.McKinnon@coag.gov' <Jacglin.McKinnon@coag.gov>; aclyn.Severance@ct.gov' <Jaclyn.Severance@ct.gov>;
'Marrisa.Geller@dc.gov' <Marrisa.Geller@dc.gov>; 'Robert.Marus@dc.gov' <Robert.Marus@dc.gov>;
'David.Mayorga@dc.gov' <David.Mayorga@dc.gov>; 'andrew.phifer@dc.gov' <andrew.phifer@dc.gov>;
'Carl.Kanefsky@state.de.us ' <Carl.Kanefsky@state.de.us>; 'Carl. Kanefsky@state de.us' <Carl.Kanefsky @state.de.us>;
'pthompson@atg.state.il.us' <pthompson@atg.state.il.us>; 'eboyce@atg. state.il.us' <eboyce @atg.state.il.us>;
'mpossley @atg.state.il.us ' <mpossley@atg.state.il.us>; 'eric. tabor@ag.iowa.gov' <eric.tabor@ag.i iowa. gov>;
'lynn.hicks@ag.iowa.gov' <lynn.hicks@ag.iowa.gov>; 'cathleen.white@ag.iowa.gov' <cathleen. white@ag.iowa.gov>;
'melissa.oneal@maine.gov' <melissa.oneal@maine.gov>; 'rcoombs@oag.state.md.us' <rcoombs@oag.state.md.us>;
'fschantz@oag.state.md.us' <fschantz@oag.state.md.us>; 'bitelya@michigan.gov' <bitelya@michigan.gov>;
'sellekj@michigan.gov' <sellekj@michigan.gov>; 'hawthorneml@michigan.gov' <hawthornem1@michigan.gov>;
'Laura.Fredrick@njoag.gov' <Laura.Fredrick@njoag.gov>; 'Leland:Moore@njoag.gov' <Leland.Moore @njoag.gov>;
'Sharon.Lauchaire@njoag.gov' <Sharon.Lauchaire@njoag.gov>; 'dcarl@nmag.gov' <dcarl@nmag.gov>;
'jhallinan@nmag.gov' <jhallinan@nmag.gov>; ’Amy.SpitaInick@ag.hy.goV' <Amy.5pitaInick@ag.ny.gov>;
'Ibrewer@ncdoj.gov' <lbrewer@ncdoj.gov>; 'nahmed@ncdoj.gov' <nahmed @ncdoj.gov>; 'nmadavilli@ncdoj.gov'
énmadavilli@ncdoj..gow; ‘kristina.edmunson@doj.state.of.us' <kristina.edmunson@doj.state.or.us>;
‘jgrace@a’ttorneygeneral.gov' <jgrace@attorneygeneral.gov>; 'msartoretto@attorneygeneral.gov'
<msartoretto@attorneygeneral.gov>; 'csimpson@attorneygeneral.gov' <csimpson@attorneygeneral.gov>;
"|hatalla@attorneygeneral.gov' <lhatalla@attorneygeneral.gov>; 'akempe @riag.ri.gov' <akempe@riag.ri.gov>;
"Joshua.Diamond@vermont.gov' <Joshua.Diamond@vermont.gov>; 'Charity.Clark@vermont.gov'
<Charity.Clark@vermont.gov>; 'CGomer@oag.state.va.us' <CGomer@oag.state.va.us>; 'mkelly @oag.state.va.us'
<mkelly@oag.state.va.us>; 'anola.duncan@doj.vi.gov' <anola.duncan@doj.vi.gov>; ‘MaureenS@atg. wa.gov'
<MaureenS@atg.wa.gov>; 'BrionnaF@ATG.WA. GOV' <BrionnaF@ATG.WA.GOV>; 'lanC@atg.wa.gov'
<lanC@atg.wa.gov>; 'BethC@atg.wa.gov' <BethC@atg.wa.gov>; 'AndreaPZ@atg wa.gov' <AndreaP2 @atg.wa.gov>;
'Dan)l@atg.wa.gov' <DanJl@atg.wa.gov>
Subject: 3D-printed guns letter to DOS

Good mornihg,

You are receiving this because your attorney general has signed on to a letter to Secretary of State Mike Pompeo and
Attorney General Jeff Sessions demanding the Department of State take immediate action to remove from several
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websites downloadable plans for 3D-printed guns. | W|ll be in touch shortly with a template release, and we have set an’
embargo time for 12 p-m. EST.

Thanks and please let me know of any guestions.

Meggie

- Margaret Quackenbush

- Deputy Press Secretary

Massachusetts Office of the Attorney General
One Ashburton Place

Boston, MA 02108

0: 617-727-2543

m: 781-445-9843
margaret.quackenbush@state.ma.us




Tne COMMONWEALTH OF MASSACHUSETTS
OFFICE OF THE ATTORNEY GENERAL

.ONE ASHBURTON PLACE
 BosToN, MASSACHUSETTS 02108

. (617)727-2200
WWW.IMass.gov/ago

Maura HEALEY
ATTORNEY GENERAL

August 10, 2018.

The Honorable Mike Pompeo
Secretary of State
U.S. Depariment of State

.2201 C Street, NW .
‘Washington, DC 20520

The Honorable Jeff Sessions
Attorney General

U.S. Department of Justice

950 Pennsylvania Avenue, NW -
Washington, DC 20530

Dear Secretary Pofn.péo and Attorney General Sessions,

We, the undersigned Attorneys General, write to follow up on our letter dated July 30,
2018, in which we expressed our grave concerns about the Department of State’s settlement with
Defense Distributed. Since writing to you last week, there have been significant developments,
" both in and out of court, yet we have not heard from either of you about your willingness to
confront the urgent public safety risk posed by firearms that can be generated by use of a 3D
printer.

As you know, following execution of the settlement agreerment with the Department of
State, Defense Distributed posted several downloadable 3D gun files on its website, including’
files that had been previously identified as subject to the controls of the International Traffic in
Arms Regulations. These files remained online even after the Attorneys General of New Jersey
and Pennsylvania instituted enforcement actions against Defense Distributed under federal and-
state law, Only after a coalition of nine state attorneys general, led by the Attorney General of
‘Washington state, and now joined by 11 additional state attorneys general, secured a temporary .
‘restraining order from the U.S. Distiict Court in the Western District of Washington were the
files removed from Defense Distributed’s website. However, soon after theu removal by Defense
Distributed, the files re-appeared on other websites, .




This is a manufactured crisis. The Department of State had won every stage of its
litigation with Defense Distributed, yet conceded the case without consulting with Congress or
the Department of Defense, as it was required to do, let alone with the White House. Now, the
Department of State’s inexplicable settlement with Defense Distributed has put lives at risk,
including those of our law enforcement officers. As we mentioned in our prior letter, terrorists,
criminals, and other individuals seeking to do harm now have access to the technical
specifications necessary to print and manufacture dangerous firearms. Some of these weapons '
may even be undetectable by x-ray machines and magnetometers in places like airports,
courthouses, and other government buildings; they are also untraceable by law enforcement. The
federal government’s actions have made it easier for violent criminals, transnational gangs, and
other bad actors to develop, acquire, and conceal firearms, in violation of state and federal laws.

Communications from the White House have indicated that the Administration is
reconsidering the wisdom of its handling of the Defense Distributed case. However, we have
seen no evidence of any change in course to date. We are not aware of any efforts by the federal
government to remove these and other downloadable 3D gun files from the Internet or to enforce
federal law against those who have illegally posted these files. We will continue to do what lies
within our authority to confront this public safety risk head on. Your swift action is needed as
well.

We urge the Department of State to take immediate steps to ensure compllance with the
Arms Export Control Act and International Traffic in Arms Regulations. There is no time to
waste.

Sincerely,

Maura Healey 4
Attorney-General of Mgs€a

X€v1er Becerra \ o
A

orney General of California

Cynthia Caffinan #/ George Jepsen :
Attorney General of Colorado Attorney General of Connecticut

/ T
. Matthew P. Denn ' ‘ Karl A. Racine

Attorney General of Delaware A Attorney General of the District of Columbia



(Duwetiii. &
Russell A. Suzuki
~ Attorney General of Hawaii

Thomas J. Miller
Aftorney General of Towa

.%é

Brian E. Frosh
Attorney General of Maryland -

' urblr S. Grewal :
Attorney General of New Jersey

[onban D tondinl

Barbara D. Underwood

Attorney General of New York

Bllen Rosenblum
Attorney General of Oregon

J 7 e

Peter F. Kilmartin
Attorney General of Rhode Island

Mand ®. HMWK

Mark R. Herring
Attorney General of Virginia

Cc: Stuart J. Robinson

" Lisa M. Madigan
Attorney General of Illmms

4&4.& T. Mills

ttorney General of Maine

L0r1 Swanson
Attorney General of Minnesota

Hector Ba]deras
Attorney General of New Mexnco

ok e

‘Joshua H. Stein
Attorney General of North Carolina

" Josh Shapiro

Attorney General of Pennsylvania

Thomas J
ener: 1 Vermont

Attorney

| Rk F""’Y\'

Bob Ferguson
Attorney General of Washington



Diamond, Joshua

From: - -~ Kantor Henry <henry.kantor@doj.state.or.us>

Sent: , - Friday, August 10, 2018 7:01 PM
To: 'stuart,j.robinson@usdoj.gov'; 'mgoldstein@swlaw.com’; ‘Joel Ard@immixlaw.com’
Cc:’ Kaplan Scott; 'Aaron Goldstein'; 'Abigail Wood"; 'Al Gilbert'; 'Andy Saindon’; 'Bart

Delone’; 'Beneski, Kristin (ATG"; Battles, Benjamin; ‘Cynthia Hudson’; 'Dana Vicla'; -
'Eleanor Blume’; Spottswood, Eleanor; 'Eric Haren'; 'Eric Tabor'; *Jacob Campion’; Jeff .
Dunlap'; 'Jennifer Thomson'; 'Jeremy Feigenbaum’; ‘Jerry Coyne'; 'Jimmy Rock; ‘Lydgate,
Joanna (AGOQ?Y; 'Miller, Jonathan (AGQ'; 'Jonhathan Goldman®; ‘Jones, Zach (ATGY, 'Joseph
Rubin® Diamond, Joshua; 'Kelli Evans"; 'Kim Berger'; 'Kim Massicotte’; 'Laura Stuber’;
'Lauren Sulcove'; ‘Mark Beckington'; ‘Matt Grove'; ‘Maura Murphy Osborne'; 'Michael
Field'; 'Nelson Richards'; ‘Robert Nakatsuiji'; 'Robyn Bender’; ‘Sam Towell’; Kaplan Scott;

'Sprung, Jeff (ATG'; 'Sripriya Narasimhan’; 'Steven Wu'; : 'Rupert, Jeffrey (ATG)"; 'Bowers,

o “Todd (ATG""Willidms, Jernah (ATG', 'Shavit, Yael (AGO'; *Cc: Williams, Jennah (ATG: ™
‘Webb, Mike (ATG'; 'Bowers, Todd (ATG'; 'Esquibel, Shane (ATG'

Subject: - State of Washington v. United States Department of State, Case No. 2:18-cv-1115-RSL
(W.D, Wash.)

Attachments: : 3D_Guns_1115_P LD_State_s_Motton_for_Rehef_from_PHV,_Requlrements.pdf

Dear Defense Counsel:

Greetings from Oregon I am contacting you regardlng your position on a procedural motion, which we would
prefer to file as unopposed” if possible.

On behalf of the. plaintiff States the State of Oregon is moving for relief from the-pro hac vice
requirements. Our draft motion is attached.

Essentlally, we ask that state attorneys be relieved from seeking pro hac vice status in this multistate case, just
as federal attorneys are in this District as well as across the country. In the alternative, we ask for relief from
the requirement that local counsel have an office in the District.

. Please take a Jook at the motion and let us know if you would.lik"e to talk. The person to call is Senior Assistant
Attorney Scott J. Kaplan of this office (dlrect line 971-673-503 7) If you respond with your position via email,
please “reply to all.”

G1ven the quick way this case is moving, I ask that you get back to us no later than 4 pm Pacific time on
Tuesday,- August 14. Thank you.

Sincerely, Henry Kantor

Henry Kantor

Special Counsel to the Attorney General
Oregon Department of Justice

100 SW Market Street, Portland, OR 97201
Desk: 971-673-3805

- Cell:  503-480-6399

Email: henry.kantor@doj.state.or.us



kkk* X CONFIDENTIALITY NOTICE®****

_ This e-mail may contain information that is privileged, confidential, or otherwise exempt from disclosure under
applicable law. If you are not the addressee or it appears from the context or otherwise that you have received this e-
mail in error, please advise me immediately by reply e-mail, keep the contents confidential, and immediately delete the

message and any attachments from your system. ‘
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The Honorable Robert S. Lasnik

UNITED STATES DISTRICT COURT
- WESTERN DISTRICT OF WASHINGTON
AT SEATTLE

STATE OF WASHINGTON; STATE OF
CONNECTICUT; STATE OF .
MARYLAND; STATE OF NEW JERSEY;
STATE OF NEW YORK; STATE OF
OREGON; COMMONWEALTH OF
MASSACHUSETTS COMMONWEALTH
OF PENNSYLVANIA; DISTRICT OF
COLUMBIA; STATE OF CALIFORNIA;
STATE OF COLORADO; STATE OF
DELAWARE; STATE OF HAWAIL
STATE OF ILLINOIS; STATE OF IOWA;
STATE OF MINNESOTA; STATE OF

NORTH CAROLINA; STATE OF RHODE

ISLAND; STATE OF VERMONT and
STATE OF VIRGINIA,

Plaintiffs,
v,

UNITED STATES DEPARTMENT OF
STATE; MICHAEL R. POMPEQ, in his
official capacity as Secretary of State;
DIRECTORATE OF DEFENSE TRADE
CONTROLS; MIKE MILLER, in his
official capacity as Acting Deputy Assistant
Secretary of Defense Trade Controls;
SARAH HEIDEMA, in her official capacity

. as Director of Policy, Office of Defense

Trade Controls Policy; DEFENSE
DISTRIBUTED; SECOND AMENDMENT
FOUNDATION, INC.; AND CONN
WILLIAMSON, '

Defendants.

PLAINTIFF STATE OF OREGON’S
MOTION FOR RELIEF FROM PRO HAC
VICE REQUIREMENTS

NO. 2:18-cv-01115-RSL -

PLAINTIFF STATE OF OREGON’S
MOTION FOR RELIEF FROM PRO
HAC VICE REQUIREMENTS

NOTE ON MOTION CALENDAR:
August 201 8 (Same Day/Second
Friday)

Oregon Department.of Justice
100 SW Market St
Portland, OR 97201
Tel: (971) 673-1880/ Fax: (971) 673-5000 -
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Pursuant to Rules 1 and 83(b) of the Federal Rules of Civil Procedure and Rule 83(d) of

. this Court’s Local Civil Rules, plaintiff State of Oregon moves this Court for an order:

4 Waiving the requirement that state government attorneys representing the
plaintiff States seek and receive this Court’s permission to partlclpate in this case pro hac vice;
Or in the alternative if the complete waiver requested above is denied;

g

2) Waivmg the requirement that local counsel have a physical office within the

- geographlc boundaries of this District.

This motion has been sent to attorneys representmg all partles No party obJects to the

relief requested. The plaintiff States, including the State of Washington, either agree with the

relief requested or have no opposition, and'may defer filing pro hac vice applications until this

motion is decided. The defendants . No hearing is requested.

" The State of Oregon respects this Court s authority and need to regulate the conduct of
the attorneys appearmg before it. In past cases in this District, the State of Oregon, by and
throngh its Attorney General and Department of Justice, has sought and received permission to
participate pro hac vice. Also, the attorney signing this motion for the State of t)regon isa
member of the bar of this District (but does not have a physical office in this District).

This Court permits government attorneys representing the United States to obtain
“conditional admission,” not pro kac vz'ce status, under LRC 83.1(c)(2). Other federal courts
permit similar relief to pro hac vice requirements for federal attorneys. This makes good

sense. Some courts extend that type of relief to attorneys representing states. See LR 83-4 (D.

Or).

Attorneys representing States are sirnilarly situated to attorneys representing the United

States. Most if not all are attorneys with their state’s Department of Justice or Attorney

| General’s Office and have heen elected o appointed to offices such as Atterney General,

Deputy’Attorney General, Assistant Attomey Gener'al Solicitor General or Speeial Counsel.

They represent only their State, much as federal attomeys represent only the United States

PLAINTIFF STATE OF OREGON’S . : 2 Oregon Depariment of Justice
MOTION FOR RELIEF FROM PROHAC ’ l}:r?]:rxiggg;tzgzl

VICE REQUIREMENTS < * Telk: (971) 673-1880/ Fax; (971) 673-5000
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In recent years, the number of cases ihvolving nationally significant issues in which
multiple states'have appeared as co-plaintiffs or co-defendants, often with the federal
governmenf on the; other side; has rﬁultiplied. Some of these cases have been filed by the Stafe
of Washington in fhis district. The same is true for cases pending in many districts around the
country. Processing many prb hac vice applications in such caseé could be burdensome for the

courts and their staff, with additional burdens on the States’ Departments of Justice and

~ Attorney General Offices.

This issue arose in State of California v. T rump, Case No. 17—9\'/~05895-'\7C (N.D. Cal.),
which involved the cost saving reduction subsidy payments 1_'equi1'ed under the Affordablé Care
Act. Multiple states, including Wa'shington anci :Oregoﬁ, filed as co-plaintiffs. A telephone
call was made to the staff of the Honorable Vince Chhébria inquiring whgthér the judge might ‘
be open to considering the waiver of the applicable pro hac vice requirements for the State
Attorneys General, presumably by a motion similar to this motion. In response to that ipquiry, '
without any specific motion or even discussion, Judge Chhabria added the following language

to page 2 of his “Order Re Briefing” dated October 19, 2017: “Attorneys employed by the -

United States Department of Justice or a state Attorney General’s office are exempt from the

requirements of Civil Local Rule 11-3 regarding pro hac vice admission. Lawyers representing
amiéi are exempf ‘as well.” A copy of that order is attached as Exhibit A

There is nothing in the Federal Rules of Civil Procedﬁfe, this Court’s Local Civil Rules
or ther contro]‘ling law which prohibits the requested relief. Therefore, the requested relief is

permissible under Fed. R. Civ. P. 83(b). Further, the requested relief serves the purpose of all

-the rules of court: “to secure the just, spéedy, and inexpensive determination of every action

and proceeding.” Fed.R. Civ.P. 1."
In the alternative, if the request to waive the pro hac vice requirements for the attorneys
representing the plaintiff*States is denied, the State of Oregon asks that the requirement that

local counsel have an office in this District be waived. The Oregon Department of Justice has

PLAINTIFF STATE OF OREGON’S 3 : Orcgc;n Department of Justice
MOTION FOR RELIEF FROM PRO HAC ' P O 8201

VICE REQUIREMENTS . : " Tel: (971) 673-1880/ Fax: (971) 673-5060




PWw

(=)

© o =

10
11
12
13
14
15
16
17
18
19
20
21
22
- 23
24
25
26

many offices throughout Oregon but has none outside of Oregon. In order to retain local

counsel with an office in this District (other than perhaps an attorney with. the Washington
Departnjerif of Justice), the Oregon Department of Jus;[ice would have to go through a process
to designate the attorneys as a “special assistant attorney general” un&er O'r.. Rev. Sfat.

§ 180.140(5). While that may be appropriate in a case in which the State of Oregon is the lead

plaintiff, it is less so when another state is serving in that role. Other states could find similar

* burdens.-

Senior Assista.nt' Attorney General Scott J. Kaplan is a-member of this Court’s bar and
is counsel of record in this case. However, Mr. Kaplan does not have an 0fﬁce in this District
and thereforé appears to not be qualified under the rules to serve as local counsel for any other
attorney with the Oregon Department of Justice. This is true for every other attorney with the
Oregon Department of Justice. This means that, for example, Special Counsel Henry Kantor
cannot apply to participafe pro hac vice using an attorney with the Ofe'gon.Departrr.lent of
Justice as local qoﬁnsel.

‘ Under the circumstances of this m’ultiétate case, the State of Oregon asks that the Court

allow Mr. Kaplan to serve as local-counsel for Mr. Kantor and any other attorney with the

" Oregon Department of Justice who seeks to participate pro hac vice in this case, and for the

same relief as any other similarly situated‘plaintiff State, As above, there is nothing in the

Federal Rules of Civil Prdcedure, this Court’s local rules or other contro!ling law Whic‘h

prohibits the alternative relief requested and it is permissiBle under Fed. R. Civ. P. I and 83(b).
DATED August __, 2018. |

STATE OF OREGON .
ATTORNEY GENERAL ELLEN F. ROSENBLUM
OREGON DEPARTMENT OF JUSTICE

By ‘
Scott J. Kaplan (WSBA # 49377)
Senior Assistant Attorney General
PLAINTIFF STATE OF OREGON’S 4 Oregon Department of Justice
MOTION FOR RELIEF FROM PRO HAC 100 SW Market 3t

. Portland, OR 97201
VICE REQUIREMENTS . o ’ K . Tel: (971) 673-1880 / Fax: (971) 673-5000
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UNITED STATES DISTRICT COURT
- NORTHERN DISTRICT OF CALIFORNIA

- STATE OF CALIFORNIA-etal: - | CaseNo. 17-cv-05895-VC - -
Plaintiffs;

v | . ORDER RE BRIEFING
DONALD J: TRUMP, et al.,
. Defendants,

In its brief, the Admiriistl'ation should make sure to address the following questions, in no
particular ordér and wherever in the brief that it's convenient: o |
. If the Administration plans to a1;gué that the states are barred from seeking
emergency relief in this court by virtue of their participation in the D.C. case, it
should explaiﬁ how the states .would be able to get their request for.cm.ergency
- relief adjudicated promptly in that case. ‘ , .
= It appears that the federal governrﬁeﬁt is now failing to meet its legal obligation,
under the ACA, to reimburse insurance companies for covering co-payments and
deductibles for low-income people (either because Congress failed to appropriate
the money néeded for thb_se payments, or because the Administratidﬁ is refusing
to 'malke payments for which funds have been appropriated). Is there any reason
to doubt that the insurance companies woqid prevail in a Tucker Act lawsuit td
recover the requited reimbursements? If the insurance‘ companies could indeed

recover the reimbursements in a Tucker Act lawsuit, how does that affect the

analysis of the merits and the balance of harms in this case?

~ ExhibitA
Page 1.0of 3’
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It appeal's that rates already have been set for insurance that can be purehas"ed on
the exchanges beginning November 1, 2017, It also appeats that some insurance
companies raised their premiums in anticipation of the likelihood thej/ no longer
would be reimbursed for covering deductibles and co-payments for low-income -
people, Can the Administraﬁen protlide a state-by—stete breakdown (perhaps in a
’ supporting.declaration) explaining whether insurénce companies have in fact
h aheady raised their’ rates based ofi the assumptlon that the ieifibii séments will ©
stop'? And how do we know that the increases are related to the reimbursement
1ssue as opposed to somethmg else? . |
= How common is 1t for Congress to require (not just autho1 ize, but 1equ1re)
expendltures by the executlve branch without making a permanent appropriation
for those expendltures? Please give as many examples as possible (understandmg'
the constraints of the deadline), If there are examples of Congless 1equu'1ng
expenditures without making a permanent appropriation, are there also examples
of Congress having failed to make annual appropriations for the required
expenditures, or has bongress lalways‘ made annual appropriations to satisfy the
fedéral government's legal obligation to make the payments? Hasg there been any
litigation en this issue? .
If the Admlnietx'ation needs to expandl its brief to 35 pages to address these‘points, it may
do so, It may also wait untll noon Pacific time on Friday to file the b1 ief. The states' reply brief
can be up to 20 pages

Incidentally, any amicus briefs are limited to 25 pages, and leave need not be sought to
file an amicus brief so long as both sides consent to the filing;

Attorneys employed by the Umted States Department of Justice or a state Attorney
' Qeneral's office are exempt from the requirements of Civil Local Rule 11-3 regarding pro hac

vice admission. Lawyers representing amici are exempt as well.

Exhibit A
Page 2 of 3
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IT IS SO ORDERED,

Dated; October 19, 2017 - / - |
. ) . p —— A,

VINCE CHHABRIA -
United States District Judge

Exhibit A
Page 3 of 3 -




Diamond, Joshua

From:

Conference of Western Attorneys General <cwag@cwag.ccsend.com> on behalf of

-, Subject:

Conference of Western Attorneys General <slustvg@cwagweb org>
Sent: Thursday, August 16, 2018 10:10 AM
To: Diarmond, Joshua )

CWAG Roundup August 16, 2018

_ Announcements, information and updates from CWAG Members and Associates

August 16, 2018 -

Articles on topics relevant tAo‘ the work of Attorneys General around the nation. (Note:
Subscription may be required for access.)

VAPING ' FINTECH :

Teens Hooked by Vaping: FDA Welqhmq a. States Spar with Trump Administration
Ban on Flavored E-Cigarette quwds Qver Fintech Qversight

PRIVACY AND CIVIL LlBERTlES OVERSIGHT BOARD NOMINEES ,
RGS Urges Senate Judiciary Committee to Act Promptly on LeBlanc and Bamzai
" Nominations for the Privacy and Civil Liberties Oversight Board and the full Senate to Act
on All Nominees

= ' AG Schimel Announces Arrest of Alleged
: Human Trafficker Operating in Wisconsin

and 8 Other States
August 15, 2018

Attorney General Schimel announced the arrest of Glenwood Brown, Jr. of Chicago on
charges involving human trafficking in at least nine states. The investigation was led by
Human Trafficking Bureau agents from the Wisconsin Department of Justice (DOJ)
Division of Criminal Investigation (DCI), with assistance from the FBI

For-more information about human trafficking visit www.BeFreeWisconsin.com.




'South Dakota Sex Trafflckmg Operatlon =

Results in Arrests
August14 2018

Attorney General Marty Jackley, United States Attorney Ron Parsons, Pennrngton County

State's Attorney Mark Vargo, Rapid City Police Chief Karl Jegeris, and Pennrngton County
Sheriff Kevin Thom announced that the Division of Criminal Investigation, the South .
Dakota Internet Crimes Against Children (ICAC) Task-Force, and Homeland Security

~ Investigations have conducted investigations into sex traffi ckrng in Rapid City.

“Law enforcement has joined together in a cooperatlve operation that focuses on
removing sexual predators from our streets. Our operations continue to protect children
and send a message that South Dakota is off-limits to anyone seeking to harm our

. chrldren said Jackley.

Attorney General Marty Jackley said Toesday his office worked.in conjunction with the
Pennington County Sheriff's Office, Rapid City police, Sturgis police and the state Divisioni
of Criminal Investigation on the sting which fook place during the Sturgis Motorcycle Rally.

Six rnen ranging in’ age from 20 to 55, are charged with attempted enticement of a minor
using the internet. The charge carries a minimum sentence of 10 years in prlson upon
convrct|on

‘Coalition of 22 State Attorneys General EI

Demand That U.S. State Department Stop
Online Spread of 3D-Printed GunPlans

Multistate Letter Urges Trump Administration fo Take Immediate Action .
August 10, 2018

A coalition of 22 state attorneys general led by Massachusetts Attorney General Maura

Healey sent a letter to U.S. Secretary of State Mike Pompeo and U.S, Attorney General
Jeff Sessions demanding that the Department of State take immediate aétion to remove
from several websites downloadable plans for 3D-printed guns that were illegally posted
online.

The letter criticizes the Department of State’s failure to mitigate the harms of its settlement
with Defense Distributed, an online company that was authorized by the federal
government to post plans for 3D-printed guns online. Last week, a multistate lawsuit filed
by nine state attorneys general seeking to stop the Department of State's action won a
temporary restraining order from a federal judge in Seattle, blocking the publication of
downloadable plans online. Eleven other state AGs have since joined that lawsuit.




E]“ A : | Attorney General Becerra, Joining 19
~ AGs, Files Motion to Block Trump
Administration’s Green Light to Distribute Blueprints of 3D-

Printed, Untraceable "Ghost” Guns
August 10, 2018

" Céliforriia Attorfiey Geénéral Xavter Becerra joined a coalltlon of 20 Attorneys General i in’ )
filing a motion for a preliminary injunction to continue blocking the Trump Administration’s
action making blueprints available on the internet for untraceable (so-called “ghost”) guns
that can be manufactured on a 3D printer. Attorney General Becerra also joined a letter
expressing concerns about the U.S. Department of State’s failure to enforce federal law to
keep untraceable firearms dut of the hands of terrorists, crlmlnals and others seeking to
do harm.

- AG Balderas 'Seeks Lead Plaintiff Status  |[q
in Lawsuit against PG&E to Recover "

Millions of Dollars in Losses to PERA Funds
At a time when state pension funds are facing extreme solvency issues, leaving New
Mexican families unsure about their futures, the Attorney General is seeking recovery of

nearly $4 million critical to economic security of New Mexico's public employees.
August 14, 2018

Attorney General Hector Balderas announced he has filed a motion seeking lead plaintiff
status in securities litigation against Pacific Gas and Electric Company ("PG&E") to
recover approximately $4 million in losses suffered by the Public Employees Retirement
Association ("PERA"), the State of New Mexico's largest public pension fund. The lawsuit
alleges that the fund was severely damaged by PG&FE's misstatements and omissions .
regarding the safety of their electrical lines that caused massive wildfires .in Northern
California in 2017, and resulted in severe losses to the company's stock, which PERA
holds




= : =B Attorney General Laxalt Praises "Cold Case"
Murder Charges Filed Against Alleged- Serial
Murderer Chrlstopher Ewing As a Result of Opmlon Issued in

2016
" Charges Against Nevada Inmate Follow AG Laxalt’s 2016 Official Attorney General
Opinion and Cross-Jurisdictional Collaboration with Colorado

August 10, 2018

" Nevada Attorney General Adam Paul Laxalt issued the following statement concerning
multiple newly filed cold case murder charges in Colorado against Nevada inmate -
Christopher Ewing. According to an affidavit for arrest warrant filed in Colorado, these cold
case murders.from 1984 were cracked using a DNA sample collected from Ewing as a
result of a December 12, 2016 opinion by Attorney General Laxalt's Office. AG Laxalt's

2016 opinion clarifies that Senate Bill (SB) 243 applies all to convicted felons in Nevada's '

" prisons—even felons conwcted before the bill was signed into law. T

Schuette Releases July OK2SAY | - B
Numbers, Encourages Schools to Sign

Up for Fall Presentations
August 13, 2018

- With the start of a new school year quickly approachmg, Michigan Attorney General Bill
Schuette is reminding students, parents, and teachers to continue using OK2SAY. The
student safety program has been a great success — even in the summer months. In June
and July, OK2SAY received 510 tips.

The highest number of tips for July are as follows:
¢ Suicide Threat — 61

Cyberbullying — 15

o~ Self-harm — 12

e Threats —12
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-  Court Agrees with Ferguson that EPA
Cannot Allow Use of Dangerous

Neurotoxic Pesticide
August 9, 2018




The U.S. Court of Appeals for the Ninth Circuit agreed with Attorney General Bab
Ferguson that the Environmental Protection Agency improperly halted a scientific safety
review of the neurotoxic pesticide chlorpyrifos, allowing the continued use of the pestlmde
at potentially dangerous levels.

The court reversed the EPA’s decision to allow continued use of chlorpynfos and ordered
the EPA to revoke all uses on food within 60 days. In its decisioh, the court wrote, "There
was no justification for the EPA’s decision in its 2017 order to maintain a tolerance for
chlorpyrifos in the face of scientific evidence that its residue on food causes
neurodevelopmental damage to children.”

_ E Welcome to the Sponsor Spotlight, where each week
- CWAG will celebrate one of our private sector partners.

We are the next generation of fintech. While some lenders rely upon a complex and )
inefficient netwark of third party providers to fill their business needs, at AWL all services

" are in-house, including customer support, risk/analytics, marketing, operations, project
management and compliance. AWL, Inc. was created in October 2016 as the result of a
merger with MacFarlane Group. This recent transaction will strengthen the company, open
more avenues for our business and allow us to more effectively assist underbanked
“ Americans.

E —] Updated American Indian Law Deskbook Is Now
Available

The American Indian Law Deskbook is a concise, direct, and easy-to-understand
handbook on Indian law. The chapter authors of this book are experienced state lawyers
who have been involved in Indian law for many years.

American Indian Law Deskbook addresses the areas of Indian law most relevant to the
practitioner.
Topics include:”
e Definitions of Indians and Indian tribes
o |ndian lands
o Criminal, civil regulatory, and civil adJudlcatory JUI‘lSdlCtlon
Civil rights
Indian water rights
Fish and wildlife
Environmental regulation
e Taxation




~e Gaming
o - Indian Child Welfare Act and tribal-state cooperative agreements

Follow the 31 AG Races i in 2018 on this Interactive Websrte

]

_ A significant number of states, 30 and the District of Columbla have contests for the
Office of Attorney General Cozen O'Connor's State Attorneys General Practice hosts an
interactive map for those interested in following the races throughout the country. The®
State AG Election Tracker includes state-by-state AG candidate snapshots, filing
deadlines and primary election dates; daily news, insights, polling and fundraising data;

" and the ability to sign up for real-time election- nlght updates via text and email. Access is
free.

¢
¢

CWAG | INFO@CWAGWEB.ORG | (916) 210-7640 | WWW.CWAGWEB.ORG

EFEE

Conference of Western Attorneys General | 1300 I Street, §acramento, CA 95814

Unsubscribe Joshua.Diamoend@vermont.gov

Update Profile | About our service provider

Sent by slustig@cwagweb.org in collaboration with.
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Wemple, Doug

From: Wemple, Doug

Sent: Wednesday, August 01, 2018 11.01 AM

To: ' : -

Subject: - 3-D printed guns

Attachments: 7.30.18 Multistate Letter re 3D Firgéarms Final,pdf

Hi Christina, .

"Thank you for contacting the Office of the Vermont Attorney General regarding 3-D printed guns. Our office is
“currently working with Attorney General Ferguson of Washington about joining the multi-state lawsuit.

On Monday, Attorney General Donovan joined 20 other Attorneys General and signed onto a letter_a‘ddressed
to Secretary of State Pompeo and Attorney General Sessions expressing concern about the State Department’s
settlement with Defense Distributed. I've attached a copy of Monday's letter for your review.

Our office will continue to monitor this closely and act appropriately. Please let me know if you have any
further questions or concerns. ’

Sir)cerely,
Doug Wemple

Original Message: , o

Vermont should block the website with the printing plans. This is a shocking development, and it is NOT a first
amendment issue. This is a huge public safety issue that does nothing to "form a more perfect union." Please
take action to stop this plan and stop Cody Wilson. Thank you.

Doug Wemple -

Executive Assistant

Vermont Attorney General’s Office
109 State Street - Montpelier, VT
Office: {802)828-5515



THE CQ‘MMONWEALTH OF MASSACHUSETTS
Omcz: OF THE ATTORNEY GLNERAL

Oxe ASHBURTON PLACE
. Bosron, MAssacHuserys 02108
Mavra Heavgy . : ' (617) 727:2200 .
ArToRNey GERERAL ' ‘ : (617) 727-4T65 TTY
' ’ e 'W_’WW mass. gov/a_g)
July 30, 2018

The Honorable Mike Pompeo
Secretary of State s
U.S. Department of State

2201 C. Street, N.W.
Washington, D.C. 20520

The Honorable Jeff Sessions

Attorney General

U.S. Department of J ustice

950 Pennsylvania Avenue, N.W.
. Washington, D.C. 20530

Dear Secretary Pompeo and Attorney General Sessions:

We, the under51gned Attorneys General, write to express our serious concem about the

. Department of State’s settlement with Defense Dlstrlbuted and the proposed rules (83 Fed. Reg.
-24198; 83 Fed. Reg. 24166) published by the Department of State and the Department of
Commerce to amend the International Trafficking in Arnis Regulations. As the Chief Law
Enforcement Officers of our states, we believe the settlement terms and proposed rules are
deeply dangerous and could have an unprecedented impact on public safety. In addition to
helping arm terrorists and transnational criminals, the settlement and proposed rules would
provide another path to gun ownership for people who are prohibited by federal and state law
from possessing firearms. Federal courts have recognized the danger of allowing these guns to
be publicly available on the Internet, and this Administration has abruptly disregarded those
rulings. We urge you to withdraw from the settlément and withdraw the proposed rules

~ immediately, and allow full and fair consideration of any future proposed rules on these issues..

We believe the settlement and proposed rules will facilitate violations of federal and state
laws, and will make Americans less safe from both domestic and international threats. For
exarnple, individuals who access the files posted by Defense Distributed (and similar files posted
by others in the future) and use those files will be circumventing laws that regulate the



manufacture, sale, transfer, possession, and export of firearms. The Arms Export Control Act-
requires the federal government to reduée the international trade in, and lessen the burden of,
arms abroad. Domestlcally, many of our states have carefully crafted regulatory regimes geared
at preventing gun violence and protecting public safety. The Department of State’s abrupt
change in position seriously undermines the efficacy of those laws and creates an rmmment risk
to public safety.

, As a result of the Department of State®s settlement with Defense Distributed, terrorists,

. criminals, and individuals seeking to do harm would have unfettered access to print and
manufacture dangerous firearms. Some of these weapons may even be undetectable by

- magnetometers in places like airports and government buildings and untraceable by law
enforcement. Illegal trafficking of ‘these guns across state and national borders could also
increase, and self-made, unregistered, and untraceable firearms could easily wind up in the hands

of (or simply be produced directly by) dangerous individuals. :

The proposed rules would also transfer oversight of certain weapons and ammunition —
which have long been considered “military grade” and are currently on the United States
Munitions List — from the Department of State to the Department of Commerce. The settlement,
‘and proposed rules would facilitate the upload of files and other information sufficient to build
unsafe and untraceable: guns to the Interniet. There would be unrestricted access, domestically
and abroad, to large amounts of technical data that had previously been regulated to promote
serious nat10nal securlty intetests.

We:: agree with the argument that the Department of Justice and Department of State
asserted for years in the lawsuit brought by Defense Distributed, before this abrupt reversal: that
the release of these computer files of firearms would threaten national security and put our
residents in danger.! For example, the Department of Justice wrote in its brief to the Fifth Circuit
Court of Appeals, “[t]he computer data files at issue here, if made publicly available without
restriction, would allow anyone with a 3-D printer (or related device) to create, at the touch of a
button, parts and components for an operational firearm that is untraceable and undetectable by
metal detectors. Because such printers are readily available, allowing the distribution of the
computer files at issue here is tantamount to permitting the dissemination of firearms
themselves.”? The settlement and the related proposed rules are inconsistent with the
government’s longstanding position and recklessly disregard public safety and security. °

These rules, if finalized, and the settlement, if implemented, set a precedent that would
endanger the lives of civilians, law enforcement, and members of the armed forces at home and

' Defense Distributedv. U.S. Dep't of State, Case 1:15-cv-00372-RP, Defs.” Mot. Dismiss Second Am. Compl., at 1
(W.D. Tex. April 6,2018). .

2 Brief for Federal Appellees, 2016 WL 614088, ‘Case No. No. 15- 50759, at *7 (5th Cir. 2016). In the same brief,
‘the Department of Justice also wrote “[t]he availability of such firearms to foreign nationals, particularly
if...attributable to the United States, could raise significant foreign policy and national security. concerns....” Id. at
*1, The Department of Justice additionally asserted, “[l]f such a firearm were produced and ‘then used to commlt an
act of terrorism, piracy, assassination, or other serious crime,’ the United States could be held accountable, causing
- *serious and long-lasting harm to the foreign policy and national security mterests of the United States.’” Id. at *23
(quoting Aguirre Decl. § 35(a) [ROA.571).



-abroad. We urge you to withdraw from the settlement immediately. The status quo — which
currently ensures public safety and national security by prohibiting publication of firearm design
files on the Internet — should be maintained. Any rulemaking on these issues should not be tied

. to a specific settlement agreement and should be subject to full and fair rulemaking proceedings,

so that all stakeholders may provide input into the rules in the interest of public safety.

° P R . .
~ Maura Healey éh“
Attorney enmal | of.Mas: setts

(: Wwf)& WW‘/ |

Cynthia Ceffihan 7/
Attomey General of Colorado

Mgl

Matthew P. Denn
Attorney General of Delaware

WKHJ.

“Russell A. Suzuki J
Attorney General of Hawaii

Thomas J. Miller
Attorney General of Towa

-%g%fﬁ

Brian E. Frosh
Attorney General of Maryland,

Sincerely,

Xétwer Becerra Q
A

orney General of California

George J epsen
Attorney General of Connectlcut

Karl A Racme
Attomey General of the District of Columbla

WW@W

Lisa M. Madigan -
Attorney General ‘of Illmms

met T. Mills
* Attorney General of Maine

. Lori Swanson

Attorney General of Minnesota



urbir S. Gral h
Attorney General of New Jersey

P D Uonda |

Barbara D. Underwood
. Attorney General of New York

Josh Shapiro V
Attorney General of Pennsylvania

- Thomas J.|Dong¥any, Jr.
Attomey eneral ¢f Vermont

¥ F“““wr-\

‘Bob Ferguson kﬁ)
. Attomey General of Was ington

Hector Balderas Ty

Attorne’y Gener_al of New Mexico

(Ellen Rosenblum
Attorney General of Orqgon

Peter F. Kilmartin
Attor,ney General of Rhode Island

Mand R ({Wm

Mark R, Herring
Attorney General of Virginia
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