
Illinois Families for Public Schools
332 S Michigan Ave
Lower Level Suite i252
Chicago IL 60604

March 26, 2021

Department of Information Technology and
Department of Law
Chicago Public Schools
42 W Madison St
Chicago IL 60602

Dear Mr. Youngberg and Ms. Chan:

Thank you for meeting with us on March 15, 2021 and continuing to include us in discussions
about the Chicago Public Schools’ preparation for the effective date of PA 101-516. We have
several concerns about the document “DRAFT SOPPA Guidelines” shared with us that are
outlined in detail below. We urge you to address these issues by modifying the document before
it is finalized.

1. Data deletion:

As we pointed out in our letters to the Chicago Board of Education on 11/2/2021 and 1/26/2021,
PA-101-516 Sec 15.2 states that operators have the duty to:

"[d]elete, within a reasonable time period, a student's covered information if the
school or school district requests deletion of covered information under the control
of the school or school district, unless a student or his or her parent consents to the
maintenance of the covered information."

In addition, under Sec 27(g), schools have the duty to fulfill requests from parents to have their
children’s covered information deleted by communicating those requests to operators:

“A school shall make a request, pursuant to paragraph (2) of Section 15, to an operator
to delete covered information on behalf of a student's parent if the parent requests from
the school that the student's covered information held by the operator be deleted, so

1 of 6



long as the deletion of the covered information is not in violation of State or federal
records laws.”

However, like the CPS SOPPA Policy 604.10, the draft guidelines do not mention that parents
may request deletion of data. We note and appreciate that the main public-facing page about
SOPPA on the CPS website does now mention deletion. Like the sections on How to Request
From the School a Copy of the Covered Information and How to Request Corrections of
Covered Information, the guidelines should also contain a section that explains how to request
deletion of covered information. The section should specify the procedures for making this
request.

2. Inspection and review of covered information

PA 101-516 Sec 33(c)1 says that parents have the right to “inspect and review the student's
covered information, regardless of whether it is maintained by the school, the State Board, or an
operator.”

However, the section in the proposed guidelines How to Inspect and Review Covered
Information conflates or confuses this right to inspect and review with the additional, separate
duty under Sec 27(a)1 for the school to provide:

“An explanation, that is clear and understandable by a layperson of the data elements of
covered information that the school collects, maintains, or discloses to any person,
entity, third party, or governmental agency. The information must explain how the school
uses, to whom or what entities it discloses, and for what purpose it discloses the covered
information.”

This explanation is not the covered information itself; it is the publicly-available explanation of
the specific data elements, and how they are used and shared.

Under PA-101-516, parents’ must be able to inspect, request a correction, request a copy and
request deletion of their own child’s covered information. The guidelines should provide
instructions for carrying out all four of these, in addition to posting on its website what is required
under Sec 27(a)1 and also Sec 27(a)2-5.

3. SOPPA covers all operators

Very large amounts of extremely sensitive information about our children are being collected
and stored for school purposes beyond classroom instruction. As we have said in previous
communications, PA 101-516 is not simply about data that children provide or create in the
course of instruction or classwork.

The act applies to any covered information whether it is the student, the parent or an employee
or agent of the school providing that data or whether it is “[g]athered by an operator through the
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operation of its software.” (PA-101-516 Sec 5) Unfortunately, these draft guidelines reiterate the
statement in the CPS SOPPA policy that “[p]arents have the right to know which authorized
software are being used in the classroom.” (Emphasis added.)

The guidelines should clarify that parents have the right to know and be notified about how their
children’s covered information is being collected, stored and processed no matter whether it is
for the purpose of classroom instruction or another K through 12 school purpose.

Given the large number of data elements of covered information, operators and authorized
software products in use across the district as a whole, parents should be able to know which
data elements, authorized software, and operators are relevant to their own child’s covered
information.

While this is knowledge that they will be able to gain by exercising their right, under PA-101-516
Sec 33(c)1, to inspect and review covered information, in order to make things efficient for the
district, schools and parents, parents should be notified of any authorized software use where
operators are collecting, storing or processing their child’s information, whether this happens
under the direction of the classroom teacher, the school administration or district officials.

4. Parental consent and notification

The guidelines stipulate the categories of classroom vs school vs district level use and Category
One, Two or Three Covered Information to determine whether parents must grant consent for
data collection, whether they will be notified of date collection, or neither. This aspect of the
guidelines is problematic for many reasons:

First, although the Family Educational Rights and Privacy Act was greatly weakened by the US
Department of Education issuing regulations allowing third parties to count as school officials for
the purposes of exceptions to written consent from parents for disclosing student data, it
remains the case that, according to USED guidance, in many cases, even when a school official
exception to FERPA may apply, written parental consent for disclosing the data of students
under the age of 18 (or student consent for those over 18) is a best practice from a privacy
standpoint.

Beyond the issue of whether to seek consent, we urge that the district’s default be to notify
parents of all data collection. As discussed under item (3) above, parents should be being
informed of what data is collected, who it is shared with, and the purpose for which it is
collected.

Second, the proposed guidelines appear to imply that there will be some data collection that
parents and students obligatorily must agree to in order to receive a public education from the
Chicago Public Schools. We agree that precluding any use of third-party software to store
education records is likely to pose practical challenges in 2021. Nonetheless, parents should not
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be forced to choose between maintaining their child’s privacy and their child receiving a public
education.

This tradeoff is not yet a matter of settled law, and, as such, the district should follow the
precautionary principle and collect and share the minimum information possible in the course of
educating children. Data minimization is, in fact, also a parental and student right under
PA-101-516 Sec 33(b):

“A student's covered information shall only be adequate, relevant, and limited to what is
necessary in relation to the K through 12 school purposes for which it is processed.”

We urge the district to make reference to Sec 33(b) in a revision of these guidelines.

That said, if some data collection, as a practical matter, is nearly obligatory in order to
participate in public school, the district should make it clear what the conditions are under which
nearly obligatory collection takes place. The conditions should include:

● Sensitivity of the data
Parental consent should be required for the collection and disclosure of highly

sensitive data such as medical data, behavioral and mental health data, disability
status, biometric information and geolocation data. For some of these categories,
policies and laws already require consent. Data protected under the federal PPRA or
IDEA laws requires parental consent for collection and/or disclosure. Data covered by
the state Mental Health and Developmental Disabilities Act requires parent and/or
student consent for collection and disclosure.

Furthermore, data that the Board has designated as highly confidential under
Board Policy 706.1, Sec IV(B)2 and requiring heightened security, should also be
considered highly sensitive and require consent for collection and redisclosure under
these guidelines.

Parents must have the option of declining consent altogether with no loss of
services or benefits for some types of highly sensitive data. This is already the case for
the collection of student biometric information under 105 ILCS 5/10-20.40. Consent of a
custodial parent/guardian must be obtained by the school in order to collect biometric
information and, furthermore, lack of consent “must not be the basis for refusal of any
services otherwise available to the student.”

Finally, some data should simply not be collected at all. For example, the Illinois
State Board of Education guidance prohibits the collection of information about legal
immigration status altogether.

● Consequences of declining consent
Parents should only be asked to provide consent after they have been clearly

informed of the consequences of declining, i.e. informed in writing of the K through 12
school purpose that the school may not be able to fulfill if data is not shared with an
operator. For example, not consenting to some data collection will mean that the school
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may not be able to share information via a particular efficient method with the parent or
other school staff. Declining to consent to share highly sensitive data such as medical
data, behavioral and mental health data, disability status, biometric information and
geolocation with an operator should not result in loss of services.

Unfortunately, as written, the guidelines posit categories of covered information or its use that
have little relevance to existing student privacy laws or rules, and/or are under-defined or
undefined. Those categories are then used as the basis of determining whether parents will be
notified or asked for consent, including:

● Classroom-level, school-level and district-level use
The guidelines refer to a distinction between classroom-level, school-level and

district-level use of software and collection of data. This distinction is not explicitly
defined, but it appears to distinguish between software used only by some classroom
teachers or in some schools, and software that is in use by central office departments
which collects data from most schools and most students. The guidelines stipulate that
important procedural differences rest on this distinction: Classroom level use of software
where covered information is provided by parents or students or “derived...or inferred” by
operators requires parental consent. But district-level or school-level use under which
this same information is provided only requires parental notification.

If this distinction will be included in the final guidelines, it should be explicitly
defined. But, we suspect this distinction will be difficult to define in theory and even more
difficult to maintain in practice, in particular because the CPS SOPPA policy requires that
software cannot be used unless a district-level contract exists. Once such a contract
exists and the software is authorized for use in one classroom, it should be available for
use anywhere in the district. At what frequency of use would software qualify as
classroom vs school vs district-level use?

● Categories One, Two, and Three of covered information
The guidelines stipulate there are three categories of covered information and

that they differ with respect to whether the information is provided by the district to the
operator from Aspen SIS and according to the OneRoster standard (Category One); by
students or parents to the operator (Category Two); or whether the operator derives or
infers the data (Category Three). The guidelines say that “Operators must negotiate for
access to Category Two and Category Three covered information.” However, under
SOPPA, operators must negotiate for access to any category of information because
without a negotiated contract with the district they cannot be given covered information.
If by “negotiate” it is meant that default contract language is insufficient to cover these
categories, then the language in the guidelines is unclear and should be rewritten.

With respect to Category One information, the OneRoster standard includes
specifications for a wide array of information types. The examples listed in the guidelines
are just “name, email, school, class, grade“; but the OneRoster specification for person
objects includes far more: from birth place to nationality, expulsion status, photos,
voiceprints and even biometric information like retina scans. Collection and disclosure of
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such information should and in some cases must require parental notification or
consent—and whether or not it is part of a default contract language or provided via a
particular protocol is irrelevant.

In addition, none of the terms derive, infer, course of business, nor other means
in Category Three are defined. Does Category Three mean “covered information that
results from an operator further processing existing covered information in accordance
with PA 101-516”?

If either of these classifications (district/school/classroom level, Categories One/Two/Three) are
to be included in the guidelines and used as the basis for any policy distinctions they should be
more clearly defined. Even if well-defined, they should not be used as the sole factor that
determines whether parental notification or consent is required for data collection or disclosure.

We appreciate that you have shared these draft guidelines with us. We hope that our comments
will be used to improve the final version of the guidelines.

Sincerely,

Cassie Creswell, director
on behalf of Illinois Families for Public Schools
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