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Dear David,
 
As you will recall, I wrote to you in May 2016 to raise my concerns about patient
confidentiality and consent issues arising from the data sharing agreement between the
Royal Free London NHS Foundation Trust and DeepMind, to develop the Streams clinical
app.

In your response, dated 22 July 2016, you informed me that the Streams app would monitor
the Trust’s in-patients, who have received blood tests, to detect signs of acute kidney injury
(AKI).

I understand that the original agreement has been extended and that the Streams app will
now also be used to support doctors in clinical task management and assist in the
prevention of life-threatening conditions such as sepsis, liver dysfunction and general organ
failure.

I am, of course, supportive of innovations which improve the health of patients, and I
understand that this agreement aims to save vital clinical assessment time and NHS
resources. However, such improvements should not come at the cost of undermining patient
confidentiality.

In your previous letter, you said that the Trust considers the data processed by DeepMind to
fall ‘well within the definition of direct care’. Can you confirm that this also applies to the
recently extended agreement?

You previously stated that ‘DeepMind only processes data that is relevant to the detection of

AKI’. Since then Mr Mustafa Suleyman, co-founder and head of DeepMind, commented on
the “rich contextual information” that Streams will process saying, “you can imagine what a

doctor or nurse needs when they administer treatment, they need a name, date of birth,

blood test results, past procedures, underlying diagnoses”.
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Given this, can you clarify exactly what information will be shared with DeepMind, and what
information DeepMind will have access to, in light of the extended agreement?   

Furthermore, you informed me that data will be shared ‘on the basis of implied consent and

under explicit data processing conditions where the Trust retains ultimate control over the

data at all times.’ Mr Suleyman was also reported as saying that “this information is stored in

a data centre that belongs to us [DeepMind]”.

In view of this, does the extended data sharing agreement permit DeepMind to share the
data with any other non-NHS organisation, third-party or parent company, via ‘implied
consent’ or any other means? Moreover, could you clarify how your statement on the
ultimate control of data tallys with Mr Suleyman’s statement on information storage?

If the agreement permits DeepMind to pass on information to third parties, will it be traceable
and identifiable back to individual patients? 

Would you be able to confirm whether the extended agreement allows for the medical
records of all of the Trust’s patients to be shared, or only in-patients who have had blood
tests?

If clinicians and other staff use the Streams app on their personal devices,
what procedures are in place to protect patient data if such devices are lost or stolen? 

Finally, to what extent is the data shared with DeepMind retrievable by the Trust if a patient
decides to opt out, and what steps has the Trust taken to communicate the new
developments and changes to patients?

I have written to the Information Commissioner for an update on their investigation into
the agreement – considering the matter of consent and of fair processing – and to pass
on the concerns I have raised with you in this letter.

I look forward to receiving your clarification of these important issues.
 
Yours sincerely,

Rt. Hon Joan Ryan MP
Member of Parliament for Enfield North

CC – Elizabeth Denham, UK Information Commissioner 
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